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Are you holding a hard copy of our report in your hands or are you reading it on your smartphone? Do you still feel
you really need your own car, or does a digital mobility service provider help you with your travel arrangements?
Do you work out your own fitness regime or do you wear a fitness band and receive personalised daily recom-
mendations? There are some smart services that we are already using every single day of our lives — we have al-
ready embarked on the journey towards the Smart Service Welt'. A world where instead of buying off-the-shelf
products and services we now go online to buy individually configured bundles of products and services
known as “smart services”. This report aims to provide a glimpse into the digital future of Germany’s economy.

The underlying trend towards increasing digital interconnectedness and convergence of the real and virtual worlds
is already at the core of the economic and social agenda. The German government has highlighted the importance
of the digital revolution both through the Digital Agenda and in its new High-Tech Strategy. It has set itself the goal
of making Germany Europe’s leading nation in terms of digital growth. And there is a good reason. Whilst at the
first national IT summit in 2006 many people still believed that the convergence of industry and IT was by no
means inevitable, today it has become perfectly clear to all the stakeholders that digital technology is a key in-
novation that is transforming every single area of our economy. We can no longer insulate ourselves from
these changes or simply opt out of them. Smart services are just too attractive to consumers, their impacts too
widespread and the gains in terms of quality and resource efficiency too great. Consequently, we must embrace
smart services, but shape them in a way that provides a better proposition for users, contributes to social welfare
and permits workers to enjoy decent working conditions.

The Smart Service Welt is disruptive. It is centred around users with their respective preferences and needs as
consumers, employees, citizens, patients, tourists, etc. The new data-driven business models are built on flexible
networking and largely automated collaboration in digital ecosystems. Digital platforms are a key requirement
for the formation and organisation of these digital ecosystems. We originally drew attention to this issue in our
interim report that was launched at CeBIT 2014. The Federal Ministry for Economic Affairs and Energy (BMWi)
responded by organising the technology competition “Smart Service Welt — Web-based Services for Businesses”.
Our final report provides the first detailed, application-based description of the enablers and modules required for
these digital platforms. We have consciously chosen to describe use case scenarios that might not be the first
thing that comes to mind when you think of digital technology. We did this to illustrate how smart services will
transform every area of our economy, from port logistics to heavy industry. Another key issue addressed in this
report is the impact that this transformation will have on the way businesses are organised and on the world of
work. Finally, security and data protection are topics that have the potential to be the Smart Service Welt's Achil-
les’ heel and are therefore accorded particular attention.

We are competing in a race against other countries around the world. By introducing the Internet of Things, Data
and Services into industrial processes, Germany has carved out a good starting position for itself. Furthermore,
Germany is a world leader in many of the relevant research fields, such as semantic technologies, machine learn-
ing and digital modelling of products and users. The foundations were laid by the THESEUS research project that
was launched as part of the 2007 IT summit process. Key contributions have also been made by the BMWi and
the Federal Ministry of Education and Research through programmes such as AUTONOMICS, TRUSTED CLOUD
and BIG DATA as well as the SMART DATA competition. As the world’s leading equipment supplier, Ger-
many’s strengths provide an excellent basis for innovation. The next step is to enhance its products and services
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with smart services. At the same time, however, the big Internet companies that provide the world with its networks
are now expanding into traditional industries. The next few years will decide who gets to set the new ground rules.

We are well positioned to shape the Smart Service Welt. If we successfully embark on this journey, we will be able
to deliver sustainable gains in growth, value-added and employment. However, if we remain narrowly focused on
niche market leadership, we will be putting our technological pre-eminence as leading suppliers on the line. This
is a race that will be decided by speed. One key to ensuring that we get off to a quick start will be to enable rapid
growth of new business models within a homogeneous local market. We therefore urgently need a European
digital single market together with coordinated upgrading of Europe’s digital infrastructure. Even more impor-
tantly, however, we need people with innovative ideas who are committed to embarking on the journey towards the
Smart Service Welt. With this in mind, we hope you enjoy reading our report.

b Gopen W T

Henning Kagermann Frank Riemensperger
President acatech — National Managing Director
Academy of Science and Engineering Accenture GmbH

1 The German term “Smart Service Welt" is rendered as “Smart Service World" in English. However, for the
purposes of this report the authors have chosen to retain the German expression.
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Smart Service Welt 2025:

A vision for optimising
industrial processes




The Smart Service Welt 2025 vision focuses on man-
ufacturing, both to provide continuity with the vision of
Industrie 4.0 and because Germany is starting from a
particularly strong position in this area.

Nevertheless, it can also be directly carried over to
other fields of application. Automated marketplaces
for logistics service providers are already a reality in the
private transport sector today and can be expected to
become established in heavy goods transport in the fu-
ture. Data-based optimisation of the value chain — cov-
ering everything from seed quantities and fertiliser type
to the entire harvest processing and logistics chain —
will become increasingly widespread in the agricultural
sector. Healthcare will benefit from significant gains in
effectiveness and efficiency as a result of both decen-
tralised monitoring of patients’ condition through con-
tinuous data collection and personalised treatment
thanks to the improved diagnoses enabled by intel-
ligent algorithms. In the smart grids sector, new busi-
ness models are already springing up in areas connect-
ed with the energy trade. It is thus apparent that in
certain fields of application it will be possible to imple-
ment individual aspects of the Smart Service Welt vi-
sion even sooner than in the manufacturing sector. Fur-
ther details are provided in the use cases.

The Smart Service Welt 2025 vision follows on from the
vision of smart factories in Industrie 4.0. In the smart fac-
tory, individual customer orders determine manufac-
turing processes and the associated supply chains. The
smart factory produces smart products: intelligent, net-
worked objects, devices and machines that underpin the
services provided in the Smart Service Welt. These smart
services are put together based on users' needs.

In the Smart Service Welt, all of these machines, systems
and factories can be easily connected to the Internet via
digital platforms, using the “plug & use” approach. They
are then represented virtually on these platforms. Their in-
tegration via the platforms enables the field data level - i.e.
the products’ operating data — to be accessed from any
location.

The platforms are operated by German and European
companies. They are available to machinery manufactur-
ers and users as well as to service providers and form the
infrastructure of the new digital ecosystems. The plat-
forms consist of a number of different software compo-
nents. Critical (software) modules and enablers are de-
veloped and supplied by German and European firms. As
a result, the smart manufacturing services provided via
these platforms have become a successful export for
Germany and Europe. A European digital single market
ensures efficient market access and rapid scalability for
new smart services. This has created numerous opportu-
nities for startups and small and medium-sized enter-
prises, which have become pioneers of the Smart Ser-
vice Welt by providing complete smart services or
developing individual modules and enablers. On the shop
floor, employees have gone from being no more than ma-
chine operators to being creative leaders and decision-
makers in the smart factory. Meanwhile, top floor employ-
ees systematically leverage the opportunities offered by
digital technology. Smart services help these smart tal-
ents to manage the complexity of the new environment.

In the Smart Service Welt, all kinds of different smart ser-
vices are realised for users (see Figure 1):

Potential disruption or goal conflicts in cross-
company value networks can be anticipated and
prevented thanks to the wide availability of the
relevant data. Factories automatically post requests
for any services needed to resolve these issues on
fully automated marketplaces. Conversely,
machines and service providers actively seek out
work on these marketplaces. Orders for complex
smart services continue to be placed by the
customer, however.

Service providers offer fully automated delivery of
smart services either remotely or on site. Crucially,
this is done predictively, before problems actually
occur. This is also made possible by better-quality
knowledge work. This gain in quality can be
achieved thanks to the fact that analyses, diagno-
ses and recommendations in the Smart Service
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Welt are generated automatically and are thus
available at all times. Machines, systems and
factories continuously feed back operating - i.e.
empirical — data into the platforms. This enables
self-optimisation of the value-added processes.
Moreover, remote access ensures that human
experience and cognitive abilities also inform
processes on site.

New business models have become established,
for example the trading of production capacity or
manufacturing data as an alternative service, or
performance contracting. Manufacturing innova-
tions and data-based product and business model
innovations are developed by crowd communities.
The greater transparency of industrial processes
has led to the establishment of new smart finance
and insurance concepts such as “everything as a
service”, “pay-per-use” and customer-/system-
specific insurance policies.

Systematic training and continuous professional

development ensure that employees have the skills

needed to cope with the digitisation of value

creation in the Smart Service Welt. Employees’ role

in the Smart Service Welt is characterised by
responsibility and autonomy.

© At a technical level, it has been possible to estab-

lish comprehensive security management with
proactive protection mechanisms for the Smart
Service Welt. These have been systematically built
in by design and implemented at an operational
level through supporting organisational measures.
The security offered by German smart service
solutions has increased their appeal and popularity
around the world.

The tension between privacy and IT security has
dissipated thanks to the forging of a widespread
consensus on this issue throughout society.

As a result, by 2025, the productivity of Ger-
man manufacturing industry has risen by more
than 30 percent. Despite being a high-wage
economy, Germany has been able to maintain
value creation and employment levels whilst
securing its long-term competitiveness.

Figure 1
Smart manufacturing services 2025
New business models Crowd Cognitive abilities Fully automated Machines/ Knowledge work Optimisation Bundling
e.0. trading of communities inform automated marketplace service providers automatic generation continuous generation of services,
production capacity and create manufacturing activities on site for service actively seek of analyses, diagnoses ~ and automated feedback e.0. finance,
manufacturing data innovations via remote access providers out new jobs and recommendations of empirical data insurance

1 1 leaml [ T 1

. . Selected critical modules Opportunities for start-ups Smart talents
ﬁ E’;:'D':nnﬁgrfms;:ag dsgur:lﬂllzes Lza'g:r?ﬂapﬂl?ﬂ?ms :arﬂe ;‘:r:ﬂt‘:: and enablers produced by and SMEs through efficient employees as creative
y P y P P German and European firms market access and rapid scalability leaders and decision-makers

e . .
Machmesﬂﬁi&;ﬁ imlil sriTUved via

Smart Machines

”

All machinery throughout the world
connected to platforms

Source: Siemens 2014
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Executive Summary of
the final report and

general recommendations




Smart products are already ubiquitous. The term
“smart product” refers to objects, devices and ma-
chines that are equipped with sensors, controlled by
software and connected to the Internet. They collect
all types of data, analyse them and share them with
other devices. One in two Germans now owns a
smartphone. Moreover, a high proportion of the ma-
chines made in Germany already connect to the Inter-
net during operation. These include passenger cars
and trucks, construction and agricultural machinery,
turbines and engines, solar installations, heating sys-
tems and smart meters, fire alarms and other alarm
systems, lifts, internal doors, traffic lights, cameras,
TVs and music players, kitchen appliances, tooth-
brushes and increasingly also wearables. No industry
and no area of our daily lives have been left untouched.
Even public squares, crossroads, exhibition halls, fac-
tory buildings, conference rooms and rooms in people’s
homes are increasingly being digitally connected to
create smart spaces.

The global race for data is truly underway

Today, in 2015, around 15 billion products around the
world are connected to the Internet. By 2020, this fig-
ure is expected to rise to 30 billion.

The data volume in the Internet of Things, Data and
Services will continue to grow rapidly. If German indus-
try wishes to rank among the key players, then it has
two to three years to ensure that as many as possible
of its smart products installed all over the world are
connected to the Internet so that the data generated by
them during use can be employed to produce smart
services. In other words, Germany must become a
global leader in the supply of smart products and smart
services and use its position as Europe’s leading mar-
ket to put these products and services to the test.

Smart services enhance smart products

Smart products are the products manufactured by In-
dustrie 4.0, a vision of the fourth industrial age that
has been jointly formulated by government, industry,
the research community and the social partners. In-
dustrie 4.0 is characterised by the mass manufacture
of customised products in batch sizes of as low as
one in a highly flexible manufacturing environment, to-
gether with the development of processes to enable
self-optimisation, self-configuration and self-diagno-
sis. The factories of the future are run by well-trained
employees who are supported in the performance of
their complex tasks. The communication and interac-
tion with the machines is facilitated by personalised
information tailored to individual machine worksta-
tions. The potential of Industrie 4.0 in practice is am-
ply demonstrated by examples such as Siemens’ Am-
berg plant, the manufacturing facility at Wittenstein
and the new production system introduced at Festo.

Once they have left the factory, smart products are
connected via the Internet. They exchange ever-larger
volumes of data during use. It could be argued that
these mountains of data (big data) actually constitute
the most important raw material of the 21 century.
The big data is analysed, interpreted, correlated and
supplemented in order to refine it into smart data. This
smart data can then be used to control, maintain and
enhance smart products and services. Smart data can
generate knowledge that forms the basis of new busi-
ness models. In other words, big data is refined into
smart data, which is then monetised through new, in-
dividually combinable smart services. In the industrial
context, a smart service might, for example, involve
providing compressed gas “as a service” to meet the
needs of specific situations, as opposed to simply
selling compressors. For private consumers, mean-
while, a smart service might allow them to freely mix
and match mobility services online instead of having
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to buy their own cars. German businesses continue to
be too slow to make the switch from suppliers of high-
quality products to providers of attractive and flexible
smart services.

Smart service providers are able to anticipate
customers’ wishes more and more accurately.
New high-power algorithms that include 1,000
or more parameters for interpreting data from
heterogeneous sources are improving the
quality of business process forecasts by a fac-
tor of 1,000, 10,000 or even 100,000.

The mail order company Otto is a case in point. It uses
an intelligent algorithm provided by startup company
Blue Yonder to calculate daily updates to its sales
forecasts for the coming weeks and months for each
and every one of the two million plus items in its range.
The algorithm incorporates around 200 variables such
as the previous year's sales, current product promo-
tions and even the weather forecast. This provides
Otto with a strategic advantage, allowing the com-
pany to improve the accuracy of its sales forecasts by
between 20 and 40 percent, depending on the pro-
duct category. As a result, they are able to ensure that

products do not sell out too quickly whilst still reduc-
ing stock levels in their warehouses.

The Smart Service Welt is disruptive - it is
centred around the user

The Smart Service Welt is centred around the users
who employ services in their respective roles as con-
sumers, employees, citizens, patients and tourists. As
far as the customer is concerned, smart services mean
that they can expect to obtain the right combination of
products and services to meet the needs of their cur-
rent situation, anytime, anywhere (see Figure 2).

Smart service providers therefore require an in-depth
understanding of their users’ preferences and needs.
This calls for them to intelligently correlate huge vol-
umes of data (smart data) and monetise the results
(smart services). To do this, they require data-driven
business models. In order to develop these business
models, providers need to understand the user’s eco-
system and situational context. This understanding is
based on data and its analysis. All the actors in a net-
work collect data. The ability to correlate huge quanti-

Figure 2:
Smart services: the user is at the centre

built on digital infrastructures
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ties of data obtained through smart products in real
time and use this information to provide customers
with highly customised smart services is having an
enormously disruptive impact on traditional business
models throughout the economy. In addition, the mar-
ginal costs involved in scaling up smart service busi-
ness models are much lower. This is because the “as
a service” model is often significantly cheaper than
the equivalent “ownership” model.

Smart service providers can also use smart data for pro-
ducing forecasts (real-time predictive analytics) that pro-
vide direct input into how the products are controlled,
enabling previously unattainable levels of quality and ser-
vice. For example, a lift manufacturer whose lifts are con-
trolled using software that knows the movements of peo-
ple on different levels of the building and at its entrances,
as well as people arriving from the local public transport
network, can increase the lifts’ carrying capacity over the
course of a day by 50 percent or more. Any competitors
who do not have access to this smart service may
quickly lose their ability to compete.

These disruptive business models are built on three
key components: 1) digital ecosystems and market-
places, 2) integrated payment functionality and 3) se-
cure user IDs (see Figure 3).

The user has now replaced individual suppliers with
their traditional products and services at the centre of
these business models. These digitally savvy users ex-
pect the right combination of products and services to
meet their individual needs to be available “as a ser-
vice" at all times. Users possess a secure digital ID
that is linked to an integrated payment function for
smart services.

This shift from product-centric to user-centric busi-
ness models entails a particularly painful paradigm
shift for suppliers of successful products. Since most
manufacturers will lack the in-house expertise to exe-
cute this switch, smart products will often be com-
bined in real time with third-party services on new
digital platforms in order to create smart services.

Digital market leadership will require new
digital infrastructures and platforms

At a technical level, these new forms of cooperation
and collaboration will be enabled by new digital infra-
structures. Smart spaces are the smart environments
where smart, Internet-enabled objects, devices and
machines (smart products) connect to each other
(see Figure 4). They are reliant on an underlying high-

Figure 3:
Key components of smart service business models
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performance technological infrastructure. In addi-
tion to the much-discussed nationwide upgrading of
the broadband network, the ability to guarantee do-
main-specific latencies (5G) is also key to ensuring
real-time data analysis and delivery of the associated
smart services. The technological infrastructure will
therefore play a system-critical role in the forthcoming
transformation of industry and society.

While the term “smart products” can refer e.g. to ac-
tual production machines, it also encompasses their
virtual representations. These products are described
as “smart” because they know their own manufac-
turing and usage history and are able to act autono-
mously. They are connected to each other via the
technological infrastructure layer in order to form net-
worked physical platforms.

In the next layer, the data generated on the networked
physical platforms is consolidated and processed on
software-defined platforms. Complex algorithms are
used to collect, combine and analyse the data. Soft-
ware-defined platforms then make this refined data
available to smart service providers. Virtualisation also
means that service platforms are no longer tied to
physical objects or to a specific manufacturer’'s smart

products. Software-defined platforms thus constitute
the technology integration layer for heterogeneous
physical systems and services.

In conjunction with comprehensive service engineering
- i.e. the systematic development of new services — the
data are finally refined at the service platform level to
create smart services. Providers connect to each other
via these service platforms to form digital ecosys-
tems. The service platforms act as the business inte-
gration layer, providing the basis for seamless, largely
automated and legally compliant collaboration between
the different actors so that they can share knowledge
and trade information, goods and services.

The establishment of software-defined plat-
forms and service platforms - and the online
marketplaces and app stores built upon them
-, together with their associated ecosystems,
will be key to competing successfully on the
global market.

However, successful new business models will only
emerge where complex smart products and smart ser-
vices are combined and orchestrated by well-trained
employees, or smart talents.

Figure 4:
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Germany's strength lies in the incremental develop-
ment of complex, premium-quality intelligent products
such as vehicles, machine tools, medical equipment
and domestic technology. Increasingly, these prod-
ucts are software-controlled, augmented with supple-
mentary digital functions and able to connect to the
Internet. These enhancements are turning them into
smart products.

According to two recent Accenture studies’, Germa-
ny's leading suppliers in the mechanical engineering,
automotive, logistics, energy and chemical industries
compare very favourably with their international com-
petitors in terms of the excellence of their smart prod-
ucts (see Figure 5). Exceptionally well-trained skilled
workers, a modern approach to management and first-
rate products mean that Germany's industrial enter-
prises are extremely well placed to succeed in the
Smart Service Welt.

Product support-based digital business models
are not very profitable at present

In terms of the maturity of smart services, however,
German industry is still largely at the stage where it is
using them to optimise and increase the efficiency of

existing processes (see Figure 6). This strategy is al-
ready widely employed in practice. Heidelberger Druck-
maschinen was one of the early trailblazers, while
Trumpf's machine tool business, GEA's milking ma-
chine business, Siemens’ gas turbine business and
Thyssen-Krupp's lift business all use smart services to
optimise their equipment'’s operation. However, it is of-
ten difficult for manufacturers to bill customers for the
smart services that support their products, meaning
that they struggle to recoup their investment in digitisa-
tion. As far as the customer is concerned, they expect
the equipment to function correctly one hundred per-
cent of the time. If that means that the manufacturer has
to invest heavily in digitisation, then it is certainly some-
thing the customer wants, but rarely something for
which they are prepared to pay a premium.

However, continuing to focus narrowly on product-
centric niche market leadership is no longer a viable
option. Smart services are unleashing a wave of dis-
ruptive business model innovations that has already
swept through many industries and will be coming to
the rest before long. Critical system knowledge about

Figure b:
Digital competitiveness of Germany's leading industries
compared to global competitors
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digital value networks and combined smart services is
therefore key to the survival of German and European
industry. In the final analysis, whoever controls the
service platforms will also gain control of the entire
value chain. Trustworthy, neutral intermediaries are in
a position to balance the interests of providers and
customers. However, intermediaries can also attempt
to supplant manufacturers and service providers by
gaining sovereignty over the data and seizing control
of value-added control points so that it is they who
ultimately write the new ground rules. The global race
for control of the data and platforms is already truly

This is illustrated by the example of Uber, a company
that provides a taxi hiring service without actually hav-
ing physical assets of its own. Uber uses platforms to
scale its business model. This allows it to add new
online customers or drivers — i.e. people who use their
own cars to provide the service — at virtually no cost
to the company.

There is nothing new about platform markets. Indeed,
the success of platform markets is a big part of the
history of e-commerce. Auction portals and online
marketplaces have revolutionised the retail trade,

underway. while hotel and travel portals have had a similar im-
= Chapter 1 pact on the tourist industry. As the Internet of Things,
Figure 6:
Maturity of digital business models
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Data and Services continues to grow, these platform
models are now also finding their way into traditional
industries.

Nevertheless, the vast majority of smart product man-
ufacturers have yet to join the race. Even though they
do have expertise in connecting smart products, col-
lecting and analysing big data and providing specific
smart services, this is still not enough for them to be-
come players in cross-company smart service eco-
systems. These ecosystems are characterised by the
erosion of boundaries between companies and a readi-
ness to work with different partners, all supported by
underlying digital platforms. This requires suppliers of
smart products and services to develop new cross-
sectoral cooperation models.

Despite this, there is no reason why a machine tool
manufacturer like Trumpf, for example, should not be-
come a smart service provider, e.g. by establishing a
marketplace for their products and the associated data.
This would enable tens of thousands of users to share
information, allowing them to optimise set-up times,
material usage, machine parameters and power con-
sumption, as well as minimise fault sources and down-
time, etc. The practical experience built up by thou-
sands of users adds value to the machines, since this
store of operational expertise is now available to every-
one. The machine manufacturers can either ask people
to pay a service charge for using the marketplace or
charge users for downloading apps.

Some of the other use cases outlined in this report also
highlight a fundamental trend towards vertical industrial
solutions. This strategy involves suppliers trying to cov-
er several of the layers within the digital ecosystem by
starting with their own product portfolio and supple-
menting it with smart services and smart talents. There
is no real difference in this respect between companies

from Europe and the US such as Bosch, General Elec-
tric, Philips and Siemens.

Nonetheless, many German product manufacturers re-
main wedded to their traditional product-centric busi-
ness models. The rate at which they move is deter-
mined by their products’ relatively slow innovation
cycles. Furthermore, many of them lack both in-depth
expertise in the field of digital business and the ability
to develop new, data-driven services and business
models. They are thus a long way off being able to en-
gage in flexible and open cooperation in digital value
networks.

This means that it is (far too) easy for new market play-
ers originating from digital niche markets to gain a foot-
hold. These players’ innovation cycles are significantly
shorter than the development cycles of product manu-
facturers. Moreover, visionary smart service entrepre-
neurs tend to be willing to live with lower quality if this
means that they can get the service out onto the market
more quickly so people can start benefitting from it.
First generation satnavs are a case in point.

Technological sovereignty is key to future
profitability and job protection

The success of the German automotive industry dem-
onstrates that not all the basic technologies and com-
ponents for digital business models necessarily need
to come from Germany or Europe. It will, however, be
crucial to be the leading supplier of the elements that
are strategically important for adding value, especially
the engineering and systems integration services for
the platforms. Germany was one of the early pioneers
and market leaders in the fields of business software
and big data platforms. Software companies such as
SAP and Software AG as well as research organisa-
tions such as the German Research Center for Artificial
Intelligence (DFKI) and the Hasso Plattner Institute
(HPI) have given Germany a competitive advantage in
this market. Europe must maintain or attain technologi-
cal leadership in the system-critical components that
are key to success. These include the principal building
blocks of the platforms such as security technologies,
semantic technologies, real-time algorithms, predictive
analytics and cloud computing.
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Software-defined platforms and service platforms pro-
vide an open run-time environment for smart services.
In other words, they provide the general basic func-
tions for systems integration, data analysis and col-
laboration in digital ecosystems. These platforms run
in highly automated cloud centres.

The control points for the digital value chains reside in
the software-defined and service platforms. Failure to
steal a march on the competition in terms of access to
these platforms and the associated data will mean
that the race for digital leadership is lost. If this hap-
pens, it will be others who skim off the profits from
smart services.

Now that platforms are the new control points in terms
of profitability, the development of system knowledge
has become a critical success factor. German busi-
nesses and research institutions therefore need to de-
velop and implement platform architectures, integrating
the individual components to create commercially via-
ble platforms. Furthermore, the suitability for everyday
use of the individual platform solutions must be tested
in use in order to assess their cost-effectiveness, user
acceptance and reliability. This will be key to enabling
rapid scaling up of German platform solutions.

The Industrial Internet? Consortium (IIC) launched in the
US is indicative of the widespread interest that exists
with regard to cross-company cooperation to test smart
services in use. The IIC was established in March 2014
by GE, Cisco, Intel, AT&T and IBM. As an open consor-
tium, it now counts more than 130 organisations from
around the world among its membership. The participat-
ing companies provide the technology environments for
developing Innovative Industrial Internet? prototypes that
can be rapidly realised in testbeds for certain priority
areas. The initiative has thus created an ecosystem of
companies from different industries that work together
and share ideas, best practices and thought leadership
in connection with the Industrial Internet.

Security and trust are the Achilles’ heel

The Smart Service Welt requires complex networking
of a wide range of decentralised components via the
Internet. This often involves the exchange of large vol-
umes of sensitive data where each component is ac-
companied by its own security risks. In conjunction with
the rapidly rising proportion of software in all areas, the
fact that several components are connected to each
other across different companies means that there is a
much bigger target for potential attacks. As a result, the
number of targets for cybercrime and cyberterrorism is
rising. IT security and data protection are therefore key
to the success of the Smart Service Welt.

100 percent safety and security can only be achieved in
closed systems. However, open systems are a funda-
mental requirement in the Smart Service Welt paradigm.
Safety and security can therefore only be relative. Indus-
tries such as the automotive industry and the manufac-
turing sector have already been living with the “relative”
safety paradigm for many years. Today, if an automotive
manufacturer tried to convince its customers that its ve-
hicles could offer them 100 percent safety, their promise
would not be considered credible. However, manufac-
turers have learned to provide “relative safety”, offering
very high safety standards as a product feature that can
be certified by third parties such as the TUV. Smart ser-
vice providers need to adopt a similar approach by defin-
ing verifiable quality indicators so that they can establish
quantifiable relative security standards. It will be essen-
tial for these security solutions to be both transparent
and user-friendly. It should be easy for users to tell
whether the service they are using is sufficiently secure
to meet their needs. This will instantly enable them to
take better precautions themselves.
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“Resilience by design”: the new security paradigm
of the Smart Service Welt

IT security comes at a cost. Truly effective security so-
lutions for the Smart Service Welt need to be imple-
mented right from the planning and development
phase (security by design). This involves substantial
planning and investment which is nonetheless indis-
pensable. In order for our society to continue its jour-
ney towards the Smart Service Welt, the underlying
technological infrastructure will need to be largely fail-
safe, reliable in use and protected against all forms of
tampering. Since 100 percent security is not a realis-
tic proposition, the infrastructure will need to be capa-
ble of responding flexibly to unexpected attacks and
preserving or rapidly recovering its functionality — in
other words, it will need to be resilient.

Many industries — for example the aviation and rail in-
dustries and electronic stock exchange and payment
systems — already have established IT security solu-
tions that guarantee a high level of security and resil-

ience for their services. These solutions can be car-
ried over to the other fields of application in the Smart
Service Welt. Resilience by design thus constitutes
the security paradigm of the Smart Service Welt.®

The formula for becoming a leading digital
supplier

Successful new business models will emerge where
complex smart products and smart services are com-
bined and orchestrated by well-trained employees, or
smart talents. These digitally trained smart talents will
deliver combined physical and digital services that are
increasingly provided “as a service” (see Figure 7).

These value chains extend far beyond the boundaries
of any individual company. They require highly-scaled
platforms where all the players are organised into an
ecosystem and knowledge that increases the smart
services' value-added is traded on marketplaces.
“Smart talents” are the architects of these digital busi-
ness models. Well-trained human resources who are
capable of working with integrated physical and digi-
tal services will be absolutely indispensable in order
to achieve leadership in the digital economy. Smart
services should therefore be shaped in a way that pro-

Figure 7:
Smart talents as a key success factor
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vides a better proposition for users, contributes to so-
cial welfare and permits workers to enjoy decent
working conditions.

The following example from the field of healthcare il-
lustrates the point. An X-ray machine (smart product)
manufacturer creates a service platform that provides
access to an image database containing millions of
X-rays of specific cases. In addition to supplying the
actual X-ray machine, this allows the manufacturer to
provide diagnosis support “as a service” (smart ser-
vice), giving them a valuable competitive advantage.
As the ecosystem grows, so does the reservoir of ex-
pertise for providing the service, i.e. the knowledge of
the radiologists (smart talents) who use the platform.

Global competition requires a paradigm shift in
companies and the workplace

Another important requirement for the journey to-
wards the Smart Service Welt is to ensure that busi-
ness leaders fully understand the new challenges. In
the Smart Service Welt, management will have to col-
laborate with other companies in value networks as
and when the need arises. Competitors will cooperate
with each other and employees will engage in auto-
mated interactions with platform operators, meaning
that they will no longer be managed by the traditional
in-house management structures of the company that
employs them. The changes in management, culture,
collaboration and business models could be so pro-
found as to require corporate rethinking rather than
mere optimisation of the existing organisation. In view
of the high competitive pressures, teams of “accelera-
tors” should drive the rethinking process both in-
house and across several different companies. Con-
nected digital pilot groups provide an effective means
of rapidly and successfully managing the transforma-
tion of businesses in the Smart Service Welt.

Communication skills and competencies such as be-
ing a team player, having the ability to organise one's
own work, having an understanding of the overall sys-
tem and lifelong learning will all be essential. The new
skill sets will also include a basic knowledge of data
processing, working in virtual environments and using
digital assistants. The teaching and learning process
itself will also be transformed. In the Smart Service
Welt, training and continued professional develop-
ment together with the need for a far more agile train-
ing system will all be of fundamental importance.

The Smart Service Welt entails both threats and op-
portunities for workers. On the one hand, it is causing
some employee groups to become replaceable. This
applies equally to certain functions in manufacturing
industry and to knowledge work and frontline roles in
the service sector. At the same time, however, new
job profiles and areas of employment are emerging,
for example in fields such as development, administra-
tion, design, consultancy and support. Since these
new employment opportunities will not automatically
compensate for all of the jobs lost as a result of smart
services, the challenge will be to ensure that the trans-
formation process creates good-quality jobs with de-
cent working conditions. There is an opportunity to
afford employees greater autonomy and make many
aspects of their work more interesting. Nevertheless,
there is also a danger that jobs could become increas-
ingly precarious, as well as of higher workloads and
the polarisation of employees into highly skilled knowl-
edge workers on the one hand and people who per-
form purely administrative or functional work on the
other. The rise in mobile ways of working thanks to the
virtualisation of work processes will provide an oppor-
tunity to achieve a better work-life balance. However,
it could also have harmful consequences for employ-
ees’ health by eroding the boundaries between their
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work and their private lives. The use of crowdsourcing
to farm work out via the Internet could also have a
negative impact if it results in permanent employees
with guaranteed social rights being increasingly re-
placed by freelancers with precarious employment
conditions.

In order to make the most of the Smart Service Welt's
opportunities and minimise the threats, it will be nec-
essary to ensure that all the relevant actors participate
in shaping the changes right from the outset — includ-
ing government, businesses, the social partners and
company-level worker participation bodies. Employ-
ees should also be directly involved. Widespread
training will be required to prevent polarisation of the
workforce. Measures to mitigate the dissolution of
mobile and digital work protect employment and so-
cial standards will also need to be taken. It will further-
more be necessary to protect the co-determination
and participation rights of individual employees in
cross-company value networks.

Innovative companies in the US have a significant
head start over their European counterparts in that
they are able to scale up their smart services in a
large, homogeneous domestic market before expand-
ing internationally. The digital market in Europe, on the
other hand, is highly fragmented. The complex array of
different regulations in Europe is particularly challeng-
ing for SMEs and acts as an obstacle to them scaling
up their business models.

In order to provide a level playing field for growth, the
European Union must create a single regulatory frame-
work for a European digital single market, so that
smart service providers can reach all of the EU’'s 500
million citizens. It will also be necessary to introduce a
single data protection regulation for the whole of Eur-
ope in order to harmonise the rules on privacy, data
storage and copyright.

There is a particular need for an EU-wide approach in
the field of copyright and patent protection. This is be-
cause the growing trend for completely different com-
panies to come together to form user-oriented part-
nerships could in some cases infringe third-party
(intellectual) property rights. Reliable solutions will
need to be found to address this issue.

Building a consensus on informational self-deter-
mination in Europe

The Smart Service Welt is built on data-driven busi-
ness models that configure customised services for
individual users using a wide array of data sources. To
make this possible, big data applications often col-
lect, store and correlate data in countless different
combinations over lengthy periods of time. As such,
the collected data is not only important for the current
application but also provides the basis of analysis
techniques that have yet to be developed.

Personal data protection standards in Germany are
among the highest in the world and the relevant legis-
lation is correspondingly strict. A growing data pro-
tection movement is highly critical of the trend to col-
lect and store increasing quantities of data, expressing
concern about flagrant abuses of individual privacy
and data sovereignty. According to the critics, we
need to heed the warning signs and ensure that the
principles of data minimisation, anonymisation and in-
formational self-determination are upheld. Data that
has not been collected cannot be analysed, while an-
onymised data cannot be used to harm the interests
of the individual.

These views are perfectly understandable and justi-
fied. However, the Smart Service Welt is fundamen-
tally driven by data and most of this data is inevitably
going to be personal in nature. The concept of auton-
omous driving, for example, will never be feasible if
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some road users refuse to share details of their vehi-
cles’ movements with everyone else. It is already clear
that many solutions in the Smart Service Welt will be
fiercly debated. It is therefore necessary to establish a
broad consensus throughout Europe regarding which
data can and should be publicly available and which
should remain private. Users should have the right to
decide how their own personal data is used.

In Germany, and across Europe as a whole, people’s
occasionally rather cavalier attitude to how they han-
dle their own personal data is directly at odds with
their concerns about the powers that be snooping on
employees, patients and members of the general pub-
lic. We have yet to develop either a culture of privacy
and trust with regard to how data are used or the
technical, regulatory and societal framework needed
to make this possible.*

One problem is that the rate at which society and gov-
ernment are able to arrive at a consensus is much slow-
er than the pace of the digital revolution — not least
because of the strongly opposing views regarding the
content of the new Data Protection Regulation.

While data protection requirements in Ger-
many are high, so are the needs of data-driven
smart services. Moreover, in some cases peo-
ple have a rather cavalier attitude towards how
they handle their own personal data. It is there-
fore necessary to establish a broad consensus
throughout Europe regarding which data can
and should be publicly available and which
should remain private.

Germany’s key role in shaping the European Data
Protection Regulation

Europe needs to find a balance between trust
and data protection on the one hand and the
economic and social benefits of digital techno-
logy on the other.

A European digital single market is needed that pro-
vides a Europe-wide regulatory framework with as few
national access barriers as possible. This will be par-

ticularly crucial to small and medium-sized enter-
prises. Germany must therefore play a key role in
shaping the European Data Protection Regulation and
must work towards a solution that enjoys widespread
support throughout Europe. The European Data Pro-
tection Regulation will need to be adopted by 2016 at
the latest if Europe is to avoid jeopardising its techno-
logical leadership. If adopted, this Europe-wide data
protection solution will have a huge impact and influ-
ence throughout the rest of the world. It will be neces-
sary to reach a sensible compromise so that we do
not pass up this opportunity and lose our position as
market leaders.

Stepping up the pace and solving the digital
dilemma

The digital dilemma facing European industry arises
from a lack of speed and agility. The life cycle rate of
smart services is constrained by slow product devel-
opment times.

In one recent survey®, only one in five German
businesses said that they were strongly fo-
cused on both smart products and smart ser-
vices. Moreover, four out of every ten compa-
nies are not doing anything at all in this area.
Almost 80 percent of the firms that took part in
the survey said they had little if any cooperation
with other companies in the field of digitisation.

The journey towards the Smart Service Welt is ef-
fectively a race to use smart data in order to gain
access to customers. The race will be won by who-
ever has the best understanding of customers and
their needs and preferences. It is this understanding
that is the key to the new business models. Conse-
quently, the leading providers of digital business
models will endeavour to gain control of the soft-
ware-defined and service platforms in every part of
the economy so that they can monopolise the control
points for smart services. If an intermediary is able to
control the customer and data interfaces, they will be
in possession of a key service control point. From
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this position, they will be able to relegate the manu-
facturers and providers of smart products and ser-
vices from the role of leading providers to nothing
more than interchangeable suppliers. On the other
hand, if Germany's particularly strong leading sup-
pliers succeed in upgrading their products and ser-
vices into smart services, they will be in a position to
unlock new potential for growth, profitability and em-
ployment.

1 Accenture: International Benchmarking of Digital Performance in 2014, 2014 (unpublished); Accenture:
Digitization Index 2014/15, continued (unpublished).

2 Terms such as “Industrial Internet’, “Internet of Things” and the German “Industrie 4.0" concept all
describe the same evolutionary trend - the arrival of the Internet of Things, Data and Services in the
manufacturing environment and the comprehensive value chain integration enabling it.

3 acatech (Ed.): Resilien-Tech, ,Resilience-by-Design”: Strategie fiir die technologischen Zukunftsthemen
(in German) (acatech POSITION PAPER), April 2014; Thoma, K. (Ed.): Resilien-Tech, “Resilience by
Design”: a strategy for the technology issues of the future (acatech STUDY), Heidelberg, April 2014,

The outcome of the race remains uncertain.
Germany and Europe must therefore act swiftly
to drive the establishment of smart service
business models and promote and develop
the platforms, infrastructure and talents need-
ed to make them possible.

4 acatech (Ed.): Internet Privacy. Taking opportunities, assessing risks, building trust (acatech POSITION
PAPER), Heidelberg, 2013; Buchmann, J. (Ed.): Internet Privacy. Eine multidisziplindre Bestandsaufnahme
/ A muttidisciplinary analysis (acatech STUDY), Heidelberg, 2012.

5 Accenture/Die Welt (Eds.): Mut, anders zu denken: Digitalisierungsstrategien der deutschen Toph00,
2015, available online at: accenture.com/de-de/Pages/service-deutschlands-top-b00.aspx (accessed
4.22015).
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The user is at the centre of the Smart Service Welt’s data-driven business models.

Digital platforms refine data originating from smart products and a variety of other sources in order to build
up a precise picture of individual users’ preferences and needs. They also provide the technological infra-
structure for marketplaces and ecosystems. Based on the user's needs, products and services from differ-
ent providers are bundled together on the digital platforms to create individual smart services.

The Smart Service Welt's user-centric business models are replacing the product-centric business mod-
els found in manufacturing industry. This disruptive change will have a direct impact on Germany’s indus-
trial core and will also shape the future of work. It is therefore important to ensure that businesses, govern-
ment, research institutions, the social partners and civil society in Germany all pull in the same direction
when it comes to building cross-company digital platforms and their components and establishing smart
services made in Germany.

1) A Smart Service Welt Implementation Platform
A Smart Service Welt Implementation Platform would allow businesses and research institutions to
carry out pre-competitive cross-company piloting of digital platforms and their components.

The implementation platform should be business-driven. It should be led by Germany'’s leading
companies, but should be open to businesses of all sizes and from any industry, as well as incorporat-
ing selected international companies.

The primary goal should be to establish and operate digital pilot platforms to be run as living labs for
key fields of application.

This will require the development of innovative, rapidly realisable prototypes in testbeds provided by
the participating companies. Doing so will lead to the creation of an ecosystem where players from
different industries and sectors work together and share best practices and thought leadership in
connection with the Smart Service Welt.

The platform should address as many smart service fields of application as possible, with a
particular focus on mobility, machinery and plant (Industrie 4.0), trade and logistics, health and medical
care, energy and consumers.

The priority areas identified through the digital pilot platforms should be studied in depth in four
working groups:

Regulations and Standards

Security and Privacy

Work Organisation and Training

Global Framework

An interdisciplinary research advisory board should be established, comprising representatives of the
business and research communities. In addition to providing advice for the implementation platform, the
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board should be tasked with formulating integrated research roadmaps on the following themes:
Digital platform technologies
Transforming organisations and the workplace

The implementation platform’s work should draw on experts from a wide variety of fields such as
business development, product management, service development, law, psychology, industrial
sociology, etc.

In addition to the findings of the Smart Service Welt Working Group presented in this report, the
implementation platform should also build on other existing initiatives:
the national IT security competence centres,
the software clusters, which can provide a starting point for creating a smart service competence
centre,
Siemens’ Automation and Digitalization Campus.

The people involved should ensure coordination with related initiatives such as the Industrie 4.0
dialogue platform.

2) A Smart Service Welt Innovation Platform

A Smart Service Welt Innovation Platform initiated by the German government and anchored in the IT
Summit process should act as a multiplier of conditions that support innovation, promoting a dialogue with
the public on the economic implications of the Smart Service Welt transformation, as well as knowledge
transfer and the establishment of consortiums, especially for SMEs.

The innovation platform should be policy-driven and include as many as possible of the Smart Service
Welt's stakeholders.

The innovation platform should pursue the following goals:
It should facilitate a dialogue between government, business, the research community, the
social partners and civil society. A broad dialogue with the public should address the opportuni-
ties and threats of data-driven smart service business models and create the basis for their wide-
spread acceptance.
Priority areas should be identified through this ongoing dialogue, in consultation with the implemen-
tation platform. The innovation platform should use these to drive the creation of the conditions
needed to establish the Smart Service Welt.
The innovation platform should establish transfer centres that act as multipliers for SMEs.

The innovation platform should be anchored in the IT Summit process and should coordinate closely
with the implementation platform through shared experts and joint actions.

The innovation platform should address the following key work organisation issues:
Strengthening company-level worker participation so that it also includes cross-company networks,
workers’ right to be unavailable when contacted outside of agreed on-call hours, guaranteeing
employees’ right to informational self-determination, updating occupational health and safety
regulations for mobile and digital work and changes to the social security system in order to counter
the threat of precarious digital employment.
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In addition, the social partners and company-level actors should shape the way work is organised to
provide employees with greater autonomy and create good jobs that involve a wide range of
different tasks. The employees themselves should also be involved in this process. The way work is
organised should furthermore comply with the relevant occupational health and safety requirements.
The greater flexibility that now exists should be used to improve employees’ work-life balance.
Comprehensive training initiatives should be implemented in order to prevent polarisation of the
workforce and help employees to retain their employability.

3) Key research areas

In order for Germany to create internationally groundbreaking platform solutions, it will be necessary for
researchers and businesses to work together to address a variety of urgent research issues connected with
the Smart Service Welt and to develop the appropriate measures. The key areas are as follows:

end-to-end semantic modelling, personalised interaction and high-scale real-time data analytics for
smart services;

the development of reusable, open and interoperable software modules for digital platforms;

the development and testing of business models for the operation of digital platforms and providing the
services traded on them;

the urgent development and demonstration of proactive security systems and data security and
protection strategies, together with targeted measures for disseminating knowledge about IT security
and raising awareness of security threats;

investigation of training requirements in the Smart Service Welt and the development of targeted
training models;

analysis of the opportunities, threats and requirements of the Smart Service Welt in terms of how work
and businesses are organised. The German government's “Future of Work” labour research pro-
gramme provides a basis for this, but will need to be expanded and developed in a targeted manner;

analysis of employment trends, changes in employment structures and work organisation challenges,
together with formulation of the relevant labour policy strategies.

4) Conditions for supporting innovation

Alongside the technological infrastructure, the key condition for growing digital value creation in the Smart
Service Welt is the establishment of a European digital single market. Germany must act decisively to
drive existing strategies and initiatives at European level and integrate them into its own initiatives.
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The digital convergence of traditional industries is in-
creasingly causing the boundaries between the indus-
trial and service sectors to disappear, leading to the
emergence of new opportunities to create value and em-
ployment. Around the world, this phenomenon is referred
to as the servitisation of manufacturing. It involves
switching from the sale of individual products to the sale
of product-service bundles. The provision of these smart
services is also referred to as “everything as a service”. In
Germany, the term “smart services” is drawn from the
Industry-Science Research Alliance’s strategic initiative
“Web-based Services for Businesses"”

In response to this challenge, the technology competi-
tion “Smart Service Welt — Web-based Services for
Businesses” was launched in October 2014. The Fed-
eral Ministry for Economic Affairs and Energy (BMWi) is
running this fifty million euro “Smart Service Welt” tech-
nology competition as a targeted means of promoting
the establishment of the smart service platforms de-
scribed in this report’'s recommendations. In addition to
the research and development of prototype platform so-
lutions it also aims to foster the creation and growth of
digital ecosystems covering a wide spectrum of eco-
nomically significant fields of application. The one billion
euro research programme “Innovations for Future Manu-
facturing, Services and Employment” (Innovationen fiir
die Produktion, Dienstleistung und Arbeit von morgen)
that was launched by the Federal Ministry of Education
and Research (BMBF) in 2014 will make a valuable con-
tribution to services research and will study issues such
as knowledge work and work organisation.

In addition, the past few years have seen the establish-
ment of various programmes that address some of the
key technologies required to build the relevant digital
infrastructure. These include the BMWi's AUTONOM-
ICS programme on sensor networks and cyber-physi-
cal systems', the BMBF's BIG DATA and BMWi's
SMART DATA programmes on turning big data into
smart data and the BMWi's THESEUS programme on

enhancing these data with background information using
semantic technologies. In addition, the industry associa-
tion-led “Industrie 4.0 Platform” and the leading-edge
cluster “it's OWL" have helped to generate significant
momentum for the implementation of Industrie 4.0 at
the interface with the Smart Service Welt.

The extensive funding initiatives in Germany are a
clear indication that — alongside the manufacture of
high-quality complex products — the integration of
products and services has been recognised as being
key to the success of German industry. car2go and
DriveNow are two examples of successful smart ser-
vice business models that have already been estab-
lished in the automotive industry. Since German in-
dustry accounts for 26.1 percent of the country’s total
value-added, Germany is starting from a strong posi-
tion in terms of leveraging this potential. According to
a study carried out by the OECD?, this figure places
Germany well above the EU average of 19.1 percent.
At 17.2 percent, industry’'s share of GDP is also sig-
nificantly lower in the US. Nevertheless, many coun-
tries — including the US — have begun to buck the
trend of recent years by showing signs of a move to-
wards reindustrialisation. Moreover, in the industrial-
ised nations, the service sector has already been
growing strongly for quite some time. For example, its
value-added share in the US and France currently
stands at 79 percent, while Germany's figure of 69
percent is also towards the upper end of the scale.

It is the stated aim of the new EU Commission that has
been in office since November 2014 to continue to
drive digitisation in Europe. The completion of Europe's
digital single market alone is expected to generate ad-
ditional value-added of up to 500 billion euros by 2020.
Smart services, consumer rights, copyright, and secu-
rity and trust are all regarded as key themes in this re-
spect and are set to be identified as priorities in 2015's
new Digital Agenda for Europe. It is expected that
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smart services — which have already received consider-
able attention at national level in some countries — will
be discussed in this EU document and accorded great-
er weight than has hitherto been the case. In October
2014, the European Economic and Social Committee
published a document that provides a basis for future
policy development. The study® presents a well-founded
opinion on the relevance of smart services and includes
a number of practical proposals for measures to pro-
mote them. The “Horizon 2020" framework programme
already promotes research and innovation geared to-
wards developing the leadership of European industry.
The Public-Private Partnerships Future Internet PPP,
5G PPP and Big Data Value PPP, which have received
a total of 1.5 billion euros in EU funding, are currently
the leading initiatives geared towards laying the foun-
dations for the Smart Service Welt. The Future Internet
PPP’s FIWARE initiative is developing key enablers for
open software-defined platforms and service platforms.
Meanwhile, 5G PPP’s priorities include network virtu-
alisation and software-defined networks, whereas the
Big Data Value PPP is driving research into big data.
The outcomes, particularly of this last initiative, will be
extremely important for the data-driven Smart Service
Welt.

In the US, the Industrial Internet Consortium (lIC) is
particularly indicative of the widespread interest that
exists with regard to cross-company cooperation. This
private sector initiative is primarily geared towards the
commercialisation of hybrid business models. The initi-
ative’s focus lies in the area of standardisation and in-
teroperability. Other important initiatives in this area in-
clude the Open Interconnect Consortium and the
AllSeen Alliance. Established in 2013, this alliance of
eighty members manages the AllJoyn open source pro-
ject that provides free software code for connecting
smart devices. The Open Internet Consortium initiative
also involves a number of multinational IT companies
such as Intel, Dell, Cisco and Samsung that have come
together to drive standardisation of device-to-device
communication. In addition to the largely industry-

driven initiatives described above, the US government
has also recognised the importance of the digital revo-
lution. The National Institute of Standards and Tech-
nology has earmarked a budget of 785 million euros for
2015 for accelerating the development of market-ready
technologies. The Advanced Manufacturing Tech Con-
sortium has, for example, been awarded 13 million
euros, while 4.3 million euros will go to the Manufactur-
ing Innovation Institutes Coordination programme,
which is due to start in 2015. The Smart Manufacturing
Leadership Coalition is a project bringing together
businesses, research organisations and government
bodies to jointly develop a smart manufacturing plat-
form using testbeds. Meanwhile, in a recently published
report on big data privacy, the White House calls for
the protection of educational data, the availability of
government data as a public good, the protection of
consumer data (Consumer Privacy Bill of Rights) and
the use of big data to stop cyberdiscrimination on the
Internet. Overall, the initiatives in the US are character-
ised by a practical and open stakeholder approach.
However, unlike the German initiatives, they often fail to
include the social partners.

In China, industrial policy funding programmes are pri-
marily focused on the Internet of Things, for which the
Chinese market is expected to be worth up to 140 bil-
lion euros by 2020. In the 2010-2015 five-year plan,
the Chinese government sets out its intention to create
10 clusters and 1,000 Internet of Things (loT) firms in
order to build a “100 billion dollar industry”. Smart cities
are a particular priority in this regard. The Chinese loT
Alliance that was launched by the China Electronics
Technology Group Corporation supports the develop-
ment of public services in connection with the Internet
of Things. Its forty members include e.g. China Telecom
and Tsinghua University.

South Korea is another country that has huge poten-
tial in terms of loT solutions. In May 2014, the Ministry
of Science, IT and Future Planning published a com-
prehensive action plan entitled the Master Plan for
Building the Internet of Things that calls for compa-
nies to cooperate more closely with each other in eco-
systems. It attaches particular importance to smart
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services based on loT, cloud, big data and mobile
technology, as well as user-oriented creative services.
In addition, two South Korean hardware manufactur-
ers (LG and Samsung) recently announced that they
intend to develop a common loT standard by 2015 in
order to support loT sales in their regional market.
Japan is another regional player. Although the i-Japan
2015 Strategy (2009) and the Active Japan ICT Strat-
egy (2012) make no specific mention of smart ser-
vices, the Japanese government'’s strategic objectives
do address smart services indirectly.

A comparison of individual European countries and
their funding priorities reveals clear differences. In the
UK, for example, the focus is on implementing digital
technology in traditional industries as an opportunity to
win back market share in certain areas of manufactur-
ing industry. In addition to modern materials engineer-
ing and manufacturing processes, there is an emphasis
on the promotion of new business models explicitly
connected with services. At Rolls Royce, for example,
services already account for fifty percent of turnover.
Related funding initiatives worth 96 million euros are
channelled through e.g. the UK Research Councils
(Digital Economy Research Council), InnovateUK (for-
merly the UK Technology Strategy Board) and the re-
cently established Catapult Innovation Centres (Con-
nected Digital Economy Catapult and High Value
Manufacturing Catapult). Examples of some of the key
thematic areas that are benefiting from funding are pro-
vided by the Internet of Things Clusters that are inves-
tigating technologies and services in eight application
domains and have developed the HyperCAT catalogue
standard for the Internet of Things.

The national funding programmes in France and Italy
closely follow the themes of the Horizon 2020 pro-
gramme. Despite the importance of industry, especially
in Northern ltaly, there are no specific national flagship
projects for industrial smart services. In contrast, the
initiative “34 plans de la nouvelle France industrielle”,
which is funded by the French Ministry for the Economy

and Finance, does focus on the opportunities that digi-
tal technology offers for industry.The most recent re-
port from the Conseil National du Numérique, who ad-
vises the government on this and other programmes for
promoting digital technology, extends the concept of
net neutrality from the telecommunications infrastruc-
ture to all types of Internet platforms. Although there is
no specific focus on smart services, these initiatives are
nonetheless extremely relevant to them. The pro-
gramme La French Tech, for instance, aims to promote
a digital startup ecosystem in order to establish France
as the “Startup Republic”

In Sweden and Finland, the service economy has al-
ready benefited for many years from public research
and business funding, in keeping with its economic
importance. Sweden’s national innovation agency vin-
nova, is funding projects that are relevant to smart ser-
vices under four of its eleven strategic priorities: Smart
Electronics, Internet of Things, Process and IT Auto-
mation and Production 2030. Each of these areas
benefits from an annual investment of approx. forty
million euros through public and private funding. In
Finland's Future Industrial Services programme, which
received 36 million euros of funding up to 2015, the
companies and higher education institutions in the
Finnish Metals and Engineering Competence Cluster
fimecc are investigating the key success enablers for
future industrial services. Meanwhile, the recently
launched Industrial Internet Program will study the po-
tential and impacts of smart services on a broad scale.
One hundred million euros of funding has been made
available to this programme. Finnish examples of the
growing importance of services within traditional in-
dustrial enterprises include the lift and escalator manu-
facturers KONE, Ponsse, who have developed a high
degree of expertise in digital diagnostics and remote
maintenance for their forest machines, and enevo,
who install sensors in waste containers and use them
to provide a range of smart services.

In the Netherlands and Spain, other than general
funding initiatives (ICT Doorbraakprojecten in the
Netherlands and Strategic Action in Digital Economy
and Society in Spain) designed to accelerate the
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transformation into a digital economy, there are no
specific funding programmes for smart services in in-
dustry. Despite this, the importance of smart services
is acknowledged, for example in the Smart Industry
Agenda drawn up by the Dutch Ministry of Economic
Affairs in partnership with other stakeholders. In the
Netherlands, Philips has pioneered the embedding of
traditional products in a digital infrastructure. Mean-
while, Spain’s Telefonica has established itself as a
prominent development partner in projects focused
on the development of smart cities (e.g. RECI, Red
Espariola de Ciudades Inteligentes).

This overview of selected initiatives reveals significant
differences in the national funding programmes con-
nected with the Smart Service Welt. While the US,
China and the UK are primarily seeking to drive the im-
plementation of digital technology in industry, the EU
and in particular the Scandinavian countries and Ger-
many are more focused on concrete research pro-
grammes relating to smart services.

With businesses already positioning themselves right
across the layer model for digital infrastructures (see
Figure 4), different approaches to the monetisation of
new business models have emerged. Some suppliers
are seeking to drive vertical integration — i.e. to cover
several different layers within the digital ecosystem —
by adding smart services to their existing product port-
folios. Meanwhile, others are operating open systems
and interfaces and positioning themselves as inter-
mediaries between the customer and data interface.

An international benchmarking study* looked at 56 plat-
form providers operating in different industries, from
hardware suppliers of industrial products or devices to
software and cloud providers and technology integra-
tors. The results clearly demonstrated that many provid-
ers are positioning themselves across the whole of their
core business, but only a few have so far managed to
cover the entire digital value chain. Industrial enterprises
such as General Electric are currently driving the devel-
opment of vertical industrial solutions, while network

equipment suppliers like Cisco are also building solu-
tions and services around their own hardware.
According to Forbes, this trend towards the integration
of products and services promises a huge surge in
growth worth billions of euros. German industrial sup-
pliers are also developing mainly vertical solutions
based on their own product portfolios. Examples from
Germany include Siemens in the energy sector and
Bosch in the mobility sector. Proprietary solutions tie
users to both the new digital services and the compa-
ny's own product portfolio. This can have the drawback
of failing to offer customers sufficient flexibility (due to
the high transfer costs) and insufficient scalability of
vertical applications as far as the platform providers are
concerned. While we already know the winners of the
global battle for interface supremacy in established
platform markets (e.g. app stores, social networks,
search engines, etc.), the key challenge is now to try
and connect predominantly vertically structured indus-
tries to each other in digital ecosystems.

The race to create digital platforms is on. However, it is
not yet clear whether the outcome will involve either a
single or small number of ubiquitous platforms or differ-
ent dominant platforms in each market — both alterna-
tives can currently be observed. US companies such as
Jasper, Arrayent, Etherios and Echelon are making par-
ticular use of their strengths in software development
and integrate devices and sensors in order to enable
the development of smart services. In this segment, the
small, ambitious companies (with a turnover of less than
one hundred million euros) include EVRYTHNG and
Arkessa in the UK and Device Insight, being Germany's
only noteworthy representative. Middleware providers
(e.g. Novatel Wireless and Prosyst) and Application
Service Providers (e.g. PTC, WindRiver and Plat.One)
are also establishing hardware-independent platforms
based on open interfaces that enable integration of de-
vices and sensors in order to provide smart services.
Major IT companies such as Microsoft Azure, Amazon
Web Services and Salesforce.com are seeking to be-
come established in the platform market as cloud pro-
viders. This market segment also contains smaller pro-
viders such as the US firms SeeControl and Xively,
which are positioning themselves closer to devices, and
OpenShift, Splunk and Pivotal, which enable the devel-
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opment of smart services and apps. Large software
firms such as Oracle and SAP already have a strong
presence among the target group, as they significantly
expand their smart service portfolios. At the same time,
business service providers like Accenture and IBM are
also increasingly using their strengths in integrating
these solutions to position themselves as open platform
operators.

As can be seen from the above comparison, estab-
lished providers, startups and SMEs are all increas-
ingly developing business models as platform opera-
tors. Although proprietary solutions currently dominate
in the field of hardware manufacturing, there is enor-
mous growth potential for platforms with open inter-
faces that offer flexible ways of developing apps,

enabling new ways of implementing smart services.
The big winners will be the two or three providers of the
service platforms that these smart services run on. As
can be seen from the breakdown of leading platform
operators in Figure 8, the US clearly leads the way in
this segment, with 36 of the 56 providers included in
the study. The US has the great advantage of having
widely used software and a dynamic startup sector.
Germany is the leading European nation, despite only
having five notable providers. Although Germany could
use its strong industrial expertise to further expand its
portfolio in this area, the structure of the German SME
sector makes it difficult to deliver scalable solutions.
Efforts to promote the establishment of leading plat-
form operators from Germany and Europe should
therefore be significantly strengthened.

Figure 8:
International comparison of platform providers
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Source: Accenture 2015; Data valid as of October 2014

1 acatech (Ed): Cyber-Physical Systems - Driving force for innovation in mobility, health, energy and
production (acatech POSITION PAPER), Heidelberg, 2011; Geisberger, E./Broy, M. (Eds.): agendaCPS -
Integrated Research Agenda Cyber-Physical Systems (acatech STUDY), Heidelberg, 2012.

2 OECD: OECD Factbook 2014. Economic, Environmental and Social Statistics, Published: 6 May 2014,
available online at: oecd-ilibrary.org/economics/oecd-factbook-2014_factbook-2014-en (accessed:
512.2014),

3 Opinion of the European Economic and Social Committee on the impact of business services in industry,
16 October 2014, available online at: edz bib.uni-mannheim.de/edz/doku/wsa/2014/ces-2014-0433-e.
pdf (accessed: 5.12.2014).

4 Accenture (Ed.): Driving Unconventional Growth through the Industrial Internet of Things, Published: 16
September 2014, available online at: accenture.com/SiteCollectionDocuments/PDF/Accenture-Driving-
Unconventional-Growth-through-lloT pdf (accessed: 8.12.2014).
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2 The Smart Service Welt: use cases

A number of different use cases have been developed,
evaluated and described by experts from the working
group in order to illustrate the potential of the Smart
Service Welt (see Figure 9). The use cases evolved
from the co-working of one or more companies that are
already commercially active in the relevant field and
consider the use case to represent a concrete future
business opportunity. While all the use cases are char-

acterised by innovation, their implementation timescale
varies from one to ten years. A key feature of the use
cases is that they are based on the principle of over-
arching cooperation between different companies in
the shape of a digital ecosystem. Although the use
cases outlined below cover all the different layers in the
layer model, their main focus is on software-defined
platforms and service platforms.

Figure 9
Overview of use cases
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Ecosystems refer to cross-company strategic partnerships between several different stakeholders,
users, organisations that make use of objects (smart products) and are organised to form a business
network. An ecosystem delivers a value proposition that is greater than the sum of the value proposi-
tions of the individual companies that form part of the ecosystem.
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The trends described here can be discerned in the
use cases outlined below and correspond to some
of the general trends that can be observed in the
digital revolution.

Trends in the relationship between users and
service providers:

The relationship between customer and service
provider is changing from a simple “transaction
relationship” to a partnership based on a high
degree of trust. More and more focus is being
placed on users, as well as their value-added
and needs. This requires increased user/
customer loyalty and the acquisition of additional
knowledge about user requirements so that
customised services can be provided.

In order to achieve a sustainable improvement in
the relationship between user and service
provider, the user must be convinced that the
service offers them value-added. This is key to
ensuring that new services and technologies can
be deployed without users feeling that their
security requirements are being compromised.
At the same time, service providers have a
growing need for information about potential
personalised service and marketing opportuni-
ties arising from users’ increasing needs and
heightened awareness.

Users expect the experiences and technologies
from the consumer market to also be implement-
ed and available in the industrial environment. It
is particularly those customers, service provid-
ers, workers, etc. who belong to Generation Y
and have new expectations of industry.

Trends in the overall environment:
It is becoming harder and harder to obtain

significant profit margins from standard mass-
produced goods.

In the manufacturing environment, technologies
are subject to higher demands in terms of
quality, reliability, safety and security, longevity,
etc. However, users will continue to employ a
variety of heterogeneous machines from differ-
ent manufacturers.

Businesses are always striving to use resources
more efficiently in order to gain a competitive
advantage. They expect smart services to drive
efficiency gains. This is linked to paradigms
such as “hiring rather than buying” or “OPEX
rather than CAPEX". (It is, however, necessary
to take the regional, cultural and legal context
into account.) It is also conceivable that there
will be more business models with value-orient-
ed sales philosophies. There is currently a trend
towards specialisation and focussing on core
competencies, meaning that a single company
can no longer cover all the different elements in
a value chain. New product ideas and even
products themselves are being developed
together with customers in ideas competitions,
while development is increasingly being farmed
out to external developer communities via
crowdsourcing.

The increasing interconnectedness of manufac-
turing processes and systems, coupled with
affordable worldwide access — often initially
through different systems — and the rise in
cooperation between different companies
requires products and services that make this
growing complexity manageable.

In addition to the established major IT firms,
completely new market players are emerging
from niche markets (particularly ones with an
“IT" background). More and more marketplaces
for digital commodities are being created.
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Trends in technology:

A shared infrastructure and interoperable
systems will make it possible to leverage the
potential of connecting different interest groups.
A growing number of Machine-to-Machine
(M2M) solutions enable ID detection and
provide access via smartphones and tablets.
Enabling technologies for service platforms,
application development and delivery and data
management are available as standard products
or through open source distribution.

Smart products are being created as a result of
the increasingly widespread use of information

technology. This is enabling the delivery of new
services in industry and is transforming competi-
tor and partner landscapes. The introduction of
new information technologies is leading to
increased customer security needs. This
explosion of data poses new challenges for
customers and service providers alike.

Short product life cycles and in particular
personalised products require highly flexible but
nonetheless cost-effective manufacturing
processes. New manufacturing processes such
as 3D printing are transforming value chains into
flexible value networks.

All of the use cases share a common framework char-
acterised by the following features:

traded on transaction platforms in the Smart
Service Welt include services (e.g. predictive
maintenance), data (e.g. technology data), knowl-
Intermediaries:

These perform a new role within the emerging
ecosystems. An intermediary provides portfolio
components that lie between two value-added
processes that are currently linked to each other
in a value chain. They may position themselves as
independent mediators between different parties.
One of the key roles of intermediaries is to create
trust (e.g. with regard to data sharing, by regulat-
ing the ecosystem and controlling access to
information) among the participants in an ecosys-
tem and the users of the relevant platforms. How-
ever, they may also position themselves between
the provider and the customer in an established
interface, thereby relegating the provider to the role
of an interchangeable supplier.

Transaction platform:

Transaction platforms are used to trade goods.
They do away with the link between the suppliers
and buyers of these goods. Examples of the goods

edge (e.g. about energy storage capacity), manu-
facturing processes (e.g. test facilities), spare
parts (e.g. controllers), recruitment (e.g. of
technical experts), and software (e.g. diagnostic
tools, apps).

Knowledge and benchmarking:

One key feature of the use cases is the provision
of knowledge relating e.g. to energy price fore-
casts, consumption-based electricity tariffs, fertiliser
usage figures, fuel consumption, manufacturing
process parameters, personalised medical analyses
and recommendations, predictive services, support
for investment decisions, instructions, training
materials or order status information. An important
role is also played by best-in-class benchmarking
services throughout entire value chains, e.g. with
regard to machine use, required quantities of
particular items, keeping consumable costs down
or machine health information.

Smart Service Welt - Final Report

39



()
(e
(2]
(9]
o
a
[l
=
o

40

Collaboration:

* At its core, this model focuses on breaking down
information silos and facilitating operational
processes, e.g. between doctors, between farmers
and farm labourers, between suppliers, manufactur-
ers and customers, between port operators and

haulage companies or between consumers and
energy suppliers. Among consumers, but also
increasingly among businesses, a key role is played
by social networks, e.g. in order to obtain custom-
er feedback on a service or on what a product is
like in use.

1 This phrase is particularly common in the field of cloud computing and describes the shift towards operat-
ing expenditure (OpEx) instead of capital expenditure (CapEx) owing to the migration of IT functions to
the cloud.
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Smart Production Services |

The BEUSVS’[Bm: The relevant ecosystems involve cooperation between industrial services providers, plant operators (in their
respective roles as suppliers, producers and customers), machinery manufacturers and the operators of the underlying plat-
forms. There are also actors who perform new roles including that of the intermediary and potentially also other business
partners. Both closed ecosystems (e.g. within a company or group) and open ecosystems (e.g. for SMEs) are created.
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¢ Today, a number of silos exist right across the horizontal physical and digital value chain.

© Within their silos, the plant operators act as data intermediaries and manage the different business partners
manually.

© Services are provided reactively, usually after a failure has occurred.

¢ Not enough use is made of operating data in the manufacturing environment.

° There is a lack of transparency with regard to the service providers and services that are available on the
market and the required and available production capacities.

Value proposition

¢ Plant operators benefit from manufacturing process optimisations that result in productivity gains for plant
components and manufacturing processes, as well as competitive advantages and improved customer
satisfaction.

¢ Cost savings for the plant operator are delivered through consumables optimisation. These cost savings
are achieved through everything from suggestions to active intervention in the relevant process.

¢ Condition monitoring and health information and forecasting for manufacturing equipment allows plant
operators to increase customer satisfaction and deploy their assets more efficiently. It also leads to the
emergence of predictive, value-based and data-driven business models for machine manufacturers.

¢ Support for investment decisions throughout the production system’s entire life cycle allows the plant
owner to optimise investment costs and subsequently enables the increase in plant productivity and avail-
ability on behaf of the plant operator.

¢ Industrial services such as repairs, maintenance and upgrades can be performed predictively for the

9 plant operators and owners.



Productivity gains in digital ecosystems

Placement in the Smart Service World: he key enablers of smart production services are software-defined and service
platforms that enable productivity gains based on the use and analysis of data, knowledge and associated processes from
several different companies. The knowledge generated as a result enables predictive action, is traded on transaction plat-
forms and is made available to the ecosystem in collaboration environments. The intermediary facilitates trust among the partici-
pants and regulates cooperation within the ecosystem.
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¢ The silos that exist throughout the value chain are broken down and the different steps in the production chain
are connected to each other.

° The relationships between operators and service providers are decoupled via marketplaces. This allows new
partners to participate, enabling resources to be used more efficiently.

¢ A service platform enables more efficient and effective collaboration and knowledge sharing between
operators and service providers.

¢ Access to information from across the entire value chain enables innovative services and operator models.

¢ Horizontal integration in the operators’ shared information environment leads to optimisations throughout
the value chain.

° Smart, data-based predictive and proactive services help operators to increase their productivity.

¢ Intermediaries develop new benchmarking services, in particular for SMEs.

¢ The offering and provision of production capacity is facilitated between the plant operators and owners.

¢ The provision of instructions and documentation for verification purposes allows plant operators and
service providers to acquire additional expertise and competencies and enables them to document process
conformity.

¢ The provision of order status information throughout the value chain enables more accurate planning
between suppliers and customers.

* The provision of new “best-in-class” benchmarking services leads to productivity gains.

© Software and platforms are provided in the shape of flexible, scalable and cost-optimised services.

= For a detailed description please see the German long version, p. 129 ff. 3



Smart Production Services Il

Thﬂ EG[]SVSIBm: In the future, a trading platform will be used to trade and exchange process parameters for complex manufactur-
ing systems, e.g. laser cutting data for specific types of sheet stock. In addition to the plant operators and manufacturers, other
potential participants include raw material suppliers and new stakeholders who may act both as users and as data providers.
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Today, the manufacturers of a production system will supply a set of standard parameters with the machine when
they deliver it. The plant operators will optimise these data themselves in accordance with their own requirements
and in some cases may even have to calculate completely new data, e.g. for new materials. In addition to the
necessary training, this also requires sufficient time and testing material. If the operators are unable to calculate
the required data themselves, it can be bought in as a service.

Value proposition

For manufacturing system operators, the acquisition and optimisation of technology data involves costs arising
from the staff, materials and machinery needed to perform the necessary tests.

A marketplace where technology data are provided as a service can significantly contribute to improved flexibility
and cost-effectiveness for the plant operators. This allows them to respond rapidly to customer order enquiries.
The fact that the data costs are known enables improvements to both the costing and production of an order and
allows the entire process chain to be optimised, from order enquiry to order execution.

In addition, the plant operator is able to respond more flexibly to the growing trend towards batch sizes of one,
since they can acquire the necessary process data from the marketplace as required.

Furthermore, the overall quality of the finished product can potentially be improved without companies needing to
hire their own process experts.
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A technology data marketplace

Pla[:emﬂﬂt i“ thE Smart SBrViEe Wﬂrld: The technology data marketplace can be classified as a service platform that
provides a transaction platform for describing content and quality data, and enabling this data to be traded amongst the
participants. The data marketplace acts as an intermediary between the suppliers and buyers of the digital commodity (i.e. the
process parameters), providing comprehensive security as well as the necessary transparency.
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In the vision of Industrie 4.0, the plant operators will be able to automatically acquire any missing data via a
transaction platform, as and when required. In other words, the necessary data will be available through a suit-
able cloud service, with automated ordering and delivery. The success of this type of service will depend on the
data required to meet the customer’s needs being readily available and easily located. Owing to the rapidly
rising number of variants and special materials, it is unlikely that the production system manufacturers will be
able to profitably provide all of this on their own. It will therefore be necessary to enable other partners to con-
tribute data. For example, plant operators could contribute data that they have captured themselves, providing
them with an additional source of income or allowing them to swap data with other users. Meanwhile, mere
service providers can specialise in the job-oriented investigation of missing data. This would lead to the emer-
gence of a marketplace for trading process data. Data would become a commodity and potentially also a type
of currency.

Instead of obtaining the data directly through the marketplace, it is possible to conceive of alternative business
models where other players such as raw material suppliers enhance their products with data from the market-
place. This could potentially offer the plant operators the possibility to more simple and efficient processes,
since the machine could immediately start processing the material on-demand, without the need for any inter-
mediate steps.

Appropriate licensing models would potentially enable the suppliers of the data to obtain a higher ROI for their
service.

[ For a detailed description please see the German long version, p. 134 ff.
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Smart Logistic Services

The BEI]SVS'[EHI: In order to implement the vision of growing trade volumes, shorter delivery times and more reliable planning
whilst using less space and fewer resources, Germany needs a smart transport system. The ecosystem comprises different
actors: sea port operators, container terminal operators, logistics network operators, port management, shipping companies,
car park operators, haulage companies, heavy goods transporters and a variety of other firms and service providers. By coor-
dinating the various stakeholders, it is possible to achieve efficiency gains in container handling and inter-regional traffic flows.
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The extremely dynamic business environment that Europe’s sea ports operate in is characterised by global com-
petition and high cost pressures. Port infrastructure is coming under growing pressure from rising freight volumes
and passenger numbers, especially since only limited physical expansion is possible. While the processes and
certain parts of the infrastructure used by individual actors are already smart, there is a need for a global system
that employs a shared infrastructure in order to optimise overall goods flows within ports as well as their integra-
tion into the regional transport infrastructure. This is especially true for bulk and heavy goods transport which is
subject to special regulatory and logistical requirements owing to the extremely large size and high value of the
goods in question (e.g. the products made by Germany’s machinery and plant engineering industry).

Value proposition

The value proposition of smart services lies in the overall optimisation of logistics processes, achieved by integrat-
ing all the different actors, from the port logistics level to the cargo’s final destination. At the same time, the con-
solidation and global-level utilisation of digital data facilitates new business models. For example, data analysts
from the field of big data can charge for providing the ecosystem with special algorithms for enhanced goods and
transport flow forecasting. Furthermore, real-time oriented data and service infrastructures allow the different car-
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(Sea) ports and heavy goods transport

Plal}BmBnt i" lhB Smart SerViUE Wﬂrld: A wide range of efficiency gains and opportunities are becoming available to a
variety of different users as a result of increased availability, coordination between different actors and new, real-time oriented
technologies for analysing and pre-processing digital data. In order to unlock this potential, it is essential to have a trustworthy
operator (intermediary) to run the relevant service platform.
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The value-added offered by a smart logistics infrastructure lies in the real-time oriented consolidation, storage
and analysis of data on infrastructure, traffic and logistical objects, and processes. Powerful analysis and fore-
casting tools enable the development of innovative assistants that can potentially be used by any participant in
the digital ecosystem. The fact that user-specific data (e.g. sensor data) is input into the system means that all
the system’s users also contribute to the optimisation of the system as a whole. Data protection standards can
be enforced through appropriate access rules and/or technical solutions (e.g. anonymisation). Standardised IT
networking allows smart sea ports to be integrated into regional logistics and transport systems (e.g. bulk and
heavy goods transport). This is realised by offering e.g. manufacturing companies the opportunity to integrate
the entire logistics chain into their planning and production processes.

riers and/or sea ports to use their existing capacity more efficiently. Networked systems, cloud infrastructures,
data-centric architectures and typical Internet access and integration mechanisms mean that it is now relatively
simple to use smart services without the need for any major IT investment.

[ For a detailed description please see the German long version, p. 137 ff.
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Smart Energy Services

The BCUSVSth: Genutzt werden die Smart Energy-Serviceplattformen (bzw. der Energiewende-App-Store) durch Anbieter
energiebezogener Dienste inkl. der klassischen Energielieferung. Auch Mehrwertdienste auBerhalb der Energieversorgung
kdnnen hier angesiedelt werden. Als Betreiber kommen Akteure wie Energievertriebsgesellschaften, Netzbetreiber oder
Messstellenbetreiber, aber auch IT-Unternehmen mit solidem Wissen tiber die Energiedoméne infrage.
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In the current energy system, information is exchanged on a purely application-by-application basis. As a result,

expanding the data and information provided in order to include new applications is both technically and eco-

nomically inefficient. The provision and marketing of innovative energy-related services is severely hindered by the

lack of suitable platforms. This has the following serious consequences:

© There is very little scope to enable dynamic cooperation with new players on energy-related matters by taking
advantage of flexibility in production and consumption.

¢ ltis not possible to use energy data for smart services such as energy coordination or in the fields of health-
care and security.

¢ There are high technical entry barriers to the electricity market for small-scale power generation operators.

¢ The interaction between suppliers and their customers is confined to contracts and bills. There is a lack of
awareness of customers’ individual needs.

¢ Access to information and control functions is largely restricted to established market players in regulated
market processes.

Value proposition

The development and operation of smart energy service platforms e.g. by sales companies/energy service
providers adds value in various applications, including the following examples:

1) Procuring energy services for customers.

2) Information on customer requirements for energy suppliers and energy service providers.

3) Access to virtual power plants for power generation operators.
)

18 4) Brokering of electricity storage capacity.



Providing a glimpse into the energy transition app store

FlaGBmBﬂt i" lhE Smart SerViCE WE“: Die Smart Energy-Serviceplattformenstellen Transaktions-, Wissens- und Kollabora-

tionsplattformen zur Unterstiitzung der Beduirfnisse einer Vielzahl von Akteuren des Energiesystems und benachbarter Bere-
iche dar.
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Smart energy service platforms provide information about flexibility in electricity consumption and generation
(opportunities to power down/up, changing the time when certain operations are performed, etc.), as well as
the available grid capacity at any given time and when there is a danger of grid congestion. These service plat-
forms form the basis of new provider business models by delivering the services required for technical and
commercial collaboration between energy system participants in a standard format. It will be important to en-
sure a choice of service platforms and to minimise the barriers to the establishment of new services, along the
lines of Internet app stores.

5) Coordination of energy communities.

6) Support for/alerting of home care services by deploying sensor technology using selected energy data and
supplementary sensors.

7) Use of energy data by the emergency services, e.g. for central fire incident reporting systems or fire detection
systems.

8) Use of smart energy data by the civil protection services so that they can plan and respond appropriately in
crisis situations.

49
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Smart Farming Services

The BEUSVS’[EHI: In the agricultural sector, agricultural technology manufacturers and agricultural service companies have to
serve many different types of customers, from part-time farmers to agricultural holding companies. Furthermore, the highly hetero-
geneous nature of farmers’ machinery makes it difficult to network machines (and their parts) and to ensure interoperability of the
machinery used by the customer.
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The modern agricultural technology products that are available today are already highly automated. Hence, they are

ideally suited for undertaking further advancements with regards to networked farming. In order to optimise resource

utilisation (e.g. of seed and fertiliser) and yield it will be necessary to fully integrate agricultural vehicles as data pro-

viders (e.g. of data on soil and crop quality) and data recipients (e.g. work schedules, setting work process para-

meters, control and documentation). Networking of mobile machines made by different manufacturers and their inte-

gration into the Internet of Things, Data and Services poses a number of major challenges for the industry, being:

¢ the heterogeneity of the machinery pool used by agricultural businesses,

¢ the high percentage of work performed by general contractors whose machines connect to the systems of
different businesses, with enormous repercussions for IT security, and

© the lack of standardisation regarding security for the connection of machinery to the Internet.

Value proposition

The value proposition to the customer comprises a hybrid solution consisting of applications, services, hardware
and software. This includes the initial set-up of the basic infrastructure and the corresponding support (defined
Service Level Agreements). A cloud-based and easily upgradable service platform provides the customer with
secure access from any location to all the relevant operating data and enables integration of other partners and
machines offering their own services (e.g. applications for smart glasses or virtual learning environments) without

50 the need for any major investment.



Boosting productivity through networking

Pla[:emﬂﬂt in the Smﬂrt SEr\IIGB Wﬂrld: The establishment of a service platform that brings together all the different pro-
cesses, data and information is a key requirement in order to enable discussion e.g. of machine data, fuel consumption and
harvesting efficiency. It also serves as a knowledge database and a benchmarking tool for other players.
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Connecting the machines to each other will facilitate a dynamic exchange of data together with further automation
that will ultimately enable autonomous operating processes. This will allow agricultural businesses to further in-
crease their productivity.

The relevant innovations are as follows:

* Technological: the establishment of a standard communication infrastructure that connects the machines and
everyone involved in the different processes to each other. This will require the development of hardware and
software interfaces and their integration into the relevant systems.

* Organisational: the establishment of a standard information base (using software-defined platforms) and the
integration of all the relevant actors into the value network (via a service platform). This will make it possible to
develop data-based value-added services that facilitate the optimisation of value creation within the ecosystem.

These innovations will enable networked process management and control. “Knowledge” of the status and goals

of the other actors is a key requirement for reducing waste, particularly in highly heterogeneous processes.

The farmer has access to a wide range of services that help provide him with value-added in terms of transpar-
ency (more reliable planning, more easily measured process steps), effectiveness and efficiency (shorter journey
times, lower fuel consumption), security (with regard to data, investment protection and theft prevention), net-
working (integration of partners, suppliers, merchants, etc.) and flexibility (scalability of the solution, ability to
adapt it to changes in operating parameters).

51
= For a detailed description please see the German long version, p. 148 ff.
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Smart Healthcare Services

The BEOSVStEIﬂ: The stakeholders in the emerging ecosystem include healthcare service providers, insurance companies, doc-
tors, medical equipment manufacturers and providers of Web technologies such as health portals. The service platform serves to
organise all of these different services by facilitating access to the market, providing interfaces and making them easier to use
overall by synchronising the entire user interfaces.
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Since the providers in the healthcare system prevaingly aim at operating within closed systems, today, a number of
silos exist in the delivery of horizontal physical and digital services. This lack of networking makes the introduction of
innovative solutions extremely complex and can hamper the access to the market for other market players or prevent
it entirely. Consequently, it is particularly difficult and expensive to bring in innovations.

Value proposition

¢ The current healthcare system’s effectiveness and efficiency is improved through enhanced data availability
and access to the latest diagnosis methods and treatments. Patients have complete sovereignty over their
data at all times and can personally decide whom they grant access and use rights to.

© Medical expertise is available through digital services and is not dependent on location, time or financial
outlay.

¢ Medical equipment suppliers benefit from improved transparency regarding the services on the market that
their equipment can connect to. This helps to generate valuable data for optimising diagnosis and treatment.
In addition, a simplified plug & play approach means that they can participate in the market and provide
access to innovative products without having to develop their own portal solutions.



Patient-centred care

Pla[:emﬂﬂt in IhB Smﬂrt SBr\IIGE WB": The service platform enables enhanced patient diagnosis and care by providing
patients with more effective access to innovative services. The platform also provides access to medical expertise. In addition,
it enables collaboration models for the participating service providers and mechanisms for optimising treatments.
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All the relevant stakeholder groups, including the service providers, are connected to each other via an
open and neutral service platform. This enables innovators and smaller providers to join the market and
provide valuable expert know-how to patients.

Big data and data provided directly by members of the public is used to develop new mathematical diagno-
sis methods and optimise outcomes (e.g. successful treatments) (horizontal integration).

Collaboration and knowledge sharing between service providers and so-called payers can be imple-
mented more efficiently and effectively.

Cost savings thanks to better diagnosis and support for therapeutic decision-making and optimised treatment
strategies allow conditions to be diagnosed early and treatments to be optimised. This not only generates
direct savings in terms of medication and other therapeutic aids and similarly enables costly complications
and hospitalisations to be prevented or delayed.

Decentralised monitoring of patients’ condition via continuous data collection and personalised treatment
enhances both the effectiveness and efficiency of medical care.

Centralised data storage ensures that patients have access to all of their data 24/7 and can also consult
doctors in other locations.

Comprehensive indication- and treatment-related digital documentation of all health data enables enhanced
quality management and transparency, affording patients better protection.

[ For a detailed description please see the German long version, p. 151 ff. 53
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The enablers of the digital infrastructures for the Smart
Service Welt are represented schematically in the layer
model in Figure 4 that depicts how each layer is built on
the one below it. Software-defined platforms constitute
the lowest purely software-based layer for innovative
services, whereas the technological infrastructure and
networked physical platform layers that lie below them
are heavily hardware-based.

Virtualisation as a key principle

The concept of virtualisation frees services from reli-
ance on specific hardware in different physical environ-
ments whilst at the same time ensuring their connectiv-
ity and guaranteeing an extremely high degree of
flexibility, adaptability and robustness for overarching IT
solutions. Software-defined platforms thus enable
planned or ad-hoc cooperation between smart prod-
ucts and services. This is achieved, for example,
through full virtualisation of the application solution
meaning that it can run independently of any specific
hardware as a guest system in a standard virtual cloud
environment without suffering any noticeable drop-off
in performance. Software-defined platforms provide
their infrastructure virtualisation services “as a service”
in standardised form through highly automated cloud
infrastructures. In addition to representing the inter-
faces with the physical world, this also involves provid-
ing standard basic functions for managing, interpreting
and structuring the associated data sources that are
independent of value creation. The conceptual design
of software-defined platforms is such that they can be
modified without affecting the physical level in any
meaningful way. There is no compelling need for the
cloud infrastructure to operate in accordance with the
proprietary standards of the major commercial provid-
ers — it can also just as easily use open source software
like OpenStack. OpenStack is based on the “Infra-
structure as a Service” (laaS) service model and pro-
vides a free and scalable cloud computing architecture
for virtualising memory and processing resources.

An open runtime environment for smart services

In the overall context of the digitally compatible smart
services and products in the Smart Service Welt, soft-
ware-defined platforms provide the virtual runtime envi-
ronment that is connected to the real world. Software-
defined platforms are always technically oriented and
ignore the service users’ view, meaning that the target
groups they address are largely confined to service
platform and hardware providers and application devel-
opers. Software-defined platforms are dependent on
the underlying networked physical platforms and tech-
nological infrastructure, which they access via pro-
gramming interfaces. However, they provide their ser-
vices domain-neutrally (i.e. they can be used in any
domain) via semantic service descriptions either to the
service platforms built on top of them or directly to the
end user via multimodal interfaces.

The service platform layer, on the other hand, is com-
mercially oriented. It provides a collaboration environ-
ment that enables end users to search for, buy and use
innovative smart services whilst also allowing service
providers to build new smart services from existing ser-
vices. Service platforms therefore serve as an integra-
tion point for new digital domain-specific value chains.
Within the layer model's overall structure, software-
defined platforms and service platforms are connected
to each other in an n:m relationship. On the one hand,
a software-defined platform can provide the basis for
several service platforms, whilst on the other, service
platforms can use services provided by a range of dif-
ferent software-defined platforms (potentially belong-
ing to different manufacturers). However, this does not
affect the software-defined platforms’ domain-neutrality
(see Table 2).

Technology components for smart services

In service domains such as manufacturing, mobility, lo-
gistics, energy management, building and neighbour-
hood management and patient care, to name but a few
examples, software-defined platforms act as the tech-
nology integration layer for smart services. This is
achieved through software implementation of service

Smart Service Welt - Final Report
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engineering, e.g. by making use of semantic annota-
tions or ontology-based searching and orchestration of
service components and the technical components of a
service automation as enabled by specific workflow
and event systems. Virtualised information structures
are used for the storage and real-time processing of
extremely large quantities of unstructured data with a
low information density (big data processing) or to pro-
duce critical data sets condensed into highly valuable
smart data packages. Components such as HANA,
Terracotta and Apache Flink can be deployed in order
to achieve rapid, reliable, powerful and scalable big
data processing. Collaboration between businesses
and intermediaries based on the exchange of smart
data can only succeed on trustworthy and robust plat-
forms. Software-defined platforms must therefore pro-
vide effective security solutions in the shape of inte-
grated data protection and security measures, as well
as guaranteeing trouble-free operation through meas-
ures to increase and ensure the resilience of the plat-
form services. In order to make sure that these cross-
component features of software-defined platforms are
provided systematically and consistently, they are im-
plemented “by design”, in other words they are incorpo-

rated both conceptually and operationally right from the
earliest stages of the development of the software-de-
fined platforms and their enabler components.

Technical structure and variants

The modular principle underpinning software-defined
platforms provides for a variety of components as the
level of structural complexity increases, ranging from ge-
neric enablers and enabler structures in the form of
architectural patterns right up to specific, complex en-
ablers in the shape of service bundles (see Figure 10).
This principle of encapsulated, hybrid software enablers
is also used e.g. in FIWARE, a project of the EU’s Future
Internet Public-Private Partnership (FI-PPP) that pro-
vides a catalogue of enablers in the cloud in order to
rapidly and dynamically test components and configure
or reconfigure them using the Lego principle.

While the groupings within software-defined platforms
that are illustrated above reflect the typical structural
features of the enabler components in question, they
do not constitute strict categories like those found in a
layer architecture, for example. Accordingly, depending
on the intended application, different networked combi-
nations of components from different groupings can

Figure 10:
Generic enablers, architectural patterns and service bundles in software-defined platforms
Software-defined platforms
Service Track & Metering & Asset Fleet and Nlrting
Bundles Trace Accounting Management Systems Management Managemen znd
Collaboration
Architectural Secure [T Systems Poly Data Analysis for Complex Self-leaming P Plug &
Patterns |dentity Protection Management Dptimised Event Decision-Making Tl i
Management and Resilience Systems Use Processing Support
Generic 5 oy, Sen Onology Leari
Enablers 1 Lala Mining -~ active Digital Dual Reality CBR for Service RIS Ubiguitous )y Ll
&Strearplnu Object Memories ~ Management ~ Service Selection ~ Orchestration Descnpt_lon and User Modelling and Infnrmat\un
Analytics Retrieval Extraction
'] '] '] '] '] ']
Networked physical platforms

Source DFKI
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provide services to the service platform built on top of
them. Particular emphasis has been placed on select-
ing enablers that have high development and ROI po-
tential for German industry.

Generic enablers

Generic enablers are the structurally simplest compo-
nents of software-defined platforms. One of the central
paradigms of the Smart Service Welt is the concept of
“Everything as a Service” (XaaS). This requires seman-
tic service descriptions and technical service orches-
tration to be provided as generic enabler modules. A
smart service can comprise almost any conceivable
combination of smart products, objects or environ-
ments and both physical and digital services. When a
potential customer makes an enquiry, the relevant smart
services must be efficiently selected from an extensive
service catalogue using a comprehensive Semantic
Service Description. This must be done in accordance
with the customer’s needs and situation and taking into
account the relevant contextual factors. Service Or-
chestration and simple service configuration then
allow new, innovative services to be put together in a
largely automated and even ad-hoc manner. This re-
quires specific technical composition methods. New
processes use Self-learning Methods to further in-
crease the degree of automation and are capable of
replacing service bundle components with alternative
equivalents at runtime (fungibility, resilience), for exam-
ple in order to comply with prior service level agree-
ments or increase productivity. Over and above the
traditional service sector, the benefits of service ab-
straction and orchestration are increasingly also being
recognised by industry. Case-based Reasoning
(CBR) is another generic enabling technology that
solves new (unfamiliar) problems by looking for similari-
ties with familiar cases and their solutions in a case
memory. Once an appropriate semantically-based case
memory has been built up, this reasoning principle can
also be used e.g. in automated service selection to lo-
cate the relevant service choreographies and adapta-
tions. In the future, the creation of smart data will often
only be possible by analysing extremely large volumes
of heterogeneous streaming data. Big Data Streaming
Analytics as a generic enabler is not confined to ana-

lysing huge streams of data — it also specifically ad-
dresses the “velocity” aspect of big data, i.e. the need
to rapidly process high volumes of particularly hetero-
geneous incoming data on the fly in order to obtain ex-
tremely up-to-the-minute information that loses its value
as it gets older. The analysis is typically subject to
strong time constraints, for instance the aggregation
must be performed within a particular time window, pat-
terns need to be recognised within the same time win-
dow and trend analyses or predictions need to be up-
dated as things change over time. Big Data Streaming
Analytics derives much of its power from combining
data streams from different sources, e.g. energy con-
sumption data with the weather data for the time in
question. The widespread use of mobile devices means
that combinations based on geographical information
are also becoming increasingly important.

Architectural patterns

Within software-defined platforms, architectural pat-
terns represent a more complex service that is defined
by a structured combination of interacting components
that can include generic enablers. As a result of the
huge rise in the number of technological components
in smart spaces that can be used with the help of ser-
vices, the convergence of IT and operational techno-
logy (QOT) is posing new challenges with regard to sys-
tems integration. The Plug & Automate architectural
pattern constitutes a technological enabler for address-
ing this issue. This metaphor is already being success-
fully employed in practice at the technology infrastruc-
ture level with the Bluetooth and USB standards, e.g. in
order to integrate smartphones from different manufac-
turers and of different generations with the hands-free
systems on board cars without the need for any engin-
eering modifications. Once the relevant security set-
tings have been made, the Plug & Automate approach
allows physical components to connect automatically
to OT systems and employ two-way negotiation to de-
termine which information and functions can and should
be made available by a given physical component to a
given OT system.

In order to ensure that the data generated following
successful system integration also meets the relevant
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data security and privacy requirements, the Policy
Management architectural pattern is intended to pro-
vide a simple means of ensuring that information pro-
cessing complies with data protection standards. This
architectural pattern also provides both application de-
velopers and users with data provision support. While
data policies have traditionally been geared mainly to-
wards specifying and verifying access rights, the poli-
cies in software-defined platforms address a different
level — they establish the balance between the data
user and the data provider as a specific formulation in a
policy language. Whilst it is necessary to guarantee the
data provider's right to privacy, the data user's interests
should also be accommodated. With the aid of the pol-
icy description it is possible to produce a formal de-
scription of access and type of processing e.g. for Big
Data Analytics and incorporate it into the data process-
ing system. The highly dynamic and complex systems
made up of distributed, virtualised hardware and soft-
ware components that are used to produce smart data
must also be capable of withstanding the rapidly grow-
ing threat of cyber-attacks. Consequently, there is a
need for architectural patterns that increase the Pro-
tection and Resilience of IT systems, including in
particular the secure and continuous monitoring and
control of individual software components and sys-
tems. These Online Security Monitors (that are compa-
rable to watchdogs) run in separate, virtualised execu-
tion environments and enable monitoring of individual
platform functions, together with a system-compliant
response should any anomalies be detected. The fact
that the Online Security Monitor is virtualised means
that its operation can be guaranteed even if the func-
tion being monitored fails or is attacked.

Service bundles

Service bundles represent structurally complex enabler
components in software-defined platforms where the
primary focus is not solely laid on the immateriality of
the service, but where the integration of the material
and service elements is supported instead. Particularly,
when more complex operator models are involved, the

use of service bundles can cause the responsibility for
processes to shift, for instance, if product suppliers be-
come service providers. The company Kaeser Kom-
pressoren that has changed its strategy from selling
compressors to selling compressed air provides a
good example. Service bundles in software-defined
platforms are also characterised by the fact that they
are not confined to a particular domain or industry. The
Asset Management service bundle, for example, is de-
veloping into one of the core components within the
Smart Service Welt. It is used to manage all the key
information about a system throughout its life cycle.
Event-triggered processes enable automatic updating
of the system description in the event of changes such
as maintenance work and repairs or the replacement of
components with newer versions. Particularly in highly
automated manufacturing environments, production
systems management and the associated optimisa-
tions are becoming increasingly important. Component
use profiles can, for example, provide valuable informa-
tion for future adjustments. Meanwhile, the Fleet and
Systems Management service bundle addresses the
integration of data from different sources such as the
condition monitoring of individual pieces of equipment,
Manufacturing Execution Systems, engineering data-
bases and both in-house and external information ser-
vices. It also incorporates a module for evaluating and
enhancing data quality. The more in-depth analysis of
this heterogeneous data using big data tools provides
fertile ground for the development of new services. De-
pendencies between the data arise from well-known
correlations (e.g. physical or engineering correlations)
but are difficult to extract. This problem can only be
solved using a combination of model-driven and data-
driven methodologies.

For illustrative purposes, the table below takes the ex-
ample of the “Smart Logistics Services” use case in
order to estimate the importance of the different
enablers for building the relevant software-defined plat-
form.

Smart Service Welt - Final Report



Table 1: Use of enablers in the “Smart Logistics Services™ use case (Source: “Smart Logistics Services Use Case” expert team)

Service bundles

Track & Trace high
Metering & Accounting medium
Asset Management medium
Fleet and Systems Management high
Alerting Management and Collaboration high
Architectural patterns

Secure Identity Management high
IT Systems Protection and Resilience high
Policy Management medium
Data Analysis for Optimised Systems Use medium
Complex Event Processing medium
Self-learning Decision-Making Support medium
Context Brokers high
Plug & Automate medium
Generic Enablers

Big Data Streaming Analytics high
Data Mining & Big Data Analytics high
Active Digital Object Memories low
Dual Reality Management high
Case-Based Reasoning for Automated Service Selection medium
Service Orchestration high
Service Description and Retrieval medium
Ubiquitous User Modelling medium
Automated Ontology Learning and Information Extraction low
Automatisches Ontologielernen und Informationsextraktion wenig

Research requirements for software-defined platforms

The modular structure of the Smart Service Welt’s digital ecosystems will enable both full service
providers and specialists (start-ups and SMEs) to implement their respective business models. Soft-
ware companies, for example, will be able to provide customised services via software-defined plat-
forms, e.g. in the context of Industrie 4.0, whilst at the same time tapping into other promising new
software market segments. The key to the Smart Service Welt lies in smart generic and specific ser-
vices that interact with each other on a software-defined platform to provide the services requested
by customers. In the following section, significant research requirements for the development of
technological enablers are discussed. The four fields of development presented are key for the suc-

cess of the Smart Service Welt.

[ For a detailed description please see the German appendix, p.156 ff.
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Figure 11:
Research requirements for software-defined platforms

[T Systems Data Analysis Track & Trace, Alerting Active Digita Policy T Duzl Realty Ubiguitous
Protection and for Optimised Fleet and Asset Management & Object Memories Management Milai Management User
Resilience Systems Use Management Collaboration Modelling

Data-driven highly scalable
systems, real-time processing and
development environments

Security, safety,
resilience, data protection
and rights management by design

Personalised interaction
and user-centred
assistance

Introduction of semantic
modelling and making it
suitable for everyday use

Complex Secure : Big Data Mining
Fvent Identity Metering & & Streaming
Processing Management Accounting Analytics

Ontology Learning Self-learning
and Information Plug & CBR for Decision-Making
Fxtraction Automate Service Selection Support

Source: DFKI

Data-driven highly scalable systems, real-time
processing and development environments

By harnessing the data generated in the service sec-
tor it will be possible to create new value, services
and business models. This trend can be expected to
develop its full potential over the coming years. The
relevant data streams can originate from a variety of
different sources, for example the Internet of Things
— i.e. sensors, smart products and wearables —, social
networks, current market data, clickstreams, etc. The
integration of data from different sources such as the
condition monitoring of individual pieces of equip-
ment, engineering and servicing databases, in-house
information systems and external information services
such as weather services is a key requirement for ef-
ficient Fleet and Systems Management. Highly scal-
able systems, real-time processing and development
environments are needed in order to manage these
data streams in real time. It will also be necessary to
develop systems that enable cross-company and in-
terdepartmental real-time data integration and ex-
change, virtualised representation of products, sys-
tems and fleets, and scalability of data analysis
processes (e.g. from small data technologies to big
data technologies). Big Data Mining & Streaming

Analytics provides a variety of tools for analysing
large volumes of static data, e.g. for extracting seman-
tic content. Big Data Streaming Analytics refers to
software that is capable of filtering, aggregating, en-
riching, combining and analysing dynamic streaming
data in real time in order to derive up-to-the-minute
information about the status quo, critical situations,
issues requiring immediate action, etc. Big data
streaming analytics requires development environ-
ments that provide and simulate time-consistent cor-
relation of data streams from different time contexts at
the time of development, as well as ensuring that they
are seamlessly displayed. In addition, it is necessary
to investigate how smarter analysis methods can be
achieved by integrating machine learning into big data
streaming analytics in a way that enables model learn-
ing based on historical data streams to be combined
with the application and testing of these models on
real-time data streams. This would make it possible,
for example, to address a key service domain issue
like Data Analysis for Optimised Systems Use, e.g.
in the context of remote preventive maintenance.
Large medical equipment, buildings, gas and wind tur-
bines, traffic management systems, vehicles and man-
ufacturing systems can be monitored by radio or data
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link so that preventive maintenance can be carried out
as and when necessary. The number of sensors in
these future applications will require systems that are
tolerant of errors and contradictions, meaning that it
will be necessary to develop new methods of pro-
cessing real-time data that are able to cope with un-
certainty and unreliable data. The processing of this
data will require highly scalable systems at the run-
time level in order to enable adaptive load balancing.

Security, safety, resilience, data protection and
rights management by design

The emerging Smart Service Welt with its highly dy-
namic and complex systems made up of distributed
hardware and software components must be struc-
tured in such a way that the systems are able to re-
spond securely and flexibly to changes in their envi-
ronment and can thus be upgraded at any time.
Guaranteeing the systems’ performance at all times is
the number one priority. Any malfunction or failure of
the software-defined platforms — for instance as a re-
sult of a cyber-attack — could cause widespread dam-
age to businesses and the economy as a whole. The
principal challenges pertaining to the systems integra-
tion of physical components with the software-defined
platform involve the (semi-) automated integration of
physical components and the automatic establish-
ment of communication between the physical compo-
nents using Plug & Automate architectural patterns.
It is also necessary to take into account the security
and safety requirements of the current application do-
main. In addition to the evolution of standard refer-
ence architectures and interfaces through Service
and Interface Lifecycle Management, the Plug & Auto-
mate approach also requires further development of
agent systems for peer-to-peer communication be-
tween physical components. These will need to incor-
porate strategies such as sensor data fusion in order
to prevent data flooding. Separation and virtualisation
technologies for ensuring the Protection and Resil-
ience of IT Systems require further development in
order to keep up with the growing demands upon
them and the changing system environments in which
they operate. The need for extensive further research
is particularly pronounced in connection with real-time

capabilities, highly dynamic distributed systems and
the new risks posed by advanced persistent threats.
While new hardware technologies such as trust zones
offer a promising approach, they will need to be inte-
grated into software architectures. Security must be
treated as a matter of priority.

In the German-speaking nations and throughout Eu-
rope as a whole, the need to comply with data protec-
tion regulations in order to guarantee people’s privacy
poses a number of major challenges for information
processing in general and the Smart Service Welt in
particular. Services frequently use and exchange infor-
mation that has to be handled separately in order to
comply with data protection regulations. Metering &
Accounting processes underpin business processes
such as service billing, tax payments and process
management, whilst in the future it is also expected
that they will provide measurements for active efficien-
cy management. Future application-specific engineer-
ing solutions will need to be made compatible with the
introduction of the generic methods and services that
will be required in a globalised Smart Service Wel.
Furthermore, it will also be necessary to develop flex-
ible, context-based metering & accounting models
that meet the requirements of both conventional mod-
els (smart metering) and of generic sensor data acqui-
sition (CO2 footprints) whilst also taking account of
the relevant security and data protection aspects. In
order to keep up with the growing security require-
ments and changing system environments, it will be
necessary to drive further development of separation
and virtualisation technology and associative comput-
ers. It will furthermore be necessary to investigate in-
novative transport and storage methods for metering
& accounting data with reference to “Content-Orient-
ed Networking”. Mechanisms for data protection and
for protecting data sovereignty and ownership of any
incoming or processed data will need to be built into
objects and their Active Digital Memories, with em-
bedded partial implementations of a smart service im-
plemented within memory. Software-defined platforms
will require trustworthy technologies for the efficient
and effective implementation of policy-based informa-
tion processing that make it possible to formalise,
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manage and verify data protection regulations, as well
as enabling and, where practicable, enforcing dynam-
ic compliance with these regulations at runtime. Fu-
ture Policy Management will require tools for model-
ling domain-specific language extensions, taking
account of the technical, economic and legal perspec-
tives. Tools will also be needed for combining statisti-
cal and heuristic methods to enable automated anno-
tation of sensitive data, automated policy compliance
evaluation and the identification and clarification of
infringements.

Introduction of semantic modelling and making it
suitable for everyday use

In order to make semantic methods and tools suitable
for everyday use by service providers, developers and
operators in the Smart Service Welt, it will be espe-
cially important to investigate and establish the right
balance between a comprehensive Semantic Ser-
vice Description and the lightweight requirements of
individual domains. It will also be necessary to assess
whether and how it might be possible to automate or
semi-automate the formulation and updating of certain
facets of service descriptions. The complexity of the
semantic processing should remain hidden from the
user, with suitably simple, robust and intuitive access
being provided via a smart user interface. As far as
Service Orchestration is concerned, there is a need
for further development of infrastructure and tools in
order to support the provider at all levels of digital and
physical services, from the abstract process level right
up to human providers of physical services. Specific
infrastructure measures include e.g. self-learning pro-
cesses that enable orchestration to be more highly
automated or auto-regression tests of (orchestrated)
service interfaces in order to guarantee smooth oper-
ation (service automation). Complex Event Process-
ing techniques can also be employed, but will need to
be augmented with semantic technologies, using
Case-Based Reasoning, for example.

Model Management and Visualisation for Dual Re-
alities makes it possible to display the virtualisation of
the current environment. Dual reality links with the
physical environment allow contextual changes to be

detected by networks of sensors and actuators and
communicated to the virtual model so that it can be
synchronised with the real-world environment. The key
research priorities in this area include further develop-
ment of simulation behaviour in combinations of real
and virtual worlds through targeted control and speci-
fication of the input and output parameters of smart
services, as well as the situation- and task-dependent
pre-processing and displaying of information captured
from the environment via smart services. Further re-
search is also needed into how to guarantee consist-
ency and data quality when synchronising the models
with reality.

Personalised interaction and user-centred
assistance

The design of Adaptive User Interfaces is key to the
acceptance of smart services. Achieving user-friendli-
ness and intuitive use e.g. of the smart work clothes,
smart watches and smart glasses that form part of the
wearables megatrend poses specific design chal-
lenges in terms of displaying and interacting with in-
formation. If a tradesman’s smart glasses were able to
provide an on-demand digital display of all the relevant
steps for performing a particular task, then any trades-
man could in principle fix any household appliance.
New and additional sensors such as pedometers
allow wearables to provide extra activity feedback as
well as enabling hands free operations such as auto-
matic logging of individual work steps. Home carers,
for instance, will be able to automatically log billable
services using sensors that are built into their work
clothes, avoiding the need for time-consuming activity
documentation. Over the next few years, traditional
mobile platforms such as smartphones and tablets will
be significantly augmented and in some cases com-
pletely replaced by wearables in the Smart Service
Welt. Further research is required in connection with
the orchestration of the sensor sources to produce a
context-adaptive, personalised value-added service,
in order to ensure that privacy aspects in different ap-
plication domains are taken into account, for example.
This will require the development of appropriate mod-
els and tools. It will also be necessary to continue re-
searching and improving activity recognition using a
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larger number of highly diverse input channels, as well
as the embedding of these channels into smart envi-
ronments. Moreover, interaction designs and meta-
phors for adaptive user interfaces for wearables and
their use will also need to be developed. Customised
software-defined services are reliant on information
about the user, which they combine with new data
(e.g. sensor data) in order to generate models about
the user's goals, preferences and attitudes that go far
beyond traditional CRM techniques. Ubiquitous User
Modelling provides the central source of knowledge
for both institutions and end customers. In the context
of the Smart Service Welt's disruptive new user mod-

els, the challenge of guaranteeing secure storage and
transmission of personal and institutional data are par-
ticularly acute. Services can receive data from differ-
ent user models and input new data into them. Ontol-
ogies are used to represent this data semantically, so
that the user modelling service itself can also make
inferences that can then be shared with other services.
Ubiquitous user modelling provides end users and in-
stitutions with control over their own user model. A
glass box or black box approach is employed depend-
ing on the type of data. The glass box approach offers
full control over the data and inferences, whereas the
black box approach comes in when it is necessary to

Table 2: Differences between software-defined platforms and service platforms

m Software-defined platform SWD-P Service platform SRV-P

* technically oriented
* processing-oriented

Abstraction level

* business-oriented
* service delivery-oriented

Dependencies

* dependent on the underlying networked

* not dependent on the physical

programming interfaces

interfaces
* domain-neutral

physical platform platform
 dependent on the software-defined
platform
Target group * service platform and hardware provi- * service providers, intermediaries and
ders, application developers end users
Interfaces * with underlying physical platform via * with the end user via inheritance of the

* with overarching smart services via
semantic service descriptions
* with the service provider via multimodal

SWD-P
* with the service provider via SDK
* with the end user via multiadaptive
HCI
* domain-specific

Requirements * end-to-end virtualisation

* service semantics
* mobility support

* concrete service orchestration

* security, robustness, reliability
* scalability & performance (incl. for big
data with real-time processing)

* contextualised, adaptive service
engineering

* abstract service orchestration and
choreography (mash-up)

* service automation

- efficient service monitoring

* Web and cloud capability

Required level of
expertise (design time)

* technological expertise
* integration expertise

* process knowledge, operational
processes
* business models, organisational

structure
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guarantee compliance with legal regulations pertain-
ing to the data. When managing user profiles, it is
necessary to make sure that inferences are disaggre-
gated (to prevent their traceability). This will require
the development of appropriate monitoring techniques
with adaptive user interfaces that make them easy to
access, control and adapt. Typical assistance tasks in
the Smart Service Welt include forecasting and deci-
sion-making support. In today's service sector, typical
machine learning applications include e.g. condition
monitoring, failure prediction, Self-learning Decision
Support and self-learning control (reinforcement
learning). Whilst increasing quantities of sensor data
undoubtedly open up all kinds of possibilities, the
growing volume of data also poses new challenges.
The trend towards personalised decisions is becom-
ing increasingly important. In the medical context, this
translates into personalised and precision medicine.
However, personalised decisions are also set to take
on a greater role in the service context. Importantly,
decisions will now take the entire context into account
rather than being based on just a few factors. This ap-
proach is beyond the capacity of human operators
and current technological solutions. It requires deci-
sions to be based on complex patterns, with observed
decisions and complex contexts forming the basis of
decision learning. In the field of self-learning decision
support, there is a need for further research with re-
gard to the development of models, methods and
tools for analysing the data in complex, real-world
environments. It will also be necessary to develop in-
telligent user interfaces that allow simple problem
definition and solving by non-experts.

Differences between software-defined platforms and
service platforms

Table 2 uses specific criteria to present an overview of
the defining characteristics of software-defined plat-
forms. These are contrasted with the key features of
service platforms, allowing a clear distinction to be
drawn between the two layers.

Business models on service platforms

The establishment of service platforms in digital eco-
systems opens up a variety of new opportunities for
innovative business models. In the consumer ser-
vices sector, the disruptive impact of digital techno-
logy has fundamentally transformed entire industries.
Established companies have been forced to adapt
their business models, while new businesses have
achieved market success by providing innovative so-
lutions. Companies like Amazon and Google have cre-
ated service platforms through which they provide a
wide variety of services. However, it is not essential
for a company to run its own service platform in order
to take advantage of the potential they can offer its
business. Even using someone else’s service platform
opens up huge opportunities to provide new services,
tap into new markets and reach a wide target group.
As demonstrated by the examples mentioned above,
even small and medium-sized enterprises can unlock
new markets by positioning themselves e.g. as provid-
ers of knowledge-intensive services. Service plat-
forms can thus act as multipliers for the range of ser-
vices a company provides. There is a fundamental
distinction between business models that are merely
based on the use of service platforms and those that
are based on operating them.

The provision of digitally enhanced services is at the
core of the business models that make use of ser-
vice platforms. Potential innovations can include the
development of new, data-based services, service
bundling, the incorporation of new partners and new,
more efficient service delivery methods.

Actors can independently provide individual data-
based services such as data analysis or failure pre-
diction models, use them to enhance existing services
or establish themselves as integrators. Integrators
provide service bundles, e.g. repairs, transport, med-
ical treatments or insurance that are digitally enhanced
using smart services and delivered through a network.
This allows the user’s implicit requirements to be iden-
tified and served.
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The opportunities offered by the incorporation of
new partners are not confined to the provision of in-
tegrated services. Examples such as the much-
discussed mobility providers Uber and Doc2Doc illus-
trate what can be achieved by integrating communities
in order to increase the range of services a business
can provide. A company'‘s need to build and maintain
its own comprehensive range of services can be re-
duced by bringing in the community as and when re-
quired. The incorporation of new partners with know-
how from different industries can lead to new solutions.
There is further potential for innovation at the process
level. Smart services can be used to automate pro-
cess steps and enrich them with information. This
allows faster service delivery that is tailored to the
user’'s individual needs. It is essential to ensure that
the necessary data can be easily accessed and is
available in the required quality.

As far as service platform operator models are con-
cerned, a distinction can be drawn between the opera-
tion of only the infrastructure, i.e. the technical hosting
side, and the operation of the service platform at an
organisational level. In the former, the availability and
use of a technological infrastructure lies at the heart of
the value proposition, whereas the latter involves the
provision of business functions that can be employed
by the digital ecosystem’s actors to build their own ser-
vices. The value proposition thus goes beyond merely

providing the technology and includes e.g. the provi-
sion of access to individual smart services and the use
of pre-defined generic and specific enablers.

A variety of different billing models may be employed
depending on the business context. Charging for data-
driven business models may be based on transaction-
al billing, a fixed price for individual services or a flat
rate for the use of service platform functions and ac-
cess to data. Other flexible pricing models will be-
come established that reflect the value-added provid-
ed to the user and the relationship between supply
and demand, together with marketplace mechanisms
for trading goods, services and data. In addition to
traditional monetisation methods, new trading models
based on fungible assets will emerge, e.g. for trading
production capacity, access to transport or participa-
tion in knowledge building. Within communities, for
example, it will also be possible to use virtual curren-
cies based e.g. on the amount of data and information
that participants contribute and use, as well as digital
currencies.

The nature of the service platforms themselves is
closely linked to the business models in the digital eco-
systems built upon them. Three fundamental types of
service platform can be identified based on the associ-
ated operator and business models (see Figure 12):

Figure 12:
Service platform
business models

Vendor service platform
“IT service provider’

Open service platform
“Community platform”

Closed service platform
“Company X platform”

Source: Siemens, Saarland University, FIR/WZL/IPT RWTH Aachen University
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Individual companies who build closed platforms.
The company creates the platform and is responsible for
running it at both the technical and organisational levels.
It is up to the company whether or not it decides to in-
volve any other partners. Alternatively, a third party such
as an IT service provider can build service platforms.
The third party vendor is responsible for building and po-
tentially also operating the technological infrastructure.
However, the operation of the platform remains in the

hands of the company buying the third party's services
and is executed along the same lines as in the closed
service platform model. The key difference lies in the re-
spective business models. The IT service provider makes
its money from building the platform, not from operating
it. Open service platforms are open to the participation
of other actors. They simply provide a core of basic tech-
nology and functions that can be used by various differ-
ent actors and expanded with additional functions.

The charging infrastructure operator models that emerged during the pre-market phase for electric mobility
(that began in 2009) were predominantly standalone proprietary solutions. As a result, there is still no inter-
regional charging infrastructure network capable of supporting comprehensive, customer-centric business
models. Suppliers in the electric mobility market are faced with the challenge of enabling interoperability be-
tween existing charging stations by connecting the different charging station management systems to each
other.

Since 2012, Hubject GmbH has been operating as a neutral intermediary in order to develop a cross-
sectorial service platform (known as the “eRoaming-Plattform”) for connecting charging infrastructure and
mobility service providers throughout Europe. Hubject is a joint venture between the BMW Group, Bosch,
Daimler, EnBW, RWE and Siemens.

Its goal is to facilitate and grow the business models of the companies connected to the platform using a
standard contractual framework and a single technical interface. Charging stations connected to the platform
carry the “Intercharge” compatibility logo which serves to build customer confidence in public charging sta-
tions’ ability to provide customer-friendly access. Minimum technical and commercial standards ensure that
the participating mobility providers and charging station operators are connected to each other simply and
efficiently. In addition, the initiative has developed an open IT interface protocol known as the “Open Inter-
Charge Protocol” (OICP), that has been available free of charge to the relevant market players since March
2013 and facilitates the technical connection of different IT systems to each other. The ecosystem’s actors
use the protocol and Hubject service platform to provide each other with services such as electric vehicle
charging billing information and point of interest information (POI) about the participating charging stations.

The Hubject initiative serves to demonstrate the principles of efficient networking in the smart mobility context
as well as the requirements for M2M networking via service platforms, an approach that could also be used
to network different actors e.g. in vehicle-to-grid, smart grid, local public transport and car-sharing business
models. Since Hubject was launched, a constant stream of partners from across Europe have been signing
up to the platform, although the fact that the company is a consortium of six major German enterprises did
cause some unease in other European countries, particularly during the initiative’s early stages. The target
group of the burgeoning ecosystem is not restricted to the major energy companies and OEMs but also in-
cludes medium-sized enterprises and start-ups in the IT, automotive and energy industries. During the rollout
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of the platform, Hubject soon learned that providing a neutral, generic service platform is one of the key suc-
cess factors for connecting very different actors to each other. The business and pricing models established
by the partners through the platform are not influenced by the platform solutions or hampered by competing
services. Instead, connecting different business models to each other simultaneously creates more competi-
tive pressure, meaning that the relationship between the actors in the ecosystem is characterised by “coope-
tition”, i.e. a mix of cooperation and competition. The ecosystem contains more than 130 partners, including
startups such as Plugsurfing and Ubitricity, regional providers such as Stadtwerke Leipzig and automotive
manufacturers such as BMW. Over the course of the past three years, it has enabled the Berlin-based joint
venture to raise awareness and win over hearts and minds with regard to issues such as efficiency, data pro-
tection and data security in the field of electric mobility.

Since it was established, Hubject has been able to actively promote the efficient networking of a wide variety
of actors via a service platform. It has done this by engaging in a dialogue, particularly with stakeholders such
as Germany's National Electric Mobility Platform (NPE), but also with the international eMI3 organisation and
through international cooperation with partners from the automotive, energy, technology and mobile commu-

nications industries.

Uses and potential of service platforms

Service platforms underpin digital ecosystems
and represent their business systems. They
create the conditions for Web-based business
models where digital and physical services are
combined dynamically to produce smart ser-
vices. They provide the IT platform for the de-
velopment and implementation of the smart
services that are built upon them, as well as
stipulating the framework (rules, standards,
processes and interfaces) that makes it pos-
sible for standalone, intangible services to be
configured, traded and delivered via the plat-
form. Whereas the software-defined platform
layer collects and integrates data before con-
solidating it into information, service platforms
represent the business model. The interface
between the two layers takes the form of ser-
vices that are used at the service platform level
to configure and optimise services and to fos-
ter knowledge building by using data.

Uses of service platforms

Service platforms can be categorised based on what
they are used for. Their uses range from the establish-
ment of digital marketplaces — where the focus is on
trading tangible and intangible goods - to platforms
aimed at facilitating knowledge work. The boundary
between these two categories is fluid and various hy-
brid forms may be established in the future.

= Chapter 2

In the service platform-based marketplaces that are
emerging recently, the focus is on trading goods. De-
pending on the service platform in question, the goods
being traded may include tangible goods (spare parts,
hardware, etc.), services (maintenance, repairs, etc.),
capacity (additional staffing, transport, or manufactur-
ing capacity, etc.), as well as both data (technology
data, user data, operator data, etc.) and software (di-
agnostic tools, apps, algorithms, etc.). Fungibility is a
key requirement, especially for trading intangible
goods. Fungible assets are categorised by the class
of asset to which they belong rather than individually,
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Abbildung 13:
Service platform modules
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Source: FIR/WZL/IPT RWTH Aachen University/Saarland University

meaning that they can be substituted by an identical
quantity of other assets of the same class. Fungibility
is underpinned by model-based approaches where
the focus is on models as opposed to physical ob-
jects. By using data-driven evaluation, analysis and
decision-making processes, these models can gradu-
ally be optimised or even optimise themselves over
the course of time. In use, a key factor is the employ-
ment of data-based services that make it simpler to
search for the right services to meet the customer’s
needs and configure these services based on the user's
context. When employing such models, it is important
to ensure efficient and targeted service delivery that
takes account of changing circumstances.

In collaboration platforms, the focus is on interdisci-
plinary, cross-functional and cross-company coopera-
tion. The principal goal is to generate, use and share
knowledge by facilitating exchanges between individ-
uals and organisations. (Field) data can be used to
build knowledge by developing and validating or refut-
ing new hypotheses about cause and effect relation-
ships. Data-based descriptions of particular situations
enable new patterns to be identified, for example re-
garding failure behaviour in manufacturing systems or

how best to target the deployment of fertiliser on
farmland. The knowledge acquired in this way adds to
current theories and can be fed directly into existing
services and learning materials for the development
and use of knowledge. Collaboration platforms pro-
vide a variety of means for building and managing
communities, e.g. for open innovation and crowdfund-
ing initiatives, expert networks or customer service.

Knowledge marketplaces are a hybrid form of the
two service platform types described above. Collabor-
ation between several different organisations - e.g.
departments, companies, etc. — allows knowledge to
be built up, exchanged and traded. One potential ap-
plication scenario involves cross-company bench-
marking where data-based comparisons of the perfor-
mance of individual processes or organisations are
carried out with the aim of identifying and sharing best
practices. One way that companies might pay for this
service is by making their own data available to it.

The use of service platforms promises a number of po-
tential benefits. In the future, value creation in digital
ecosystems will increasingly occur in value networks in-
stead of traditional value chains. Service platforms will
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Figure 14
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Source: FIR/WZL/IPT RWTH Aachen University/Saarland University

enable ad-hoc configuration and orchestration of the
value networks needed to facilitate collaborative service
delivery. In addition to identifying the right partners based
on quantitative and qualitative criteria, this will involve
bringing in autonomous partners from anywhere in the
world to contribute their own individual experience and
expertise. This will afford SMEs in particular the opportu-
nity to position themselves as specialist providers of
specific components of the value-added process. Wide-
ranging, cross-sectorial cooperation in a digital eco-
system thus allows the scope of what is provided by a
service to be increased and tailored to users’ individual
needs in a targeted manner. Smart services make it pos-
sible to automatically register and take account of the
contextual and environmental information that is relevant
to the business system (smart data), allowing value net-
works to be effectively established and efficiently config-
ured on service platforms.

The widespread availability of digitally-enabled prod-
ucts that generate data continuously throughout their
life cycle enables data-based representation of cer-
tain aspects of reality that can provide the basis for
smart services. The integration and refinement of
these huge quantities of data on software-defined
platforms allows the contextual and environmental in-

formation that is relevant to the business system to be
automatically registered and taken into account on
service platforms. Smart services can be effectively
created based on the current context and can be con-
figured efficiently by drawing on stored information
about the business system.

Data-based services are used to provide details of
any potential alternatives for the performance of a ser-
vice, e.g. with regard to the selection of the optimal
time to perform maintenance work or the route for a
transport service. The real-time data generated by the
digitally-enabled products that are active within the
ecosystem is used to enable intelligent, situation-
based and adaptive selection of the best alternative
based on the currently available knowledge.

In the field of knowledge work, service platforms have
considerable potential for generating new knowledge
by using data to develop and validate or refute hy-
potheses. Real data about how products are used or
how their users behave allows patterns to be identi-
fied and cause and effect relationships to be detect-
ed. Knowledge can be built up more quickly through
case-based learning using the abundance of use cases
that are becoming available now that there is a critical
mass of digitally-enabled products.
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An architecture framework for service platforms

This section will describe the architecture framework
for service platforms. Service platforms are built on
and implemented via software-defined platforms and
networked physical platforms. In other words, the ser-
vice platforms provide the “what” of a Smart Service
Welt, whereas the underlying platforms and infrastruc-
ture provide the “how”. Consequently, the service plat-
form hosts the communication, business and legal
structures that are realised via technical and physical
services and products. Service platforms can there-
fore be described as the business integration layer.
The environment in which the ecosystem built on the
service platform exists provides the overall framework
or business context. Basic rules in the form of legis-
lation, regulations, contracts and data protection
standards create the framework for cooperation on
service platforms. Business contexts that can be at
least partly automated are of particular interest. Those
parts that cannot be automated are performed manu-
ally through conventional administrative functions and
services.

The service platform provides the organisational struc-
ture for the business context in question. Roles are
assigned that determine the rights and responsibili-
ties of the individual actors, creating a framework for
trouble-free cooperation. People or smart products
may perform these roles. In both instances, the role-
holders are assigned rights and responsibilities with
regard to the performance of services. If a role-
holder's rights and responsibilities match those that
are required in order to use a service, then that ser-
vice may indeed be used by the role-holder. Services
are accessed by role-holders within processes via de-
fined Service Access Points. By taking contextual in-
formation into account, smart services can be adapt-
ed to meet the requirements of their current use. This
requires a service engineering function on the
software-defined platform that allows services to be
adapted at runtime in distributed service environ-
ments. Information about the relevant business con-
text is also taken into account when adapting a ser-
vice, for example to ensure compliance with the
regulatory framework of the location where the service
is being delivered.

In addition to the roles that are already established
today, such as manufacturers, suppliers, users and ex-
perts, the new role of the intermediary will also be
created. Intermediaries employ data and information
obtained from the use of third-party products and pro-
cesses to provide new services. Intermediaries pro-
vide enablers that lie in the gaps between the value-
added elements of various other actors and enable
their integration into a closed value chain. As neutral
intermediary he can balance the interests of different
stakeholders, and creates a win-win situation every-
body involved. However, intermediaries can also at-
tempt to seize control of value-added control points
so that they are the ones who ultimately write the new
ground rules.

As long as it is authorised for wider use, the knowl-
edge that intermediaries obtain from one customer
relationship can be applied in the appropriate form to
another customer relationship, thus contributing to
global optimisation across different customers. Other
functions performed by intermediaries could include
quality assurance, developing new business relation-
ships and clarifying the relevant legal requirements.
The intermediary’s role is not confined to a single ac-
tor — several competing intermediaries can exist with-
in an ecosystem.

The service platform also provides the necessary op-
erational processes for the business context in ques-
tion. Process chains are configured from the sub-
processes required to deliver the service. Smart ser-
vices support the selection and configuration of the
relevant process steps using process tool kits, en-
abling (semi) automation of individual processes.

Generic and specific service platform modules

This section describes a variety of service platform
modules in order to provide a concrete illustration of
the generic and specific service systems. While spe-
cific modules can only be used for a single application,
generic modules can be used for several different ones.
The boundary between specific and generic modules is
fluid, just like the boundary between the use of service
platforms as a marketplace and for knowledge work. It
is therefore not necessary to distinguish between the
different modules at this point. The key is to select and
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where necessary adapt the relevant modules for the
specific business context in question (see Figure 14).

Generic modules

Generic modules can be used for more than one busi-
ness system. For example, general logistics services
can be employed both for cars and for delivering par-
cels. However, if a service plays an important role in
differentiating a business system, this service must be
specifically tailored to the needs of the application. Just
as with open source software, generic modules that are
made available free of charge may acquire the charac-
teristics of common property. Examples of generic
modules include the following:

Identity and access management: The purpose of
identity management is to ensure that any actors
active on the platform, be they people or objects,
can be uniquely identified and assigned roles. An
actor’s identity will determine which role they are
assigned. Provided that sufficient (background)
information is available, this can be done automati-
cally by a service. One possible approach might
involve the use of tokens that are processed
independently of other attributes such as personal
attributes (Attribute-based Access Control, ABAC).

Access management regulates the conferral of rights
to use services via the service platform. Use rights are
defined based on general service platform rules, in-
dustry-specific conventions, applicable contracts and
the role assigned to a given actor.

Certification and qualification: The long tradition of
certification and qualification for physical products
is now being extended along similar lines to
incorporate digital products.

Billing and payment: This module employs a
combination of usage data and the agreed payment
methods to initiate the billing procedure. Depend-
ing on how the service is configured, automatic
settlement of any accounts payable may also be
possible through other financial services.

Pricing: This module supports price setting be-
tween two or more negotiating partners. Conven-

tional and more dynamic pricing methods may be
employed.

Moderation and mediation: Collaboration via
service platforms requires compliance with basic
communication and (data) exchange rules. As a
result, a neutral moderator is needed in order to
mediate any disputes.

Contract drafting: This module provides general
and industry-specific standard contracts as a basis
for contract drafting. In addition, experts can be
brought in to draft individual contracts and new
standards can be generated. The structured
information provided when drafting a contract can
be used as a basis for other services such as
pricing or billing and payment.

Legislation and regulation: This module contains
the statutory and regulatory frameworks that need
to be taken into account when trading goods or
engaging in knowledge work (e.g. contract and
antitrust law and questions relating to liability and
professional associations). Depending on their
complexity, some areas such as contract law may
lend themselves to standard automation.
Orchestration and choreography services: The
service infrastructure’s orchestration and choreo-
graphy services play a key role by supporting the
dynamic adaptation of smart service systems to the
changing conditions of the business context and
the organisational structure and operational
processes. In order to support the vision of the
Smart Service Welt, these infrastructure services
must be specified as non-proprietary services.
Incentivisation and incentive systems: As a rule,
experts are only prepared to come on board and
share their knowledge because they have calcu-
lated that it is in their own interest to do so. Intrinsic
motives are not the main reason why employees,
colleagues or friends give away information and
share their proprietary knowledge. Instead, the
motivations for participating in platforms and
sharing knowledge on them are reciprocity, im-
proved status, financial reward, the hope of future
successes, etc. As a result, a knowledge market
needs to provide an incentive system and ensure
targeted incentivisation of the people whose
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knowledge constitutes the market's life blood. In
order to create an attractive platform it is necessary
to employ approaches ranging from simple rankings
and contribution ratings to awarding privileges such
as exclusive access to certain knowledge sources.
Project management: Project management
supports cooperative project development and
implementation. The focus is on in-house and
cross-organisation coordination of resources and
functions within the team or community.
Communication: A communication service is
indispensable in order to enable the platform
visitors, members and moderators to speak to each
other. New knowledge can only be generated by
exchanging information and existing knowledge. It is
important to distinguish between synchronous
communication (e.g. chats or instant messaging
solutions) and asynchronous communication
(e-mail, blogs, etc.).

App store: The app store provides access to a
wide range of different apps. The platform uses
smart searches to help find the right service
solutions. The development of new apps is also
supported.

Portal: The portal acts as a personalised home
page for individual users. In addition to details of
upcoming events, it provides an overview of current
tasks and project-related information for knowledge
workers. Up-to-date, user-specific information (e.g.
based on the user’s behaviour or their registered/
identified fields of interest) is also provided via
newsfeeds or activity streams.

Contact management: The contact management
module manages existing contacts and identifies
new ones, particularly experts who may be able to
help with a specific problem. In addition, an in-/
out-of-office agent helps to ensure that people are
contacted promptly. Dating agency-style algorithms
can be used to optimise the process of searching
for and bringing together experts.

Shared-X (desktop, workplace, folders, docu-
ments): Shared-X functionality enables unstructured

Analysis and results library: The analysis and
results library stores the results of previous analy-
ses so that they can be used again. The results
library is thus an important module for knowledge
management and generation.

Directory and search services: Directory and
search services support searching and re-searching
for information. In addition to tagging and book-
marking, service platforms also support voting and
ranking functions that enable quality assurance to
be carried out by the community, for example.
Individuals' contributions and knowledge can thus
be evaluated and rated.

Logistics: Logistics management supports the
organisation and performance of transport services.
The service helps select the right partners for the
type of goods requiring transport. The execution of
the transport service can be optimised e.g. by using
up-to-the-minute traffic data (e.g. data about how
fast traffic is moving, hold-ups, road closures and
through-road restrictions).

Customs: The customs module supports platform
users who wish to transfer tangible and intangible
goods internationally. Data about the nature and
value of the goods in question is called up and
analysed in terms of the applicable regulations, in
order e.g. to comply with labelling regulations or
calculate any customs duty that may be due.
Insurance: The insurance module supports the
addition of insurance services. Various possible
insurance packages are pre-configured based on
the underlying business context and added either
manually or automatically, depending on the user, in
order to provide insurance for transactions, for
example.

Notary services: This module supports the certifi-
cation of all types of legal transactions. It is acti-
vated whenever a transaction needs to be certified
by a notary. It is important to guarantee the inde-
pendence of the organisation or individual respons-
ible for this module.

Specific modules
In contrast to the generic modules, specific modules

data (especially documents) to be accessed and
shared. Smart searching makes it easier to find

related content. can only be used in a specific field of application. This
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is because they facilitate the specific requirements of a
particular sector, meaning that they can only be used in
other fields of application if they are substantially modi-
fied. Examples of specific modules include:

Process toolkit: The process toolkit provides
reference processes. These may involve industry-
specific business processes, but may also only
contain best practices. The goal of the toolkit is to
make it as quick and simple as possible to config-
ure value networks at the operational process level,
ideally using a drag and drop function. Furthermore,
the pre-defined processes contained in the toolkit
can provide a starting point for creating new smart
services.

Data analysis: The data analysis module uses data
to enable detailed analysis of specific situations.
The user receives service-based support with data
preparation and integration. The data analysis is
based on a range of analysis techniques and

algorithms. Users can choose to have the results
displayed via a variety of preset output and display
formats. As well as static data analysis, support is
also provided for the analysis and evaluation of
continuous data streams.

KPI suite: The KPI suite consolidates data into key
performance indicators and displays the results. It
does this by drawing on existing models and KPI
systems. New data, e.g. with regard to default
values or cause and effect relationships, can be
automatically adapted by the system.

Model builder: The model builder supports the
construction, parameterisation and validation of
models. This allows hypotheses e.g. with regard to
cause and effect relationships to be tested and
validated or refuted. In addition, models support
decision-making by providing representations of
real situations, allowing different alternative sce-
narios to be assessed.
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This section will use the example of condition monitoring and health information and forecasting for manu-
facturing equipment as described in the use case “Smart Production Services I" to illustrate the basic ap-
plications of the software-defined platforms described in Chapter 3.1 and the service platforms described
in Chapter 3.2.

In this example, the smart product is a large drive of the type used in opencast mines, rolling mills or cement
mills. The large drive is to be monitored in order to enable early detection of any damage to its bearings so
that preventive maintenance work can be undertaken, thus minimising any disruptions to production. To this
end, different types of information about the drive’s condition are continuously monitored, e.g. load profile,
temperature, vibrations, etc.

In order to generate the smart data required for this application using the software-defined platform, it
would be possible, for example, to use the “Big Data Mining & Streaming Analytics” generic enabler for
performing the basic data analysis, the “Data Analysis for Optimised Systems Use” architectural pattern for
diagnostics and forecasting and the “Asset Management” service bundle for managing the drive’s data over
the course of its service life. The “Plug & Automate” architectural pattern can be used to integrate informa-
tion from the drive with the relevant IT systems. In addition, the “Secure Identity Management” architectural
pattern would be a suitable means of managing different parties’ access rights to the various types of infor-
mation about the drive.

Programming work is carried out in order to encapsulate the generic enablers, architectural patterns and
service bundles described in this example in the form of smart services.

Specific modules are then realised at the service platform level. In this example, the specific modules in
question are the “Data Analysis” module for analysing the content of the drive’s data, the “KPI Suite” mod-
ule for processing and displaying the results, and the “Model Builder” module for the construction, para-
meterisation and validation of the drive's specific diagnostics and forecasting model. These specific mod-
ules would need to be configured.

In addition to the specific service platform modules referred to above, this application would also require
the generic modules “Identity and Access Management”, “Billing and Payment”, “Pricing” and “Contract
Drafting”. In a configuration step, the following actions are performed by connecting the smart services:

Configuration of the “Access Management” generic module based on the business context, organisa-
tional structure and operational processes. This automatically ensures that access is only possible for
the intended business context.

Configuration of the “Billing and Payment” and “Contract Drafting” generic modules based on the
business context, organisational structure and operational processes in order to enable automated
billing and payment based on the registered contractual data.

Construction of an (initial) model for the “Pricing” generic module and the “Data Analysis” and “KPI
Suite” specific modules using the “Model Builder” generic module. This enables data analysis, data
preparation and price-setting to be automated.

Once this has been done, smart services can be provided and used for the business context in this exam-
ple, i.e. “Condition Monitoring and Health Information and Forecasting for Large Drives”. In other words,
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specific data analyses can now be performed for the large drive, the corresponding KPI suites can be
produced and the services that have been delivered/used can be invoiced and paid for.

The diagnostics and forecasting model for the large drive may be refined and developed during operation
of the smart services. This requires the appropriate reconfiguration of the service platform’s generic and
specific modules and will also usually necessitate some reprogramming of the smart services with the aid
of the software-defined platform’s generic enablers, architectural patterns and service bundles.
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The Smart Service Welt requires complex networking
of numerous decentralised components via the Inter-
net. These exchange large quantities of data, includ-
ing some sensitive user data — it is not possible to
provide a smart service that is tailored to an individual
customer’s wishes, preferences and current knowl-
edge without having access to information about that
customer. Privacy protection, IT security and data
protection are therefore key to the success of the
Smart Service Welt.

The Smart Service Welt poses new challenges for data
protection, data security and IT security. In a variety of
ways, service providers connect services and products
that form part of the critical infrastructure to other IT
systems via the Internet. Since this occurs without the
infrastructure operators having any meaningful influ-
ence over or knowledge of what they are doing, the
result is a critical infrastructure “as full of holes as a
Swiss cheese”. There is thus a need for a seamless,
end-to-end security architecture covering all four layers
of the layer model. From the transport layer provided by
the technological infrastructure to the networked phys-
ical platforms, software-defined platforms and service
platforms, there can be no security vulnerabilities for
potential attackers to exploit in the Smart Service Welt.
A vulnerability in any one of the layers would corrupt
the entire service, causing the end customer to lose
their all-important confidence in the service proposi-
tion. In the Smart Service Weli, it is therefore essential
to ensure comprehensive security management with
proactive protection mechanisms for everything from
hardware, firmware and software to mobile communi-
cations and cloud services. Endpoint security is no
longer enough on its own in the Smart Service Welt.
Security strategies for the Smart Service Welt must
place particular emphasis on the software-defined plat-
form and service platform levels. Both layers have inter-
faces with external users of the services they provide.
In the case of software-defined platforms, these exter-
nal users are generally service platform operators,

whereas for service platforms they are the end custom-
ers. In order to avoid jeopardising personal data pro-
tection when carrying out the necessary user model-
ling, it will be necessary to create new privacy protection
models that use new, flexible protection profiles in or-
der to juggle the requirements of both informational
self-determination and individual service profiles.

Partly due to the country’s history, many people in Ger-
many are especially sensitive about the possibility of
their data being misused. The business community also
has high expectations with regard to IT security, data
protection, cyber sovereignty and risk prevention. Cou-
pled with the reliability and safety-consciousness of
German engineering, this particularly cautious attitude
can underpin the development of a new generation of
high-quality IT security solutions for the demanding
German market. This would provide German-made
smart services with a unique selling point that would
make these security solutions sought-after global ex-
ports, enabling Germany to become a leading supplier.

Trust and security

Trustworthy and secure platforms are of fundamental
importance to the establishment of digital ecosystems.
Although, like any other technological system, Smart
Service Welt applications can never guarantee abso-
lute security, they can nonetheless attain a very high
level of security. While there is nothing new about this
situation, the IT industry has tended to lack transpar-
ency in communicating it. Many IT security providers
(e.g. of firewalls and antivirus software) have claimed
that their solutions can provide customers’ IT systems
and services with “100% security”. Service providers
are also often happy to paint this overly optimistic pic-
ture of IT security because they do not wish to scare
their customers. We know, however, that these claims
are unrealistic, not least because of the continually
changing nature of the attacks. The paradigm of rela-
tive safety that comes at a price — albeit a price worth
paying — has already been established for many years
in other industries such as the machine and plant en-
gineering sector. This is in part due to the fact that
high standards are often a statutory requirement.
There is an acceptance that relative safety standards
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can be evaluated in a largely objective manner. The
same applies to security in the ICT industry — it is nec-
essary to accept that there are many areas where it is
only realistically possible to achieve relative security.
The open, relative safety standards based on objec-
tive criteria that are used by other industries could
serve as a model in this regard.

In view of the rapidly changing context, new and pro-
active security systems are required. These are al-
ready being developed by researchers but have yet to
be implemented in practice. The heterogeneous nature
of the different virtualised systems that come together
on software-defined platforms makes them more vul-
nerable than traditional Web applications. As a result,
they require new technologies and trust models. New
trust models are also needed for service platforms.

However, developments should not be confined solely
to the technical aspects. Swift action is also needed to
include the organisational structures of the future Smart
Service Welt. The relevant technologies such as secure
smart meters — some of them German-built — already
exist today. But many users have not yet grasped the
seriousness of security. There is little point in security
strategies that prevent data from being accessed di-
rectly on the technological side, for example, if there
are workarounds that allow the same data to be ac-
quired illicitly e.g. through the cloud. One key challenge
will therefore be to raise awareness both of new secu-
rity threats and of existing security solutions.

People will only keep carrying out attacks if it pays them
to do so. In addition to developing the relevant security
technologies, one pragmatic approach would therefore
be to make the transaction costs for attackers high
enough to deter them from carrying out cyber-attacks
even if it is still technically possible for them to do so.
Research into the business and economic aspects of
organised cybercrime is still in its infancy. However, a
knowledge of these aspects is key to the establishment
of permanent deterrents in the Smart Service Welt.
Cyber-attacks can be effectively reduced by negating
the “business models” behind them and in particular
the profitability of the stolen data.

A smart service's security is dependent on numerous
aspects throughout the long chain of user end systems.
A variety of different components are orchestrated to
create smart services while each component entails its
own security risks. Existing IT security technologies are
often still not widely used because many businesses
continue to believe that the costs resulting from a cyber-
attack are likely to be lower than the investment re-
quired to prevent one. The first step must therefore be
to create a culture of security in the market. A high
level of overall security throughout the market can only
be achieved by ensuring the security of all the links in
the chain, all the service components and the entire
hardware and software life cycles. After all, if one of a
product’s smart components is tampered with at the
manufacturing stage, this could subsequently make the
whole product vulnerable to attack during use, poten-
tially compromising entire infrastructures and digital
ecosystems. In terms of the manufacture of smart prod-
ucts in the context of Industrie 4.0, this means that it
will, for example, be necessary to drive efforts to deliver
integrated IT security throughout the product life cycle.

Smart service solutions are reliant on the cloud com-
puting infrastructure. There is an urgent need for cer-
tification in this area, especially for backdoor-free so-
lutions. The first few initiatives have already started to
appear, ranging from self-declaration and voluntary
commitments to the “IT security made in Germany”
quality mark and the relevant certification authorities.
While this could provide a competitive advantage in
the EU context, the US market still has a requirement
to build in backdoors. Current initiatives that only cer-
tify trusted cloud services once every two to three
years are not enough in the face of a constantly chang-
ing environment. Instead, the aim should be to make it
possible for the different actors to test the cloud sys-
tem’s functionality and security on demand, whenever
they like. To this end, it will be necessary to differen-
tiate between those security criteria that can be auto-
matically accessed and those that cannot. It will also
be necessary to define the minimum technical specifi-
cations that must be met in order to comply with the
relevant security criteria. Dynamic (automated) certifi-
cation could be supported through a “certificate-
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ready” approach where the relevant extension inter-
faces are integrated into the generic enablers at the
design stage. The financial services sector deals with
similar issues already and directs intensive efforts
with regard. The “Trusted Cloud” technology pro-
gramme of the Federal Ministry for Economic Affairs
and Energy (BMWi) addresses the question of how to
(re-) establish trust in cloud services, particularly
among SMEs. This issue, which is of fundamental im-
portance to the Smart Service Welt, also involves
questions relating to the security and protection of
business secrets and legal compliance.

Established methods can be employed to identify many
security issues at the earliest stages of product and
service development so that they can be addressed by
design. All too often, however, it is not until failings in
security functionality start to threaten a provider's busi-
ness model that they finally make the necessary invest-
ment in IT security. Moreover, there are some types of
misuse that cannot be identified and prevented until the
product is actually in use. It is important to understand
that although security should be incorporated by de-
sign, it is not a static property that will remain forever
unchanged after the point at which a product or service
is delivered. Accordingly, dynamic update points should
also be incorporated by design in order to enable auto-
mated updating of all system components at any time.
This is a challenge that has yet to be solved, especially
at the level of the technological infrastructure and net-
worked physical platforms.

The smart service infrastructure’s connected modular
structure means that not all of the security mechanisms
need necessarily be implemented at the level where the
security vulnerability exists or where the misuse is oc-
curring. It is, for example, extremely costly to implement
comprehensive authorisation mechanisms at the level
of the technological infrastructure or networked physi-
cal platforms. Instead, the management and verification
of access rights can be delegated to the software-de-
fined platform level where it can be implemented much
more easily. Close cooperation between the different
platform levels with regard to security mechanism im-
plementation can help to deliver a cost-effective and
user-friendly overall solution.

Trust, which is built on the security of the digital plat-
forms, is another aspect that will be key to the estab-
lishment of digital ecosystems in the Smart Service
Welt. It is not just the technical properties of smart
products and services that should possess a high and
verifiable level of security — the systems used to search
for, select and rate them must also be trustworthy. For
example, it is necessary to ensure that advertisers or
other commercial interests cannot fake the user ratings
given on online platforms. Specific smart services
should therefore be developed to provide reputation
systems for service certification.

Trustworthiness and security must be constantly re-
viewed as circumstances change. It may be possible to
help build users’ trust in the individual platform compo-
nents of the Smart Service Welt through appropriate
adaptive trust testing and management. This ap-
proach uses a trust model to simulate and test security
attacks, providing a kind of “stress test” for smart ser-
vice ecosystems. This type of stress testing not only
serves to objectively measure the trustworthiness of
specific system components but also heightens aware-
ness of the fact that it really does pay to invest in IT
security and trustworthiness. Just as in any other part of
the economy, trust management is a requirement for
doing business for any length of time in an open mar-
ket. Trust service providers such as SCHUFA already
provide established trust models in the analogue world.
Similar models could be implemented in the digital
world. While trust does make it easier to do business, it
cannot guarantee 100% secure identities. Trust service
providers could take on a new role in the Smart Service
Welt by assessing whether or not identities are genuine
and monitoring them to ensure that communication
with them is secure.

In Germany, business processes in the analogue world
are underpinned by a sound and reliable legal basis where
the rules governing the behaviour of natural and legal per-
sons are clearly defined. The establishment of the Smart
Service Welt will be facilitated if these established identi-
ties can be successfully carried across to the digital world.
However, as well as people and institutions, the compo-
nents of the Smart Service Welt will also need identities
that can be verified and authenticated. One solution could
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be to employ hardware modules, such as those known
from bank and access cards. They contain secure ele-
ments that can be used by several different security token
issuers at the same time. In order to noticeable increase
the user's ability to control his identities and transactions,
and to build confidence, solutions for authentification and
identity wallets can make use of these hardware moduls.
KIARA is an advanced middleware for the Internet of
Things, Data and Services that has already been devel-
oped as part of the EU’s FIWARE-PPP. In addition to per-
formance, it also focuses on the reliable implementation of
pre-defined security policies based on requirements and
guarantees. However, futureproof identity management
mechanisms will also need to be developed for other real-
time applications.

“Resilience by design”: a new security paradigm
Given the inevitable relativity of security, it is important to
ensure that at least the critical parts of the IT infrastruc-
ture are designed to be resilient as well as secure. Resil-
ience research distinguishes between four fundamental
phases: protection (i.e. conventional IT security), detec-
tion of successful attacks (using Intrusion Detection
Systems, IDS), stopgap measures (i.e. emergency or
stopgap operation and, if necessary, isolation of the af-
fected parts of the network) and healing (i.e. neutralising
the intruder, rectifying the relevant security vulnerabilities
and returning the system to normal operation). A dynam-
ic “by design” approach is even more important for resil-
ience than it is for conventional IT security. One impor-
tant aspect of resilience in the stopgap measures phase,
for instance, is the implementation of “diverse redundan-
cy” whereby the stopgap functionality must operate in a
fundamentally different manner. This contrasts with pure-
ly structural redundancy, where there is an extremely
high risk of the same attack pattern also being used to
attack the stopgap network. In addition, new approaches
are required in order to improve attack detection sys-
tems. Firstly, there should be a greater focus on detect-
ing attacks that have already succeeded rather than
solely on ones that have not yet occurred. And secondly,
significant advances in distributed IDS systems are re-
quired, since cyber-attacks are sometimes carried out
via botnets that have commandeered millions of comput-
ers all over the world.

Security versus privacy?

It is necessary to forge a public consensus in order to
dissipate the tension that exists between IT security
and privacy — while there can be no privacy without
security, comprehensive security can compromise the
protection of private data. European regulations such
as the right to informational self-determination, data
minimisation and anonymisation impose serious limita-
tions on big data analysis, for example. These ques-
tions must also be addressed and solved by engaging
in a broad dialogue with the public. A further complica-
tion is that privacy cannot be assessed using a linear
approach. In other words, merging two data sets that
are in themselves only moderately critical can nonethe-
less create a combined data set that is highly critical. It
should be up to smart service users to decide for them-
selves who should have access to their use data. This
ensures that they have sovereignty over their data, but
means that they will often have to weigh up the poten-
tial risks of the smart services against their direct and
indirect benefits. For instance, the value-added of a
digital mapping service that promises to provide an ex-
tremely detailed picture of the current traffic situation is
entirely dependent on large numbers of users allowing
their current location to be tracked.

To ensure that users are empowered to decide which
smart services they are willing to sacrifice their privacy
for, it is essential to provide transparency regarding
how their data will be used, as well as to raise aware-
ness of the value of privacy. Usability is key to creating
the transparency needed in order to find a balance be-
tween privacy and security, enabling “security through
clarity”. It might be possible to put this principle into
practice by reducing the complexity of smart services,
keeping interfaces lean and simple and ensuring clear
system modularisation. Pre-defined security setting
profiles could also help to reduce complexity.

At CeBIT 2015, the Federal Ministry of Education and
Research (BMBF) launched the first edition of a spe-
cial prize for “Usable Security and Privacy” that recog-
nises particularly user-friendly security and privacy so-
lutions for IT systems. The Smart Service Welt has a
particular need for solutions that are suitable for every-
day use by end users who are not IT experts. These
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solutions should be easy to use and easy to understand
with a minimum of effort on behalf of the user. Even if
these measures cannot guarantee the highest possible
level of security, they nonetheless serve to increase the
relative security of mass market applications if high
numbers of users make use of the security mechanisms
in question (e.g. automatic message encryption that re-
quires no action on behalf of the user). It will be neces-
sary to incorporate research findings from the fields of
cognitive science and the sociological study of differ-
ent media in order to develop smart user interfaces and
user-friendly security and privacy solutions. Accord-
ingly, the BMBF has also established the forum “Pri-
vatheit und selbstbestimmtes Leben in der digitalen
Welt" (Privacy and Self-Determination in the Digital
World). This interdisciplinary platform will develop new
strategies and solutions for guaranteeing privacy and
informational self-determination. The forum is working
towards a contemporary, interdisciplinary understand-
ing of the role of privacy using a mix of technical, legal,
economic, humanities and sociological approaches.

The ideas competition “Forgetting on the Internet” that
was jointly organised by the Federal Ministry of the In-
terior and acatech stimulated a broad discussion of the
pros and cons of the unlimited and irrevocable avail-
ability of information in the digital age. The competition,
which concluded in May 2012, provided digital natives
with the opportunity to outline numerous innovative so-

lutions in the three categories of “heightening aware-

LT

ness’, “methods and rules for handling data” and “the
technology of forgetting”. These solutions are also ex-
tremely relevant to the Smart Service Welt. Following
on from this competition, acatech carried out a project
on Internet privacy that showed how in order to create
security and trust on the Internet it is necessary for
technology, the regulatory framework and the public to

work in concert.

The three BMBF-funded security competence centres
CISPA (Saarbriicken), EC Spride (Darmstadt) and
KASTEL (Karlsruhe) are developing long-term IT secu-
rity strategies and carrying out the corresponding re-
search projects in order to find solutions to current and
future challenges. However, the fight against cyber-
crime will remain an ongoing challenge in the Smart
Service Welt and research and competence centres
and traditional cybercrime authorities will not be enough
on their own to win this battle. The establishment of
special agencies acting as operational security centres
would constitute an important first step in the right di-
rection. These would use the latest research findings to
actively avert attacks on the nation’s critical infrastruc-
ture and economy and bring cybercriminals to justice.
Germany should develop efficient, civilian cyber-attack
monitoring and defence centres along the lines of the
ones that are already operating in the US and Japan.
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Formulation of an integrated research agenda
on “digital platform technologies”

Digital platforms provide open runtime environ-
ments for smart services. Software-defined plat-
forms are dependent on the underlying networked
physical platforms and technological infrastructure
and provide their services domain-neutrally via se-
mantic service descriptions to the service platforms
built on top of them. Service platforms underpin
digital ecosystems and represent their business
systems. They provide the framework needed for
the development and implementation of the smart
services that are built upon them.

The Smart Service Welt Working Group recom-
mends:

An integrated research agenda should be
drawn up in order to review the current state of
research and technology for digital platforms
and their enablers and modules around the
world, identify the key risks and acceptance
issues and formulate a research road map that
sets out clear priorities.

Future digital ecosystems will require an
extremely flexible, multifunctional toolkit of
enablers and modules for their digital plat-
forms in order to reduce the cost of building the
platforms and make them more attractive to use.
Further research is needed in the following key
research areas:
Whilst other areas are also important, there is
a particular need at the software-defined
platform level to develop enhanced enabler
technologies in the following five areas:
1) Highly scalable systems, real-time process-
ing and development environments
2) Security, safety and resilience by design
3) Data security, data protection and user-
centric rights management by design

4) Introduction of semantic modelling and
making it suitable for everyday use

5) Analysis techniques for transforming data
into information that adds value as a basis
for creating service business models.
In this context, particular attention should
be paid to the findings and developments
delivered by the Future Internet PPP initia-
tive (e.g. FIWARE).

At the service platform level, although other

areas are also important there is a particular

need for further work in the following areas:

1) Further development of businesses’ organi-
sational structures and operational pro-
cesses, corporate culture, values, etc., so
that they are ready to work in digital eco-
systems and on service platforms

2) Communication of best practices regarding
contracts, access rights, value of informa-
tion, IT security, risk analysis, clarification of
legal questions and liability

3) Development of business models for oper-
ating platforms and investigation of their
impact on the ecosystem and its actors

4) Development of business models for pro-
viding smart services via platforms and in-
vestigation of their impact on the ecosys-
tem and its actors

5) Development of requirements and models
for trading based on fungible assets, e.g.
data as a currency

IT security, data protection and data security
must all be prioritised in order to create trust
and acceptance in the Smart Service Welt. It
will be necessary to develop proactive security
systems and data security and protection
strategies and demonstrate that they can be
deployed cost-effectively.
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In order to ensure economic and scientific
progress in the Smart Service Welt and
further enhance Germany's competitiveness in
digital ecosystems, it will be necessary to
implement support measures that have a
wide-ranging and lasting impact and that
achieve a multiplier effect, especially for
SMEs. Transfer and competence centres are
one such instrument. In the short term, they can
drive the migration of user industries to digital
companies, e.g. by increasing the digital
maturity of SMEs in an applied, problem-
oriented and systematic manner using flagship
projects to demonstrate the viability and ben-
efits of the change. At the same time, compe-
tence centres also facilitate the scientifically
sustainable development of enablers and
modules by bringing together scientific expertise
to ensure that, in the medium term, research
results translate into new and innovative digitally-

enabled products and services. In addition,
measures should be developed to raise aware-
ness regarding the opportunities and threats
and to build confidence. A guide to building
and using digital platforms should also be
produced.

The basic information and communication
technologies have become so affordable that
products of almost every description are now
digitally compatible and upgradeable. The use
of these technologies is thus no longer optional
and has become an integral part of new solu-
tions — their widespread use all over the world is
already a reality today. Regulation and standardi-
sation of how smart products connect to digital
platforms will therefore have a particularly
important role to play. Germany should lead the
way in establishing these standards and
regulations.
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In order to build profitable digital ecosystems compa-
nies will need to open themselves up to the outside
world, act dynamically and engage in new forms of co-
operation, cross-sectoral collaboration and alliances.
The creation of these ecosystems must be driven by
the goal of finding the best possible solution to serving
users’ individual needs in a given situation through the
integration of smart products and smart services. When
setting up smart service business models, it quickly be-
comes apparent that the objective can only be achieved
through a network of partners from different compa-
nies and industries. The only way of seamlessly put-
ting together smart services that users want and be-
lieve to be feasible is through collaboration. All the
actors in a digital ecosystem have their own subjective
value-added targets based on different users’ needs —
it is thanks to their participation in a value network that
they have the opportunity to achieve these goals. It is
primarily up to the platform operator to act as a trusted
intermediary and ensure fair competition so that all of
the actors in the ecosystem can pursue these opportu-
nities. This is essential if the intermediary is to be ac-
cepted by users for any length of time.

Businesses in Germany and throughout Europe, espe-
cially those with a product-centric strategy, need to un-
derstand the transformation that is taking place. The
potential of the Smart Service Welt lies primarily in the
implementation of disruptive, cross-sectoral business
model innovations. This understanding runs counter to
the prevailing view that digital technology’s principal
use is to optimise companies’ own processes and ser-
vices within existing value chains. Incremental adjust-
ments do not constitute an adequate response to
the disruptive impact of the Smart Service Welt. In-
deed, sticking to traditional ways of doing business is
likely to prove an extremely risky strategy. The example
of Uber illustrates this point. Taxis were transformed
into smart products almost overnight as a result of the
sensors contained in their drivers’ mobile devices
(smartphones, etc.). Drivers and taxi companies sud-

denly found themselves forced to accept the condi-
tions of a foreign service platform operator that is not
even part of the taxi industry. In the medium term, local
taxi companies are set to become surplus to require-
ments — they have lost their value chains’ control points
to the platform operators. Similar trends are now a real-
istic prospect in practically every area of the economy.
Indeed, they are already occurring in some instances,
for example the banking sector. However, the Smart
Farming Services and Smart Logistics Services use
cases show how German SMEs have already launched
initiatives to establish themselves as B2B service plat-
form operators and secure control over the digital con-
trol points through cross-company collaboration.

Businesses must transform as quickly as possible
German businesses have no time to lose. Particularly in
the consumer market, there are already numerous ser-
vice platform operators with a global presence with
whom countless users come into contact every day.
These operators are trusted by their users and have
high levels of investment capital at their disposal. The
global race to integrate smart products and smart ser-
vices is already well and truly underway and will be won
and lost over the next few years.

In this context, pilot groups provide an approach that
can deliver valuable guidance. They can be set up rap-
idly in order to test beta versions of smart services at
both the data and service levels.

Application-based experiments help to demonstrate
how digital ecosystems can secure a company’s core
business whilst also offering them new opportunities to
add value. This requires the implementation-oriented
development of smart services in interdisciplinary,
cross-company networks (see Figure 16). Connected
digital pilot groups comprising e.g. data scientists,
software and product developers, customer-facing em-
ployees, users (especially tomorrow’s users), partners
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and futurologists are set up in order to identify tomor-
row’s needs, analyse them and translate them into
smart service business models.

Businesses need to implement structured cultural
change

Cultural shortcomings such as a lack of imagination
and failure to recognise the importance of certain issues
on behalf of senior executives and supervisory boards,
poor communication between IT experts and non-ex-
perts and failure of IT developers to think in terms of
profitability are among the key factors hampering suc-
cessful implementation of organisational transforma-
tion in the Smart Service Welt. These failings manifest
themselves in the fact that, for example, digitisation is
often treated simply as a means of cutting costs, as
well as in the fact that sales representatives often fail to
market services and products together and that few us-
ers are currently prepared to pay for supplementary
services. Another obstacle is the predominantly critical
attitude towards data-driven business models that cur-
rently exists in the mass media. It is thus evident that
various key in-house and external stakeholder groups
have not yet been adequately involved — the changes

appear bewildering for everyone concerned. One ap-
proach to overcoming these obstacles is through sym-
bolic interventions by top management. There are al-
ready a number of prominent examples where an
admission on behalf of senior executives that they
“don’t have all the answers” has served to “break the
ice”, allowing the transformation to be seen as a pro-
cess where “everyone learns together” and thus facili-
tating and accelerating the development and imple-
mentation of disruptive business model innovations.

This type of campaign-style corporate rethinking
makes it possible to transform a company’s culture by
involving in-house and external stakeholder groups in
smart services in a highly implementation-oriented
manner. It has, for example, enabled Axel Springer SE
to digitise 80 percent of its business model in just five
years and completely reinvent the organisation, al-
though it remains to be seen whether this family busi-
ness can now take things to the next level and start
developing smart services.

Connected digital pilot groups should thus also be un-
derstood as an important transformation tool for com-

Figure 16:

Transforming the way businesses
are organised to deliver quick wins
in the Smart Service Welt
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panies on their journey towards the Smart Service
Welt. Especially in large enterprises, hierarchical struc-
tures constitute a significant obstacle to meeting the
requirements of the Smart Service Welt, even though
some of these structures may still be necessary. The
Smart Service Welt calls for agility, dynamism, trans-
parency, decentralised decision-making, cooperation
between different entities and hierarchies and function-
ally automated management geared towards the crea-
tion of value in digital ecosystems.

Companies whose market success is built on high-
quality products find it particularly difficult to open up
their product-centric business models and embark on
the journey towards the Smart Service Welt. These
companies require strategic accelerators. The estab-
lishment of digital pilot groups provides a useful ap-
proach to confront this challenge. The smart service
team should be officially launched by management in
order to highlight the importance of this process
throughout the business. By establishing a pilot group,
management is signalling its support for a culture of
experimentation (transformational leadership)
where people receive the licence to make mistakes.
The pilot group allows new forms of Smart Service

Welt cooperation to be trialled within the business (in-
cluding beta leadership/culture). A shared understand-
ing and new competencies are developed through trial
and error practices. Additional instruments for involving
all members of the team help to ensure that this new
culture spreads throughout the entire organisation.

Connected digital pilot groups thus constitute
the core operational unit for the process of
transforming a business, serving to drive rapid
implementation of software-defined and ser-
vice platforms. In this context, the focus of in-
novation management is less on analysing and
assessing the technology itself and more on
rapidly enabling useful cross-sectoral smart
service business models that are built on this
technology.

Digital pilot groups also act as an anchor point for the
identification of the company’s entire organisation with
the results-oriented culture of collaboration employed
by software developers (e.g. scrum or kanban project
management), as well as driving its aspirations in this
regard. The transformation process therefore draws on
the repertoire of methods provided by the open innova-

Figure 17:
Traditional collaboration in the port logistics business
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tion and corporate rethinking approaches in order to
fulfil the requirements of collaborative business organi-
sations in digital ecosystems.

lllustrating the paradigm shift in the way business-
es are organised: the example of Smart Logistics
Services

This section uses the Smart Logistics Services use
case (see p. xx) to illustrate the transformation in the
way businesses are organised. In the port logistics
business, the port operator would traditionally assign
jobs to the haulage contractors via verbal communica-
tion. The haulage company's dispatcher would then
pass the job details on to the HGV driver who would
subsequently transport the goods to their destination
(see Figure 17).

However, some ports are already experimenting with a
new form of collaboration. In its role as vendor platform
operator, the port operator provides the port's busi-
nesses and the logistics service providers not only with
a physical infrastructure but also with the digital infra-
structure that delivers information logistics support for
the collaboration between them and thus also serves to
optimise use of the physical infrastructure. The com-
mercial operation and marketplace function of the ser-

vice platform constitute an addition to the port opera-
tor's business model and therefore need to be reflected
in its organisational structure. There are also wide-
ranging impacts for the various actors in the digital port
ecosystem. By using both infrastructures in tandem,
the haulage contractors are able to enhance the quality
of the dispatchers’ and HGV drivers’ job content. The
relevant information about the physical infrastructure is
sent online direct to the HGV driver's cab by the plat-
form operator. By coordinating with the dispatcher, the
drivers can then intelligently combine this information
with operational information in order to optimise the
way they perform their work. This enables operational
processes to be organised more flexibly — the drivers
are now freed up to perform additional value-added ac-
tivities. They are no longer forced to sit around waiting
because of a lack of transparency in the logistics chain.
The technology makes them less dependent on infor-
mation provided by their supervisors, affording them
greater autonomy. At the same time, the enhanced pro-
cess efficiency means that the dispatchers no longer
have to worry about the details of controlling the pre-
cise movements of individual drivers. Their job could in
fact become increasingly obsolete as the level of auto-
mation grows.

Figure 18:

Close collaboration with other parties on the smart logistics service platform
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Information from operating processes is fed into the
digital infrastructure in the appropriate format (e.g. an-
onymised data on current vehicle positions) in order
to help provide a better overview of current transport
and logistics operations. This contributes to more ef-
ficient processes both within the port and for the haul-
age contractors. For this to be possible, however, the
management of the haulage company must be willing
to share formerly internal company data available in
the appropriate format with external users in the digi-
tal ecosystem and corresponding platform providers
(see Figure 18).

Recognising the opportunities and threats of the Smart
Service Welt

Service platforms such as the one described in the
Smart Logistics Services example provide companies
with a relatively “safe” way of collaborating in order to
jointly create value-added. However, it would be a
mistake for a company to become a user of one of
these platforms without first assessing the opportuni-
ties and threats that the smart service business mod-
els enabled by the platform economy present for its
own business.

The issues discussed below in connection with em-
ployment, training and work in the Smart Service Welt
should therefore also be addressed by connected
digital pilot groups. The pilot groups will need to con-
sult in-house and external experts in these fields in
order to develop and implement smart service busi-
ness models that take into account both the relevant
compliance regulations and the particular achieve-
ments of the social market economy in Germany and
Europe.

Changing the structure of employment: a challenge for
work organisation and training

What will the revolution in work organisation described
above mean for employment and the way we work?
The literature predicts major changes in the structure of
employment as a result of Industrie 4.0 and the ef-
ficiency gains associated with smart services. In par-
ticular, it is expected that there will be a progressive
substitution of human labour among certain groups of
workers in manufacturing industry. This will be accom-
panied by automation of certain knowledge-intensive
functions as a result of the use of algorithms and intel-
ligent, real-time control systems.

One high-profile study' predicts that advances in digi-
tal technology could threaten almost half of the jobs
across 700 different professions in all areas of the US
economy over the next ten to twenty years. Extrapolat-
ing this study to the European context suggests that
the figures for Germany could well be of the same or-
der. The dramatic changes that have already taken
place in the music industry, banking sector and mail
order business can be expected to affect other indus-
tries such as healthcare and logistics in the near future.
Experience and knowledge can be modelled by soft-
ware and statistics, while automated statistical tech-
niques and probability calculations can replace human
decisions. The changes in business organisation de-
scribed for illustrative purposes in the Smart Logistics
Services use case, for example, show how optimisation
of the overall logistics process system through real-
time networking, data collection and the use of algor-
ithms will make it possible to forecast traffic flows, lead-
ing primarily to the loss of operational jobs. This trend
will only be exacerbated by developments in the field of
driverless autonomous vehicles.

At the same time, it is also expected that new jobs and
skills requirements will emerge in connection with the
development, administration and supervision of these
processes, leading to an increase in employment, es-
pecially in areas that require higher skills. These struc-
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tural changes in the workplace will pose a number of
major challenges with regard to work organisation and
in particular training.

In the industrial sector, the “internal tertiarisation” of
industrial work can be expected to continue — in other
words, the importance of direct manufacturing jobs will
decline. At the same time, greater weight will be at-
tached to jobs that primarily involve maximising the reli-
ability, safety and security of processes, as well as jobs
focused on the creation and dissemination of informa-
tion and knowledge in accordance with the specific
features of the new business models and platforms.
This will result in qualitative enrichment of skilled manu-
facturing jobs connected with the IT integration of dif-
ferent value-added steps and product support services.
While all of this does not herald the demise of indus-
trial work, what it will mean is a heightened need to
address fundamental questions concerning the depth
and scope of the new requirements and how to ensure
good working conditions and training.

Regarding the service sector, it can be expected that
prevailing different forms of work are going to be af-
fected and partially substituted by automation. This is
likely to be the case for occupations that are character-
ised by a high degree of operational work e.g. driving a
vehicle, which is going to be automated in the future.
First driverless subways prove the possibility of auto-
mation as of today. The same applies for knowledge
work, when software becomes capable of analysing
millions of text components and consequently dis-
penses the human composition of text, such as quar-
terly statements of a company or journalistic reports.
Finally, interactive work is similarly going to be auto-
mated, e.g. work in a call centre where algorithms cap-
ture the knowledge pool and combine it with speaker
independent, algorithmic speech recognition.

Similarly, it is unlikely that jobs in areas such as design,
development consultancy and support will become
completely superfluous, at least in the medium term.
Moreover, as the use of technology increases, more
people will also be needed to manage, control, pro-
gramme and service this technology. Even though
some types of front office work will fall victim to auto-

mation, in many service industries it will account for a
larger share of the total workload and in some cases its
role will change as a result of the interactions that take
place on platforms. The establishment of cross-border
and even global service platforms will require workers
to possess specific skills that enable them to work
globally. The growing importance of services and
knowledge work (e.g. the significance of software de-
velopment for smart services) will lead to increased de-
mand for front office and creative work. Creative work
will require lifelong learning, since the everyday working
environment in the Smart Service Welt will be increas-
ingly characterised by innovation processes. It will be
important to make sufficient resources available for
lifelong learning so that workers can remain employ-
able and businesses can continue to be innovative and
successful.

The above changes in the way businesses are organ-
ised will have far-reaching repercussions for the type of
knowledge, capabilities, skills and competencies re-
quired by employees as they carry out more and more
of their work on collaboration and knowledge platforms.
In addition to the technical, business and organisation-
al issues, Germany's ability to develop new business
models through software-defined and service platforms
and to ensure that these business models remain prof-
itable in the longer term will to a large extent also be
determined by whether it is able to develop the right
competencies and implement the right training and
CPD measures (smart talents).

New requirements for workers

Working in horizontal, interdisciplinary, cross-company
and cross-sectoral networks requires a substantially
higher degree of integrative, all-round knowledge. As
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the importance of interdisciplinarity in the workplace and
the associated competencies grows apace, specialist
niche functions performed within specialised silos will
increasingly be accompanied by functions requiring a
comprehensive knowledge of the overall context, man-
agement skills and the ability to understand the pro-
cesses involved in other people’s jobs. As a result, non-
company-specific social and analytical skills will become
more and more important. In particular, these will include
the ability to think creatively about the context in which
one works, different sets of requirements, process logic
and the specific characteristics of other participants in
the ecosystem (e.g. suppliers, customers, plant manu-
facturers and operators). Integration skills and the ability
to rapidly familiarise oneself with the ways of working
and processes of other disciplines will also become in-
creasingly significant.

Since the reorganisation of business structures will
break down existing hierarchies, these demands will in
future also be made of different employee and skill
groups situated below management level. Qualities
that were formerly required mainly of managers — such
as knowledge of the overall context, an understanding
of the system and the ability to act and take decisions
rapidly — could increasingly also be demanded of mid-
dle- and lower-ranking employees. The ability to self-
manage and self-organise are also likely to gain in im-
portance.

At the same time, there will be greater demands on inter-
departmental decision-making processes within com-
panies themselves, causing communication and deci-
processes to be
Communication skills and the ability to work in com-
plex environments will consequently play a greater role.

sion-making restructured.

The transformation of job profiles

In addition to this growing demand for the ability to ana-
lyse systems and processes, the increasingly special-
ised organisation of tasks and functions in collabora-
tion and transaction platforms will also have an impact
at the level of employees’ concrete, specialised activi-
ties. In general, this can be expected to involve the vir-
tualisation and reorganisation of predominantly ana-
logue, non-real-time activities into real-time processes.

For example, the ability of service providers, plant op-
erators and machinery manufacturers to establish pre-
dictive control and maintenance processes by sharing
information in real time will lead to a sharp decline in
the number of traditional, reactive repairs. However,
rather than causing people to lose their jobs, the result-
ing process optimisation will instead transform the con-
tent of their work and the skills required to perform it.
The jobs of these skilled workers will increasingly in-
volve [T-based activities carried out on platforms.
Knowledge of data processing, working with virtual
and abstract software architectures and using digi-
tal communication and control tools will all form a
key part of the required skill sets.

Tapping into the potential of structural changes
This transformation of business and work organisation
in the Smart Service Welt has the potential to deliver
positive changes such as providing workers with great-
er autonomy, improving working conditions and making
people’s work more interesting. Furthermore, the grow-
ing importance of services throughout the economy as
a whole — including industry — is indicative of a struc-
tural change that will result in a higher percentage of
highly-skilled jobs. Nonetheless, there are also poten-
tial threats associated with higher workloads, precari-
ous employment conditions, increased complexity and
more demanding work processes. These are linked to
more fluid access to the means of production and the
virtualisation and digitisation of operational processes
and functions.

It is important to consider how this change in the struc-
ture of employment can be shaped in such a way as to
ensure good working conditions. Businesses, the so-
cial partners and company-level employee representa-
tives will need to work together to find solutions to the
major challenges that this will entail. In order to take full
advantage of the positive opportunities for employees
— and thus ultimately also for businesses —, the princi-
ples of work organisation in the new business models
should be based on the tried and tested, innovation-
friendly structures of Germany’s co-determination sys-
tem. If the social partners work together to shape the
structural changes in employment, and employees and
works councils are also involved in the transformation
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process through the relevant company-level co-deter-
mination arrangements, then the success of a transfor-
mation into the Smart Service Welt will be guaranteed.
This will be essential to ensuring social cohesion and
inclusive change.

It will, for example, be necessary to limit the erosion of
the boundaries between people’'s work and private
lives by introducing innovative working time arrange-
ments, thus preventing excessive or inappropriate
workloads even in work environments predominantly
characterised by autonomy and self-organisation. Con-
tinuing professional development (CPD) will also be
especially important. A forward-looking education and
training policy should identify the concrete learning and
CPD requirements during the implementation of the
platforms so that the appropriate training and CPD pro-
vision can be developed.

A variety of acceptance issues are arising in connec-
tion with the erosion of traditional system boundaries
(from devices to business processes) and the accom-
panying changes in ownership and business models,
as well as ever more sophisticated human-machine in-
teractions such as the increasingly comprehensive as-
sistance functions found in cars. In order to resolve
these issues it will be necessary to ensure that skilled
workers and customers are provided with the relevant
training (smart talents). The development of smart ser-
vices requires the application of first-rate technical
know-how to complex service contexts. The efficient
and effective development, sale and use of smart ser-
vices will require the hitherto largely separate worlds of
product and service development and procurement to

be combined. Training and communication will be two
important tools for adequately addressing these chal-
lenges.

Priority training areas for the Smart Service Welt
In the Smart Service Welt, there will be a growing de-
mand for a range of priority training profiles and study
content:
Data scientists and data analysts
Applied statistics and business mathematics
Data management (extraction, modelling, cleansing,
transformation)
Modelling and creation of taxonomies and semantic
systems
Security strategies for hybrid IT infrastructures (real-
time systems and Web-based systems)
Mobile set-up and retrofitting of manufacturing
systems
Programming and analysis of digital product
memories
Software design and human-machine interaction
design
Postgraduate courses or modules on the use of
digital technology in specific industries

Personalised and contextualised CPD

The Internet of Things, Services and Data is transform-
ing the context of and influences on training and CPD
processes within businesses.

Situated learning can offer unprecedented contextuali-
sation of learning input and output. It also takes ac-
count of the individual learner and their particular abili-
ties, interests, professional expertise, competencies
and prior education in order to provide a personalised
learning process. Personal data on employees’ profes-
sional and educational backgrounds, together with per-
sonality profiles and personal preferences regarding
the teaching-learning process (“personalisation”) will
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all be of central importance in the context of employee
training. Training will increasingly take place in the
workplace — data regarding the specific work situa-
tion, individual operation, current task and its goals,
and the resources and tools being used will make it
possible to relate personalised training to real situa-
tions in the workplace (“contextualisation”).

It will be easier to produce more realistic learning
materials, for example by using recordings of experi-
enced workers demonstrating the correct procedure
for in-service training purposes. It will also be possible
to use previously captured real sensor data to explain
how such data should be interpreted. Particularly in the
case of demanding tasks (both during the CPD and
during actual work), inexperienced workers should
ideally be supported by experienced workers in a kind
of coaching system. If no experts are available on site,
they can link up with employees via telecoaching (e.g.
videoconferencing, screen sharing).

It will thus be necessary to ensure that work is organ-
ised in a manner that fosters learning for all employ-
ees. The research, development and implementation of
personalisation and contextualisation in the business
environment will call for fundamental insights regarding
the user, the didactic and domain models used in the
training process, as well as the associated data and
data structures and the full range of interactions be-
tween them. Specific questions that will need to be ad-
dressed include the following: What competencies and
professional expertise does the learner possess? What
is the goal of the learning process and which learning
methods will deliver the best outcome? How do the
work situation and current task influence the learning
process and its design?

The development and updating of existing training
provision within companies in order to enable its per-
sonalisation and contextualisation will require smart
education services that facilitate modern training and
CPD by incorporating the models and data referred to
above. SMEs will be able to buy in these services
from their providers on demand, using leasing and
licensing models. Meanwhile, larger companies will
create their own education services and roll them out
across the entire business.

It will be important to make sure that the new smart

education services do not ignore or compete with es-
tablished CPD structures and do not exist in isolation
from them. Instead, it will be necessary to work with the
established institutions such as trainers and in-service
training departments with a view to developing existing
provision by integrating smart education services
(e.g. moving from face-to-face training to blended learn-
ing). This applies not only to individual companies but
also to established education providers such as the
chambers of industry and commerce and chambers of
trade, which should also develop new education ser-
vices and business models. SMEs in particular often
lack the resources to organise CPD themselves and
thus frequently turn to the chambers of industry and
commerce and chambers of trade as trusted partners
who can help with their employees’ continuous profes-
sional development. It is therefore important to ensure
that the chambers are actively involved in the moderni-
sation of CPD provision.

It will also be of importance to ensure that increased
investment in education and enhanced training provi-
sion benefits all employee groups. An effort should be
made to provide appropriate CPD that prevents the
danger of creating a divide between a handful of highly-
skilled employees who control the systems and a larger
number of less-skilled employees who act as nothing
more than cogs in the wheels of smart systems, per-
forming purely functional tasks.

Situated support for using smart services

Smart services are tailored to the requirements of indi-
vidual users. The relevant components are selected
from a catalogue of smart products and services before
being combined and customised. Particular attention is
paid to ensuring that they are suitable for the user's
context and that they maximise the benefits to the user.
It is essential that the smart service's user interface
should be designed to be simple and intuitive to use.
Despite this, users will still require training in order to
learn how to use smart services and to update their
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knowledge. It should be possible to receive this training
directly at the time and place of the smart service's use.
Ideally, the training should be provided as smart train-
ing services accessed directly through the service plat-
form. This will be the simplest way of ensuring that it is
automatically adapted and tailored to the requirements
of the user's current situation. In principle, the training
can employ Web-based knowledge resources but also
offer support from human trainers (either face-to-face
or remotely). Different training services will be selected
when creating a service platform, depending on the cir-
cumstances.

Two main forms of training will be necessary: work-
place learning (support) and basic skills training (re-
sembling a foundation course). Workplace learning will
be required in situations where the user requests infor-
mation and support. This may relate to specific operat-
ing steps, entire operating procedures, or general con-
cepts and background information. Workplace learning
helps to enhance the skills and expertise that the user
needs to perform their job. The support provided should
be tailored to the specific smart service, the current use
and the user’s context. The second type of training —
basic skills training — is required if the user lacks the
relevant knowledge or experience. In this instance,
media-based training materials should be available to
help them acquire the necessary skills. There are many
overlaps between these two types of training. It is
therefore important to ensure seamless integration —
people should still be able to consult the relevant train-
ing documentation in the workplace after they have
completed their basic training, whilst practical, context-
specific exercises should be supported by the training
services even during basic skills training.

While some service platforms will contain integrated
training services, specialised training service platforms
will also emerge. Ecosystems will develop on these spe-
cialised platforms where different providers and
users trade training materials, e-learning services and
personal support as training services. This will also ben-
efit general service platform providers who will be able to
seamlessly integrate these training services into the

range of services that they offer the platform’s users.

There are many reasons to suggest that the combina-
tion of digital technology and the proliferation of smart
services will bring about profound changes in the
workplace. As far as employees are concerned, al-
though these changes will entail new challenges they
will also provide an opportunity to improve and in
some cases perhaps even reinvent the work environ-
ment. The goal should be to take full advantage of
these opportunities in order to maintain and create
good jobs.

The ability of industry to provide customers with smart
services that offer complete smart product-based solu-
tions, as well as the quality of those services fundamen-
tally determines the extent to which the jobs created
can offset or even exceed the number of jobs lost will
be fundamentally determined by whether industry is
able to. This will in turn require industrial enterprises to
systematically expand their smart service portfolios and
make the corresponding modifications to work organi-
sation and content, and in particular to the way their
business is organised. Against this backdrop, the crea-
tion and use of smart services based on IT, multimedia
and cloud technologies can be expected to result in
profound changes in the content and structure of
people’s work. Further research is needed to deter-
mine more precisely which employee groups are set to
be most affected, as well as the likely impact of internal
tertiarisation.
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In any event, it is clear that the impacts will not be ran-
dom. The changes to work and employment will be
largely determined by how the additional work gener-
ated by smart service applications is incorporated with-
in organisational structures and shaped in terms of its
quality. In concrete terms, this might involve future ser-
vice functions being integrated into existing depart-
ments. People employed in development or even manu-
facturing might then find themselves performing
customer service functions. In work organisation terms,
smart services could thus provide a good opportunity
to make industrial workers’ jobs more varied and in-
teresting. An alternative strategy would involve manu-
facturing companies establishing special smart service
departments, opting for a specialised approach that
would have relatively little in common with traditional
industrial work and functions. A third option would be
to outsource product-based services, leading to frag-
mentation of the value-added process and value chain.

The questions concerning the likely impact on employ-
ment and the quality of people’s jobs are especially rel-
evant to the service sector. The significant employment
potential of personal services in particular has yet to
be adequately realised in Germany. Decent working
conditions will be essential in order to create good-
quality jobs and good-quality services in areas such as
healthcare, caring and education. Smart services can
also provide support for these types of service, particu-
larly if the service platforms are used to connect sec-
tors that previously had little contact with each other
(e.g. logistics and healthcare). The service platforms
can also provide employees with personalised services
to support them in their work. Especially in areas such
as healthcare, however, this does raise a number of
ethical and legal issues, regarding e.g. which actors
should have access to which data and the extent to
which anonymisation provides adequate protection of
personal data. Legislation will be required to make data
minimisation compulsory and prevent data from being
shared with third parties without the user’'s consent.

Reorganisation of work and companies
Finally, the big challenge will be to implement business

and work organisation solutions in the Smart Service
Welt that enable integrated management of functional
and system-related factors, including access to work-
ers and the deployment of employees’ skills. This will
require more than simply adding in smart tasks, capa-
bilities and skills. Instead, it will call for a comprehen-
sive restructuring of work and operations in which em-
ployees’ work and training are made more interesting
and they are given a relatively high degree of autonomy
and ample opportunity to organise their own work. This
will enable the Smart Service Welt to usher in a new
quality of work in manufacturing industry that is based
on and supported by the establishment of new service
environments and the associated work environments.
For this to be possible, it will be necessary to ensure
that employees have the opportunity to raise and press
their demands for good working conditions and more
interesting jobs and to feed back their views on innova-
tion-friendly organisational structures to their employ-
ers through the relevant worker participation institu-
tions. In many companies, especially larger ones, they
are already able to do so. However, start-ups and small
software or high-tech firms can tend to be rather wary
of such institutions, meaning that many of them do not
have works councils. The involvement of employees
and works councils provides the best chance of shap-
ing the development and use of service platforms in
order to enable improvements to the physical and men-
tal health, performance, training and motivation of the
people working with them, thus ultimately also strength-
ening businesses’ ability to innovate.

It would run counter to these goals for the workforce to
be divided into a group of highly-skilled knowledge
workers who develop and administer smart services on
the one hand and a group of employees who perform
purely functional tasks in traditional administration and
production roles on the other (specialisation model).
This would result in employees being polarised into two
groups. The group of well-trained workers would have
more freedom, more interesting work and more auto-
nomy. The employees in the other group would either
have no involvement at all with the new functions aris-
ing from the development of smart services or would
only be given simple, minor tasks to perform. Their pre-
viously acquired expertise would become obsolete and
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the range of tasks they were required to perform would
become more limited, ultimately leading to deskilling.
This is hardly the way to go about promoting innovation,
nor is it compatible with the goal of good jobs. More-
over, it is not a very promising strategy in a context
where the labour supply is shrinking and there is a
shortage of skilled labour. In order to prevent this divi-
sive polarisation of the workforce, it will be necessary
to provide comprehensive training measures for all
employees and to organise work in a way that takes
account of the potential of all members of a company’s
staff and is centred around good jobs that help people
to develop their skills.

Increasing flexibility of work

Another feature of the changes to working conditions
that will increasingly come about as a result of the de-
velopment and use of smart services is that work pro-
cesses will become more and more flexible. There is
reason to believe that there will be a growing require-
ment for people to be more flexible in the way they
work, learn and interact with customers (be it face-to-
face or on a computer). Greater flexibility will also be
demanded with regard to working time and the content
of people’s work. This will provide employees with the
opportunity to achieve a better work-life balance. Work
will become more mobile in terms of both where and
when it is performed. Working from home using only
the Internet to interact with one’s work colleagues will
make it easier for people to combine their family lives
with their jobs. On the other hand, it is also possible
that work processes, working hours and breaks in
cross-company digital ecosystems may be dictated
solely by the network’s efficiency requirements. This
danger is particularly acute where there are no effective
cross-company-level worker participation and social
partnership arrangements, meaning that employees’ in-
terests are not properly represented in the new ecosys-
tems. The growing use of mobile end devices together
with trends such as teleworking and cloud computing

are causing a shift away from the traditional structures
of company-based employment relationships. Within
companies, individual jobs are now allocated based on
target agreements and are sometimes completed on-
line, away from the actual workplace. In the future, one
of the key challenges in terms of work organisation
and productivity will be to strike the right balance be-
tween the following considerations: on the one hand, it
will be necessary to engage with works councils and
the trade unions in order to establish clear boundaries
between people’s private lives and their working hours
or the times when they can be contacted about their
work; on the other hand, it will also be necessary to af-
ford employees individual flexibility so that they are able
to achieve a better work-life balance, for example.

In some areas of the Smart Service Welt, there is also
a tendency to outsource jobs by posting them to
crowdworking platforms. On service platforms such
as Uber and airbnb, providers are often not covered by
regulations on working conditions, collective agree-
ments or verifiable quality standards, etc. There is a
danger that permanent employees could end up being
replaced by low-paid, self-employed precarious work-
ers who are not covered by company health and safety
regulations and have no social security arrangements.
And the danger becomes even greater when jobs are
posted online and can be bid for by and awarded to
people anywhere in the world.

Last but not least, both within companies and at a
cross-company level, digitisation generates huge quan-
tities of data that include information about the vast ma-
jority of work processes. Whilst this data may only be
used to optimise processes, deliver efficiency gains
and improve working conditions, it could also be em-
ployed e.g. to monitor employees’ performance, their
online activity or even their private lives. Effective regu-
lations and controls must be introduced from an early
stage in order to counter this threat of increased em-
ployee surveillance.

1 Frey, C. B./Osborne, M. A.: The Future Of Employment: How Susceptible Are Jobs To Computerisation?,
working paper, 17 September 2013, Available online at: oxfordmartin.ox.ac.uk/downloads/academic/
The_Future_of_Employment.pdf?inf_contact_key=0618992509141a08491edb7cd55161a4b9c00f45
TafBbf78abB%e2ece0943416 (accessed: 4.11.2014).
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The developments in connection with smart ser-
vices can be used to promote decent working con-
ditions and provide employees with greater individ-
ual freedom. However, this will require government,
the social partners, works councils and businesses
to actively shape technological developments with
a view to creating good jobs. Employees and their
company-level representation bodies must partici-
pate in and co-determine any changes right from
the outset. In addition, measures should be taken to
provide employees and users of smart services with
targeted training, while the development and imple-
mentation of smart education services should also
be promoted.

It will be necessary to ensure that the technological
and organisational design of the digital platforms,
the resulting changes in work and business organi-
sation, the changes in work content and job profiles
and the relevant training requirements and meas-
ures are all coordinated from an early stage and de-
veloped along socio-technical co-design principles.
The guiding principle should be to ensure that
people’s work is designed in such a way as to
guarantee and promote a high degree of auto-
nomy. This should be supported by innovative
virtual ways of working at both the individual
company and cross-company levels.

Rather than being focused solely on the efficient
creation of smart services, the content of people’s
work should also be geared towards the goal of
good working conditions. The way that work is or-
ganised should foster interesting learning, provide
all employees with the resources they need to fa-
cilitate greater responsibility and autonomy and pro-
mote a work environment that is ergonomically de-
signed and suited to the needs of people of different
ages. Occupational health and safety standards
should be adapted to take account not only of new
technologies but also of new forms of out-of-house
work. While all existing health and safety rights

should be retained, additional needs arising from
new forms of mobile working should be identified
and the corresponding rights established. The new
opportunities for greater flexibility — particularly in
terms of when and where work is performed —
should be used not only for more efficient value
creation but also to enable a better work-life bal-
ance in accordance with employees’ individual
needs. This means that in digital ecosystems, too,
employees and their representatives should be in-
volved in work scheduling.

The participation of employees and company-
level representation bodies will be key in this
regard. Some aspects resulting from the spread
of digital technology (such as Internet use and
the times when employees may be contacted
outside of working hours) are already regulated
by company agreements. However, further
company agreements on additional aspects will
be required.

The new challenges will require existing struc-
tures to be adapted and co-determination
rights and opportunities to be expanded. For
example, the traditional company-based co-
determination system is less well suited to a
world where work processes, working time and
work content will increasingly be determined by
the interactions between several different
companies in an ecosystem. Service platform
operators and intermediaries should — in close
consultation with employees and company-level
representation bodies — be required to stipulate
compliance with decent working conditions as a
key condition for cross-company cooperation.
Co-determination rights should be updated and
extended in order to ensure that employees’
interests are properly represented in all the key
types of employment, including cross-company
platforms and ecosystems.
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The same principle also applies to the increas-
ingly popular employment forms of teleworking
and crowdworking. The latter cannot be exempt
from labour law. An extension of the co-determi-
nation rights of works council and staff council
members to include outsourcing and crowd-
sourcing should be accompanied by further
measures to prevent permanent employees with
guaranteed social rights from being replaced by
self-employed people working under precarious
employment conditions.

Common standards should be developed for
outsourcing work to self-employed people via
crowdworking platforms. These should guaran-
tee fair pay, social protection, compliance with
health and safety regulations and co-determina-
tion rights. Among other things, this will require
the scope of the Workplaces Ordinance to be
extended to self-employed people and work-
places outside of companies (e.g. home offices).
It will also require the definition of a worker in
the law on co-determination to be expanded.

All employees should be guaranteed the right to
informational self-determination, while employee
data protection measures must be strengthened
and guaranteed by law. It is important to ensure
that digital working does not lead to an increase
in employee surveillance and monitoring.

In order to limit the erosion of the boundaries
between work and private life, the right to be
unavailable and not to respond when contacted
outside of agreed on-call hours should be
enshrined in the law on working time.

Individual and collective Internet access,
communication and participation rights should
be stipulated by law.

Harnessing the potential of new technologies to
boost productivity and create good jobs will
require a modern education system that facili-
tates lifelong learning, offering a significantly
wider range of training and CPD opportuni-
ties. At the same time, the comprehensive

inclusion of all employee groups should counter-
act the tendency towards polarisation of the
workforce into high-skilled decision-makers on
the one hand and low-skilled workers perform-
ing purely functional jobs on the other.

In shaping the Smart Service Welt, it will above all
be necessary to develop company strategies and
reference projects and carry out research with a
view to analysing employment trends, changes in
employment structures, work organisation chal-
lenges and training requirements so that they can
serve the relevant labour policy goals.

The changes to working conditions and the jobs
performed by different professions will need to be
studied at both the empirical and theoretical levels.
The Federal Ministry of Education and Research’s
recently launched “Future of Work” labour research
programme constitutes a first attempt to use devel-
opments in the field of smart services to promote
labour policy innovations that support good jobs. A
number of different aspects urgently require analy-
sis, observation and research:

Restructuring of value chains and social infra-
structures in the workplace. How is the develop-
ment and use of smart services structured within
organisations? This is a key question that has
yet to be answered. It embraces questions and
challenges relating to job profiles in new
companies that specialise in smart services, the
adjustments that will need to be made by
established companies, emerging approaches
to the division of labour and in particular how
the balance between hierarchy/management on
the one hand and autonomy and individual
freedom on the other can be readjusted at both
the company and cross-company levels.
Reference studies and model projects should
investigate and test which aspects of company
and cross-company industrial relations regula-
tions need to be adapted and developed,
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especially in view of the trend towards less rigid
hierarchies and looser ties to management
structures. They should also investigate the
conflicts and challenges that this brings about
for employees. The research initiatives should
seek to identify new forms and ways of strength-
ening company-level co-determination even in
an environment where corporate structures may
become increasingly fragmented.

Model work organisation structures should be
developed that are characterised by varied
tasks, a holistic approach to work, the promo-
tion of training and learning and extensive scope
for employee self-organisation e.g. in terms of
managing their own workload.

Employment and displacement effects in the
structure of different industries should be
analysed in order to identify any necessary
social policy measures or training, and CPD
needs. It will also be necessary to investigate
emerging training and competency require-
ments, changes to job content and descriptions
and the implications for training and CPD.
Model projects should be initiated to develop

workplace learning methods that can be
supported by smart services (apps, smart
devices, wearables, etc.) and drive their intro-
duction and promotion within businesses. This
will require testing of self-learning, adaptive
systems for providing process-oriented support
for the use of smart services, as well as of
knowledge, learner and training models. More-
over, processes should be developed for
producing learning media by recording real-life
work (including sensor data interpretation). In
addition, best practice solutions should be
identified and publicly disseminated. Further
research is also needed on the design of
personalised occupational training measures
that take account of workers' age, qualifications
and learning skills.

The extent of virtual work organisation and
outsourcing via the Internet should be reviewed,
the relevant regulatory requirements should be
identified and innovative social policy approach-
es to ensuring material protection and employ-
ability (e.g. employee insurance) should be
discussed.
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The vision of a Smart Service Welt is already starting to
become reality. In Europe, data-driven services are ex-
pected to generate a gross value-added of 330 billion
euros by 2020. Many business models are still emerg-
ing or being developed. Consequently, many of the le-
gal details and potential pitfalls have not yet fully crys-
tallised. Two years ago, for example, no-one would have
imagined that a smart service could ever come into
conflict with Germany's Passenger Transport Act. Not-
withstanding the above, it is already possible to identify
the key policy areas that will have a defining influence
on the success of smart services. It will be crucial to
ensure that these areas have a flexible regulatory frame-
work capable of responding to rapidly evolving require-
ments. Five key policy areas are outlined below.

Data protection and IT and data security

The most important regulatory question concerns the
use of data. This applies equally to data processing, lia-
bility and ownership. Germany and Europe will need to
adopt internationally competitive and compatible regula-
tions on these issues if their businesses are to stand any
chance of producing successful exports, growing their
market share and adding value through smart services.
Ensuring trust in the way that data are used should go
hand in hand with promoting innovations and innovative
business models. At present, however, the two things
are often still at odds with each other and this tension
needs to be resolved by engaging in a dialogue with the
public. High data protection standards should therefore
be guaranteed, not least in order to create a new gen-

eration of secure German-built smart services. However,
high data protection standards will only provide a com-
petitive advantage if they nonetheless permit an appro-
priate and practical level of data processing flexibility.
Without this, it will be impossible for new data process-
ing technologies, processes and business models to
develop successfully in Germany and Europe.

In the complex Smart Service Welt, the security of data
and IT systems will be a critical success factor. As is
the case with any other technological system, it is not
possible to guarantee absolute security. However, the
aim should be to deliver a very high level of security
with quantifiable and certifiable indicators that offers a
significantly higher degree of protection than current
approaches. This concern with security should not be
confined to products’ technical functionality but should
also be firmly anchored in companies’ manufacturing
processes and organisational structures. In addition to
product safety and security, which are often taken for
granted by users, other key factors that influence the
decision to buy a particular product are user-friendli-
ness, price and innovativeness. However, these factors
are not always entirely compatible with the desire for
high security standards. As a result, it will ultimately be
up to users either to budget for the products they want
or to clearly identify their priorities so that market forces
and the laws of supply and demand put pressure on
suppliers to deliver these products.

Broadband and network infrastructure
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The universal upgrading of the broadband network is
essential for enabling the widespread delivery and use
of smart services. There are several core regions in
Germany which, although industrial, have a rural struc-
ture and currently lack adequate broadband coverage.
The German government has set itself the target of
guaranteeing nationwide 50 Mbit/s coverage by 2018.
Although this is an appropriate and ambitious goal, it
can only be a staging post on the road towards the
gigabit society.

The implementation of the Smart Service Welt will re-
quire a more powerful and diverse network infrastruc-
ture. It will need to be capable of delivering fast and
flexible mobile performance in order to cover all the
application-specific requirements, i.e. communication
between people, things, processes, data centres and
content. As illustrated by the use cases, the Smart
Service Welt is built on a continued increase in inter-
connectedness. This will far exceed the use of tablets,
smartphones and cloud solutions that we are witness-
ing today. The Internet of Things, Data and Services will
generate enormous quantities of data. It is estimated
that by 2020 some 6.5 billion people and 30 billion
objects will be connected to each other. As a result, the
global data volume is expected to increase tenfold
compared to 2014. The technological infrastructure
will play a system-critical role in the forthcoming trans-
formation of our economy and society. Coordinated ac-
tion to upgrade it should therefore be taken across the
whole of Europe.

Copyright

In order to support smart services, copyright law should
reflect technological developments rather than sticking
to principles that are no longer relevant in today’s world.
Appropriate cross-border copyright regulations are
particularly important and will require at least some har-
monisation of the relevant national regulations. The
European Commission should therefore act swiftly to
adopt the necessary reforms in this extremely conten-
tious area so that the legal uncertainty currently sur-
rounding smart services can be resolved as quickly as
possible.

Research and innovation policy

Interdisciplinary basic and applied research is a key re-
quirement for innovation and competitiveness. One
measure making a significant contribution in this regard
is the “Smart Service Welt" technology competition
that was launched by the Federal Ministry for Economic
Affairs and Energy (BMWi) at the Hamburg IT Summit
in 2014. Research policy should focus on the specific
strengths of German industry. Germany is fortunate to
have both a strong industrial base and a highly innova-
tive IT industry. In order for Germany and Europe to
develop the necessary marketable platforms and smart
services for export around the globe, it will be neces-
sary for industry and the IT community to lay the tech-
nological, organisational, commercial and legal founda-
tions through joint R&D projects. The development of
software-defined and service platforms will be espe-
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cially important. In the future, service platform opera-
tors will control the digital control points and will thus
be in a position to determine how the profits are shared
out. In order to ensure a prosperous future, Germany
will need to develop both its own service platforms and
the software-defined platforms that provide their under-
lying technical basis.

Innovation cycles have become dramatically shorter in
the digital economy. At the same time, new players are
forcing their way into the market and using their new
digital solutions to challenge established suppliers who
were previously thought to be untouchable. Recent ex-
amples, particularly in the retail trade and the media, il-
lustrate the sheer force and capital intensity of these
changes — witness, for instance, the impact of Google
in the automotive industry and iTunes and Spotify in the
music industry. German businesses will need to signifi-
cantly increase their R&D spending if they wish to keep
up with this fierce and disruptive competition.

Liability and competition

In the Internet of Things, Data and Services, future B2B
contracts will increasingly be based on standard terms
and conditions. However, one of the defining features of
[T-based services is their high level of technical complexity.
German providers or those who use German law find
themselves at a disadvantage compared to their global
competitors. This is due to the legal uncertainty regarding
limitation of freedom of contract when using contracts
with standard terms and conditions. Meanwhile, even to-
day, German SMEs regularly compete for IT service con-
tracts with US firms (generally via their Irish businesses)
whose terms and conditions stipulate a significantly lower
level of liability. A typical example would involve disclaim-
ers or limited liability clauses pertaining to data loss in
online storage services. These contractual terms and con-
ditions are perfectly valid according to Irish or US law and
have in fact become the global market standard. For Ger-
man providers, however, the legal position is less clear
and this has the effect of restricting their ability to price
their services competitively. The much-debated trend for
companies to move their domicile to a foreign jurisdiction
is thus likely to accelerate still further. It is also possible
that German companies might increasingly start providing
IT services to German customers through other European
countries such as Ireland. Another concern is that the
legal landscape in Germany could have a negative impact
on the ability of German startups to compete and on the
attractiveness of Germany as a location for international
corporations.
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Data protection
A European Data Protection Regulation is
currently being negotiated. The Regulation will
be a vital element in creating a single regulatory
framework for the whole of Europe which will in
turn strengthen Europe’s bargaining position
internationally. The German government should
therefore work towards a consensus-based
solution and push for a conclusion to the Data
Protection Regulation negotiations by no later
than 2016.
Smart services sometimes use data that is
highly sensitive from a data protection law
perspective, for example in the healthcare and
insurance industries. In these areas, there is a
particular need for regulations that permit and
promote the use of pseudonymised data. Clear
regulation can support value creation in the
Smart Service Welt without neglecting users’
and employees’ data protection interests. It will
also be important to guarantee the principle that
users should retain sovereignty over their data
and be able to decide for themselves which
data they are prepared to make available to
different parties. This will require the develop-
ment of data protection profiles that can be
adapted to different situations. Furthermore, in
the medium term it will be necessary to engage
in a broad-based dialogue with the public in
order to create a culture of privacy and trust
with regard to the use of data, as well as the
conditions required to make this possible.
It is hard for members of the public to make an
informed decision about whether or not to grant
their consent if the compulsory information
provided about the details of the data process-
ing is too extensive and detailed to be easily
understood, as is often the case with standard
terms and conditions, for example. Accordingly,
care should be taken to ensure that data

protection information is presented in a user-
friendly fashion.

Regulations should be developed for corpora-
tions with a view to simplifying cross-border
data sharing among organisations belonging to
the same group (special regime for corpora-
tions). Without prejudice to the right to informa-
tional self-determination, clear and practical
rules are needed to regulate the sharing of data
between companies within the same group so
that the same data protection standards are
observed throughout. These should take into
account how the roles of individual businesses
interact with the group’s corporate organisa-
tional structures and the extent to which the
group actually constitutes a single economic
entity.

There are also a number of new “data policy”
issues that are not addressed by traditional data
protection law. It should not be forgotten that
non-personal data also now play a key role in
the Smart Service Welt. The volume of this type
of data is set to keep rising exponentially as the
Internet of Things continues to grow. In contrast
to personal data, the protection of this field data
is not clearly regulated. Uncertainty regarding
the transfer of exclusive use rights to particular
individuals or groups touches directly upon the
question of whether and under which conditions
it should be possible to access, use and make
money from such data.

Supplementary self-regulation instruments
should be included as part of a flexible legal
framework in order to provide greater legal
clarity for businesses and users. In general,
self-regulation and co-regulation within an
appropriate legal framework offer a useful
means of ensuring that abstract regulations are
correctly interpreted in practice by pinning
down their meaning, explaining them, or other-

Smart Service Welt - Final Report

103



104

wise facilitating their implementation or enforce-
ment. This approach promises to be especially
beneficial in the digital economy, where short
innovation cycles make flexible and adaptable
regulation particularly desirable. The incentives
for companies to self-regulate should, however,
be explicitly legal in nature. Such incentives
might include a significant clarification of the
legal situation or a reduction or simplification of
the administrative burden.

IT and data security

In addition to comprehensive security manage-
ment covering all the relevant components, the
security of data transmission and storage
against unauthorised access is key to success-
fully establishing smart services on the market.
This in turn requires objectifiable criteria. One
possible approach might involve a transparent
system for classifying “secure” smart services
combined with a trust model (along the lines of
SCHUFA).

It will be necessary to explore ways of strength-
ening the statutory protection of corporate data
(e.g. company and business secrets), for
example by providing positive incentives to
implement security measures but also by
adopting regulatory measures and clarifying
liability issues.

Focal points are needed in order to heighten
awareness of security risks and disseminate
basic knowledge about secure IT, especially
among SMEs. The focal points should provide
advice on security issues, as well as indirectly
supporting the use of smart services by users.
Organisational measures such as IT security
management systems and employee training
initiatives can also play a valuable role in
security architectures. This will require the IT
security culture among providers to be strength-
ened. As manufacturer-neutral platforms, the

security initiative “Deutschland sicher im Netz"
and the “Allianz fur Cybersicherheit” should play
a key part in this process.

It will also be essential to implement technical
measures in the form of security requirements
for the communications infrastructure (brute
force protection, encrypted data transmission,
strict authentication standards and backdoor-
free solutions) and at the development stage
(security and resilience by design, state-of-the-
art development). The Smart Service Welt
components and platforms should increasingly
incorporate dynamic update points by design in
order to enable automated updating of all
system components at any time. Furthermore,
products and services should also meet high
usability standards with regard to security. It is
up to IT providers and researchers to come up
with user-friendly solutions for meeting people’s
IT security needs.

The establishment of special cybercrime task
forces at regional and national level is a big step
in the right direction. It is now important to
ensure that the police authorities’ willingness
and need to cooperate is acknowledged at a
policy level so that everyone can work together
to provide better protection against cybercrime.

Broadband and network infrastructure

Mobile data connections will be particularly
important for many smart services. It will
therefore be necessary to increase the carrying
capacity of mobile communications networks.
Government can help by freeing up additional
frequency bands for this purpose. The 700 MHz
frequency band is of fundamental importance in
this context. These frequencies should be
allocated as soon as possible so that they can
subsequently be vacated by broadcasters,
allowing their use by mobile communications
networks.
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Future 5G networks will provide a solid founda-
tion for a number of additional measures that
will be required in the Smart Service Welt. The
key performance indicators agreed at European
level under the 5G-PPP initiative are a good
starting point for delivering the requirements of
the Smart Service Welt. For example, the aim is
for mobile 5G networks to deliver a thousand-
fold increase in capacity compared to 2010.
Government must drive progress on the next
generation of mobile communications by allocat-
ing the relevant frequency bands, supporting
research and promoting international standardi-
sation.

Differentiated solutions with regard to the issue
of Net neutrality will be indispensable to the
success of Industrie 4.0 and the Smart Service
Welt. The aim should be to develop and
strengthen the Best Effort Internet whilst at the
same time authorising specialised services that
guarantee specific connection qualities. A
specific transmission capacity or bandwidth,
latency, or maximum transmission packet loss
rate may be particularly critical to the success of
different smart services. It is therefore important
that the law should guarantee the commercial
freedom of telecoms companies and their
customers with regard to traffic management
and Net neutrality.?

Copyright
It is in the interests of Europe’s digital single
market to promote transparent, legally compliant
and appropriately reimbursed use of copyright
works on the Internet. Copyright collection
societies and other rights agencies should
declare the rights, works, originators and
territories that they administer both transpar-
ently and in a manner that can be easily ac-
cessed by anyone. The introduction of a
registration system should be supported.

Within Germany, the forthcoming review of the
Copyright Administration Act (UrhWG) should
require copyright collection societies to grant
fair use rights to anyone who requests them.
This will be a fundamental factor for enabling
fair competition in Germany despite the use of
copyright by some parties to establish virtual
monopolies. It will also be essential in order to
allow the right holders to establish new, Web-
based business models. The flow of rights
artificially created through deposit mechanisms
(Article 11. 2 UrhWG) in the event of a dispute
over use rights should therefore be retained
until a consensus-based alternative can be
implemented. However, it should be possible to
apply for a temporary injunction so that the
Arbitration Board of the German Patent and
Trade Mark Office (DPMA) can review and
modify the level of the deposited fees. This will
make it possible to establish a fair basis for
negotiation, as well as preventing German
industry from losing out on potential investments
as a result of disproportionate copyright
demands.

The model developed during the 1960s based
on conventional photocopiers, where users paid
a charge in exchange for their own private
copies, is now being superseded by develop-
ments in the digital world. There has been a
dramatic change in the way right holders market
their copyright material. Forms of use such as
streaming allow consumers to enjoy music and
video anytime, anywhere. Devices can be
quickly tailored to customers’ wishes thanks to
short innovation cycles and are undergoing
increasing convergence. A charging system
based on the user's device or storage medium
no longer makes sense in the age of smart
services where Web-based services are
merging with physical products and services.
Subsequently, there is a need for in-depth
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discussion of alternative models that can
provide originators and consumers with greater
legal clarity and transparency. Attempts to
simply tinker with the existing model will amount
to nothing more than makeshift emergency
repairs to a system that is past its sell-by date
and has ceased to be practicable in the digital
world. In particular, the introduction of an
obligation to deposit reprographic levies would
be diametrically opposed to the sensible
optional deposit mechanism that currently
exists, causing conflicts within the system and
potentially also being unconstitutional. This
would only make the situation of those con-
cerned even worse than it already is.

Research and innovation policy

Tax measures to promote R&D should be
introduced as soon as possible — the use of
such measures has long since been standard
practice in countries such as the US, France,
Japan and China.

The percentage of government funding for
industrial R&D in joint research projects should
be increased.

The Federal Ministry of Education and Re-
search’s successful cluster policy should be
continued, cooperation between users and

suppliers should be strengthened, R&D pro-
grammes should concentrate more strongly on
the concerns of industry and there should be a
greater focus on delivering concrete market
successes.

Research into participatory production and
prosuming as well as the inclusion of users,
customers and consumers should be strength-
ened.

“Smart service competence centres” should be
established where researchers and industry can
pilot platforms and smart services in joint
flagship projects in order to accelerate the
necessary technology and knowledge transfer.
Given the rate at which the digital revolution is
unfolding, it will be important not to waste any
more time than is strictly necessary on creating
the relevant structures. The competence
centres should therefore be built on top of the
existing cluster structures.

Liability and competition

It will be necessary to verify the compatibility of
German law on standard terms and conditions
with international IT contracts. The goal should
be to harmonise the regulatory framework
throughout Europe.

1 In accordance with the resolution of the Standing Conference of the Ministers and Senators of the

Interior of the Lander in the Federal Republic of Germany (IMK) of 18/13 November 2010.

2 The ver.di trade union is nt in favour of restricting Net neutrality.
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Background

“Smart Service Welt — Web-based Services for Busi-
nesses” is a strategic initiative of the German govern-
ment that was initiated by the “Digital Economy and So-
ciety” (formerly “Communications”) Promoters Group of
the Industry-Science Research Alliance and was subse-
quently adopted by the German government in early
2012 as part of its High-Tech Strategy 2020 action plan.

In the coalition agreement of the current parliament, the
German government makes explicit mention of the
business and research area of “smart services” as a
goal in its own right: “We will drive the digitisation of
traditional industry through the strategic initiative Indus-
trie 4.0. Thereafter, the next step will be to promote
smart services! This strategy also informs the Digital
Agenda and the latest version of the High-Tech
Strategy: “In view of the potential of smart services, the
Federal Government will provide German businesses
with support to help them secure full control of the en-
tire value chain and manufacturing processes!” The
“Smart Service Welt" technology competition of the
Federal Ministry for Economic Affairs and Energy

(BMWi) was launched as a targeted means of promot-
ing the Smart Service Welt. The Smart Service Welt
Working Group sees its work as contributing to the ac-
tivities of the German government in this area.

The multi-stakeholder approach

The “Digital Economy and Society” Promoters Group
of the Industry-Science Research Alliance designated
two strategic initiatives in the field of communication:
“Industrie 4.0" and “Web-based Services for Busi-
nesses”. In doing so, the Promoters Group joined vari-
ous Federal Government initiatives such as the Re-
search Agenda Cyber-Physical Systems (2012) in
highlighting the need for further research on embedded
systems with a particular focus on the fields of energy,
manufacturing and healthcare. The strategic initiative
“Industrie 4.0" subsequently went on to address the
competitiveness of manufacturing industry in the digital
age. Following a successful initial roll-out of Industrie
4.0, the second strategic initiative “Smart Service Welt”
is now focusing on the opportunities for businesses
arising from both the integration of products and ser-
vices and the underlying data-driven business models.

Figure 19
Structure of the Smart Service Welt Working Group (as of April 2014)
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The two working groups that developed the recom-
mendations adopted an innovative approach to their
work. Representatives from a wide variety of industries,
disciplines and sectors came together to help formu-
late a set of recommendations with the overriding goal
of securing Germany's competitiveness. The Smart
Service Welt Working Group comprised 140 repre-
sentatives drawn from industry, the research communi-
ty, the trade unions, industry associations and govern-
ment who worked together to develop the Smart
Service Welt vision. This make-up answers the call for
closer cooperation between different industries and
sectors.

The recommendations of the Smart Service Welt
Working Group

After submitting its interim report to the German gov-
ernment at CeBIT 2014, the Working Group altered its

Reports of the Smart Service Welt Working Group:
acatech.de/smart-service-welt

BMWi technology competition “Smart Service Welt”:

smartservicewelt.de

German government’s High-Tech Strategy:
hightech-strategie.de

structure to reflect the report's recommendations. The
four sub-committees of the restructured Working
Group then carried out further work on the interim re-
port's recommendations under the co-chairmanship of
acatech President Henning Kagermann and Frank Rie-
mensperger, Managing Director of Accenture GmbH
(see Figure 19).

The final report was drafted jointly by the whole group
based on the findings of the individual sub-commit-
tees. It will be submitted to the Federal Government at
CeBIT 2015. The final report's recommendations are
a more concrete and detailed version of the recom-
mendations contained in the Smart Service Welt
Working Group’s interim report of March 2014. They
are intended to provide a basis for the ongoing imple-
mentation of the changes needed to create the Smart
Service Welt.
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