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Foreword

Will we learn the lessons of the current SARS-CoV-2 pandemic
and take proactive measures to prepare for future shocks of all
kinds? Or, as on so many previous occasions, will we once again
pass up the opportunity to learn, and allow resilience to drop off
the radar as soon as the crisis is over?

Resilience is currently receiving a lot of attention in contexts rang-
ing from the psychological resilience of individuals to the resil-
ience of entire communities. However, there is no guarantee that
this interest will be sustained, either in these areas or with regard
to the resilience of economic structures. Government, science, and
industry must act now to translate the current momentum into
concrete joint initiatives that genuinely strengthen resilience so
that we are better equipped to cope with the next crisis.

Accordingly, it is necessary to widen the debate on securing
Germany's and Europe's long-term competitiveness. Resilience
must take its place as a policy goal alongside the adaptation
of individual industries to structural change, the question of
technological sovereignty in the face of growing trade disputes,

Foreword

and the key 21% century challenge of climate neutrality. However,
there is no denying that this will add to the overall complexity
and tensions between the individual goals, making things even
more difficult for decision-makers.

Consequently, this three-volume study aims to provide guidance
on how to strengthen resilience as part of the transformation of
supply chains and value networks. The volume at hand, Volume 1,
introduces the concept of resilience in an economic context and
discusses general approaches to its implementation. The other
two volumes build on this, taking an in-depth look at the chal-
lenges and opportunities of resilience in the healthcare industries
and the automotive industry.

All three volumes of this acatech IMPULSE are based on a paper
that was discussed with members of the German government in
early 2021.

acatech would like to thank everyone involved for their invaluable
contributions.

Prof. Dr. Dr-Ing. E. h. Henning Kagermann
Chairman of the acatech Board of Trustees



Executive Summary

The SARS-CoV-2 pandemic has brought a new perspective to
the innovation policy debate, which in recent times has focused
mainly on structural change and technological sovereignty. It is
also necessary to guarantee the resilience of economic structures
in order to secure long-term value creation and employment and
ensure that Germany and the European Union are able to keep
functioning during a crisis.

Published in three volumes, this study addresses the resilience
of value networks and supply chains (Volume 1), as well as
providing in-depth case studies of the healthcare industries
(Volume 1) and the automotive industry (Volume Il1).

Resilience is a key enabler of selfreliance in a world currently
facing three crises with very different timescales, in the shape
of the pandemic, simmering trade disputes and climate change.

There is one fundamental error that must be avoided in this con-
text. Resilience has been debated before, during past crises. How-
ever, the importance attached to resilience invariably diminished
markedly once the crisis was over, when other priorities moved
back up the policy agenda. In many cases, this happened before
there was time to learn lessons from the crisis and take the
measures needed to make the relevant structures more resilient.

This must not happen this time round - decision-makers in
government, science, and industry must make the most of the
current momentum.

Crisis management teams, crisis plans, and accelerated processes
must be established and rehearsed as soon as possible. Continu-
ous risk management must become an inherent part of individ-
ual responsibility, permanently anchored in the decision-making
structures of businesses, public authorities, and government, and
thus also in employees’ minds. This will also involve carrying
out a critical review of incentive structures that make resilience
initiatives unattractive to policymakers and businesses.

Volume | - Resilience as a Goal for Economic and Innovation
Policy

The background discussions for these acatech IMPULSES iden-
tified a number of general supply chain and value network
resilience strategies that can be pursued by government and
industry (see Figure 1).

The current pandemic provided the starting point for formulat-
ing general strategies for strengthening resilience against all
kinds of crises. The following general findings are examined in
depth in the first volume:

1. While the SARS-CoV-2 pandemic has starkly exposed certain
weaknesses with regard to resilience, it has also highlighted
huge potential for agility and innovation within industry,
the public authorities, and government. The ideas and expe-
rience needed to develop resilience strategies already exist
- the next step is to create the conditions to enable their
systematic implementation.

2. The next crisis is unlikely to be another pandemic and will
therefore affect various industries and areas of society in
different ways. Consequently, resilience initiatives should
have a broader conceptual approach than is often the case
today.

3. Resilience involves an ongoing process rather than a one-off
effort. It does not aim to completely prevent all the negative
impacts of a crisis. It means making preparations so that it
is possible to keep functioning during a crisis and recover
rapidly once it is over. The aim should be to create a new
state that is better than before (“recover and re-imagine”
rather than simply returning to the status quo).

4. The main responsibility for a business's resilience lies with
the business itself. But resilience is not just in a business's
own interest - it is also part of its responsibility towards
society and its employees. Government can and must help
businesses to strengthen their resilience, first and foremost
by creating favourable conditions.

5. Technological sovereignty should not be confused with
autarky. On the contrary, non-European actors should be
actively recruited for projects within European regulations.
Accordingly, discussions about promoting the growth of glob-
ally competitive ecosystems in strategic technology fields
should aim to increase resilience by diversifying the global
supplier landscape and strengthening Europe’s own position
on the global market.
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Establish frameworks for
unhindered access to data

Ensure Europe's ability to
function in a crisis

* European crisis management

GAIA-X-based data spaces team,/resilience council

¢ Ensure that individual nations do

integrity and interoperability not go it alone

 Review regulatory framework
(both in general and exemptions
for crises)

Government

Figure 1: Cross-sectoral priority areas (source: authors' own illustration)

6. Due to the significant additional costs, it only makes sense to
build up European production capacity that is independent
of the market in order to guarantee the supply of goods and
services in a limited number of basic public service areas.
Accordingly, the State should only introduce strict resilience
regulations where this is essential for it to keep functioning
or provide basic public services in crisis situations.

Volume Il - Resilience in the Healthcare Industries: Quality and
Security of Supply in Complex Global Value Networks

Reliable healthcare provision even during times of crisis and
the strong healthcare industries needed to make this possible
are clearly in the interests of both policymakers and the public.
It should therefore be a policy goal to strengthen resilience by
securing and expanding value creation in these key industries,
especially in the case of new, highly innovative medical devices
and therapeutic approaches.

The challenges associated with strengthening resilience in the
healthcare industries include structural factors (cost structures,
rigid regulatory environment, reimbursement system) that are
conducive to the emergence of vulnerabilities in the supply and
production chains for certain supply-critical products. Inadequate
infrastructure and complex regulations have hitherto prevented
the more extensive use of health data.

In the long term, close coordination and cooperation between
government, science, and industry could help to achieve signif-
icant progress in strengthening the resilience of supply chains

and value networks against all types of shocks in the priority
areas identified in Figure 2.

This would in turn strengthen the resilience of the healthcare
system as a whole. A series of recommendations based on the
lessons learnt from the current pandemic - also encompassing
wider aspects such as public communication - were published
in early 2021 in the acatech IMPULSE The Resilience and Perfor-
mance of the Healthcare System in Times of Crisis.

The following key messages encapsulate the main insights from
the discussions with experts on the resilience of the healthcare
industries. These are explored in depth in Volume 1I:

7. Since staffing and production capacity in the healthcare
system cannot simply be increased overnight when a crisis
strikes, adequate buffers should be permanently maintained
within the system. Once the critical products have been
identified, government, science, and industry should draw
up options for implementing intelligent reserves of the
relevant goods and production capacity.

8. Stringent quality assurance and certification regulations place
tight constraints on the flexibility and responsiveness of the
healthcare industries in times of crisis. The pragmatic coopera-
tion between private companies and public authorities during
the pandemic has foregrounded opportunities to simplify
and speed up certain procedures without compromising
safety.
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Figure 2: Priority areas in the healthcare sector (source: authors’ own illustration)

9. Problematic dependencies on a handful of mainly Asian
producers exist for certain supply-critical drugs and medical
devices. These dependencies make supply chains vulnerable
to shocks and can create supply shortages even outside of
crisis situations. Changes to the incentive and reimburse-
ment systems could support supplier diversification and
potentially also enable the development of self-sustaining
production capacity in Europe.

10. The innovative use of health data offers not only systemic
resilience benefits but also concrete patient benefits and
value creation opportunities. Better framework conditions
and European infrastructures such as GAIA-X should be
implemented in this area as soon as possible, not least to
prevent dependence on suppliers from other markets. High
cybersecurity standards are particularly critical in the health-
care sector.

Volume Il - Resilience in the Automotive Industry: Between
Global Structures and Local Challenges

The extensive changes required to strengthen the resilience
of automotive industry value networks and supply chains in
the face of both long-term structural change and the immediate
crisis call for close cooperation and a new culture of sharing
information among the different market players and with science
and policymakers.

In an industry characterised by globally fragmented value creation
systems, greater supply chain transparency is a key requirement
for greater resilience.

Figure 3 summarises the priority areas for strengthening resilience
identified during the discussions. Volume 1l explores these areas
in depth, with a focus on batteries, microelectronics, and data.



Increase flexibility
* Make production systems more flexible

* Review interpretation of competition law in crisis
situations and for pre-competitive collaboration
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Strengthen microelectronics in Europe

* Strengthen the ecosystem, e.g. through additional
microelectronics IPCEI
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automotive industry

Think circular for batteries
« Promote circular economy concepts

« Create supportive framework, e.g. recycling rates at the
component level

* Regulatory sandbox for circular economy for batteries

« Monitor critical components and raw materials

Enable secure use of data
* Rapid implementation of European platforms
* Build trust, with government acting as mediator

« Strengthen cybersecurity

Figure 3: Priority areas for the automotive industry (source: authors’ own illustration)

The discussions produced the following key messages concerning
the resilience of the automotive industry:

11

Reviewing the extremely restrictive standard interpreta-
tion of European competition law and defining exemptions
for crisis situations could improve the industry's ability to
function in acute crises and facilitate pre-competitive col-
laboration on important strategic projects that permanently
strengthen value network resilience.

. Supply base diversification for critical components is key to
ensuring the resilience of the German automotive industry,
which is currently heavily dependent on Asian producers
for microelectronics and batteries. In the medium to long
term, other factors that can help to increase the resilience of
value creation in strategic mobility sectors include alternative
materials research, substitution of scarce raw materials,
implementation of circular economy principles, and more

13.

14.

generally the development of existing key automotive elec-
tronics technologies.

Policy support to strengthen Europe's design, manufacturing
and - in the case of batteries - recycling capability should
be maintained and increased. This will involve cooperating
closely with industry to promote the establishment of
selfsustaining ecosystems. Policymakers can provide support
through regulatory sandboxes, IPCEI, and research factories.

Control of the data streams and software in and around the
vehicle is also strategically important for resilient business
models. Rapid implementation of GAIA-X and the Mobility
Data Space is thus vital to ensuring that these key value
creation factors remain in European hands. The establishment
of a cross-company data space across the entire value chain
would make a significant contribution to strengthening re-
silience.



The study comprises three volumes:

Resilience as a Goal for Economic and Innovation Policy
(Concepts and general approaches for implementing resilience)

Resilience in the Healthcare Industries: Quality and Security of Supply in
Complex Global Value Networks*
(Industry case study of principles discussed in Volume I)

Resilience in the Automotive Industry: Between Global Structures and
Local Challenges*
(Industry case study of principles discussed in Volume I)

*The full-length text of this volume is only available in German
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In addition to carrying out a review of the specialist literature
and other studies, the acatech Secretariat conducted a series of
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civil society. In the interviews, the lessons learnt from the current
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of how to strengthen the general resilience of economic structures
against all kinds of shocks.
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1 Introduction

Resilience is the ability to contain the negative impacts of a crisis
thanks to vigilant forward planning, recover rapidly, and learn
the appropriate lessons. As well as adapting or recreating the
relevant structures, this learning process includes building the
relevant skills and ensuring their availability. Resilience is not
a new concept'. In the past, however, interest in resilience has
tended to wane once a crisis is over, before appropriate measures
to strengthen it have been implemented.

This cannot be allowed to happen again in the wake of the
SARS-CoV-2 pandemic. In spring 2020, for example, partially
uncoordinated border closures resulted in disruption to essential
production and supply chains, causing shortages of individual
goods such as medical protective equipment. This in turn directly
compromised the ability of governments to combat the pan-
demic and its economic impacts. Closer coordination of the
measures taken by European countries is thus vital, not least in
order to maintain supply chains within Europe.

Once the crisis is over, the aim should be to build back better.
This will call for a broad dialogue within and between govern-
ment, science, industry, and the general public about the lessons
learnt and how these translate into concrete resilience measures.
This also applies to the resilience of supply chains? and value
networks?, the focus of this acatech IMPULSE.

Introduction

The next crisis will (in all probability) not be a pandemic. Accord-
ingly, resilience strategies should be geared towards ensuring a
general capacity for action and ability to adapt rapidly to the
specific challenge in all manner of different, unforeseeable crisis
situations. The high degree of agility and flexibility shown by
many sectors of government and industry in dealing with the
impacts of the pandemic is something that can and must be
learnt from for future crises.

This acatech IMPULSE hopes to contribute to this learning
process. It aims to introduce economic resilience concepts and
discuss general approaches to implementing them, building on
the experience of science, industry, and government in dealing
with the current pandemic.

Chapter 2 begins by defining the concept of resilience and
placing it in the context of other important economic and inno-
vation policy debates. Chapter 3 explains why resilience should
not simply be regarded as a specific response to the current
pandemic and should instead be understood and implemented
in a more general manner. Chapter 4 discusses potential con-
flicts between resilience and other objectives. This is followed
by a discussion of European crisis management in Chapter 5.
Finally, a number of general resilience principles are outlined in
Chapter 6, while Chapter 7 sets out various cross-sectoral strat-
egies for strengthening resilience.

1 | See acatech 2014; Bertelsmann Stiftung 2017b; Fraunhofer ISI 2020; OECD 2016.

2 | Supply chains encompass all material and information flows across the entire value creation process, from raw material extraction and the various
processing stages right up to the end consumer (authors' own definition based on Gabler Wirtschaftslexikon 2018b).
3 | The term value network reflects the trend towards the breakup and increased dynamism of conventional, predominantly rigid and linear value chains.

In contrast to traditional value chains, the interaction and collaboration between the web of actors in a value network is more flexible, more dynamic,
and in some cases also more automated. Value networks facilitate innovative service offers and enable multiple different ways of supplying and selling
products and services (authors' own definition based on acatech 2020b, Gabler Wirtschaftslexikon 2018a).
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2 Definition of resilience

Resilience is the ability to prepare for and cope with
sudden and hard to foresee adverse events (shocks),
and use the lessons learnt to adapt and improve the
relevant systems. Resilience is not a static condition,

it is a continuous process. In some sectors, there is a
degree of overlap between resilience and technological
sovereignty. It is also necessary to ensure that resil-
ience measures are aligned with ongoing structural
change processes.

There is little consistency in the definitions of “resilience” used
in different debates and studies. For example, there are differ-
ences regarding whether structural change processes should be
regarded as shocks, and how severe the disruption needs to be.
What most definitions do have in common is that they focus
on the impacts on systems and processes rather than on the
concrete cause of the shock itself, since this is not always known.*

For the purposes of this acatech IMPULSE, resilience is defined
as follows:

In the context of value networks, resilience refers to the
ability to prepare for sudden/unforeseen and in some
cases unprecedented adverse events with potentially
catastrophic impacts, avert them as far as possible, cope
with them if they cannot be averted, and recover rapidly
from any damage caused. This includes the capacity to
plan for external shocks and use the lessons learnt from
a crisis to implement advance measures for managing
future crises, thereby creating more adaptable adapted
systems. Putting resilience into practice calls for cooper
ation between government, science, industry, and civil
society.

This definition is based on the assumption that resilience includes
a transformative element, i.e. that adaptive measures are taken
after a crisis in preparation for future external shocks. Accordingly,
it is better to visualise resilience as a spiral rather than a cycle
- instead of returning the system to its original state at the end
of a crisis, the aim should be to attain a new state that is more
adapted and better than before (see Figure 4).

Resilience can be broken down into five phases:

=  Prepare
= Prevent
= Protect
= Respond

= Recover and Re-Imagine

Respond

R eco Ver

Figure 4: The resilience spiral (source: authors' own illustration)

Forward planning and preparation for each phase are only a part
of what makes a successful resilience initiative. According to the
experts, a high degree of agility in the relevant structures and
processes is equally important (see also Box 2).

It is thus clear that resilience is not a static condition - it is a
process involving continuous implementation of the appropriate
measures.

It is also important not to misconstrue resilience as a means of
completely preventing the negative impacts of shocks - it is
not possible to guarantee full protection against every type of
shock event. Instead, resilience aims to mitigate the impacts
and enable a rapid recovery in a skilful manner before, during
and after a shock.

4 | See acatech 2014; Bertelsmann Stiftung 2017b; Bundesakademie fir Sicherheitspolitik 2016; FhG 2020a; Fraunhofer ISI 2020.
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Definition of resilience

Levels of resilience

Society

Focus of this
publication

Figure 5: Levels of resilience (source: authors' own illustration)

Resilience can exist at different levels (see Figure 5), ranging
from the psychological resilience of individuals at one end of the
spectrum, to the resilience of entire societies at the other.®

This acatech IMPULSE focuses on the resilience of value net
works. It should be stressed that the decision to investigate this
particular aspect does not imply that the other levels of resilience
are any less important. Moreover, the measures and strategies
discussed in this publication are also relevant to the adjacent
levels, i.e. the resilience of individual businesses and of the econ-
omy as a whole.

2.1 Resilience in the context of other
current economic and innovation
policy debates

During the current pandemic, the concept of resilience has
gained currency in economic and innovation policy debates on

5 | SeeLIR Mainz 2020.
6 | Seeacatech 2021a.
7 | See ibid.

securing value creation and competitiveness. It has become clear
that there is some overlap with other key strategic debates, espe-
cially technological sovereignty® and adaptability to structural
change processes (see also Figure 6). This acatech IMPULSE only
references these other two debates where there are synergies or
conflicts with resilience.

Technological sovereignty refers to the freedom to inde-
pendently choose which technologies to use. In combination
with the capacity to test and evaluate the alternatives, techno-
logical sovereignty directly strengthens resilience in some areas
such as battery production and data use.

Conversely, resilience is undermined by the threat of access to
certain technologies being withdrawn - for example due to un-
foreseen political conflicts (see also Chapter 3). However, this link
between resilience and technological sovereignty should not be
misconstrued as a plea for complete autarky, as explained for
example in the acatech IMPULSE on Digital Sovereignty’ with
reference to digital technology. From a resilience perspective,
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Technological
sovereignty

Resilience

Adaptability to
structural change

Further
aspects

Competitiveness

Further
aspects

Figure 6: How does resilience fit in with other objectives? (source: authors' own illustration)

too, the experts regard self-determination and freedom of choice
as the key objectives of technological sovereignty, rather than
isolationism and complete selfsufficiency.

Similarly, although resilience is by definition largely concerned

with unpredictable shortterm events, it cannot be considered
in complete isolation from long-term structural change (such

22

as the increasing use of electric vehicles) - it is important to
avoid an "eitheror” approach. Ideally, resilience measures should
always form an integral part of adaptation to structural change
processes. This means identifying new vulnerabilities arising from
structural change as early as possible and implementing appro-
priate countermeasures.



3 The challenge: vigilant
preparation for the un-
expected

When the next crisis occurs, as it must, it is unlikely
that it will be a pandemic. In view of the many differ-
ent types of potential shock, it is vital for government
and businesses to establish structures that are resilient
to crises of all kinds and can be rapidly adapted to
the current shock when a new crisis occurs. Never-
theless, forward planning for industry-specific crisis
vulnerabilities is also necessary so that businesses can
continue to operate and ensure security of supply for
the general public.

Resilience involves preparing for shocks without knowing exactly
when they will occur or what form they will take. For example,
two thirds of those interviewed for the 2019 Supply Chain Resil-
ience Report thought that cyberattacks would pose the greatest
threat to supply chains in 2020.2 A global pandemic was not
perceived as an acute threat in 2019.

Conversely, the current resilience debate is quite understandably
too focused on pandemics, even though it is highly unlikely that
the next major crisis will be another pandemic.

Because it is not possible to say what shape the next crisis will
take, it is important to have a clear overview of all potential forms

8 | SeeBCI 2020.
9 | See Unkrig 2020.

The challenge: vigilant preparation for the unexpected

of disruption and develop concrete plans for different types
of crisis. Functioning production and supply chains are key to
guaranteeing security of supply.

“You need to recognise the shock, but you shouldn't be
shocked by it."”

It is also necessary to treat resilience as an ongoing challenge
because we are increasingly living in a VUCA world.

VUCA is an acronym for Volatility, Uncertainty, Complexity and
Ambiguity. It describes the challenges facing businesses and
society as a whole in a world that has become more vulnerable
to crises due to phenomena such as digitalisation and globalisa-
tion.? As a result thereof, businesses will need to become more
resilient in order to cope with increasingly frequent unforeseen
crises.

“The world will become more volatile. There will be more
shocks, and their impacts will be more severe. We need
to find solutions to this.”

Resilience is about coping with external shocks rather than
the internal challenges of particular industries and systemic
weaknesses. Box 1 provides an overview of the different types
of potential crises.
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Box 1: Overview of crisis types

Potential shock events can be caused by natural phenom-
ena, human beings or technology. For analytical purposes,
conceivable shock events can be broken down into seven
broad categories. Specific events may come under several
different categories at once or move between categories as
they unfold.”

Highly improbable crisis events that are often difficult to
anticipate and have severe impacts are referred to as "black
swan" events."" Many of the interviewees classify the current
SARS-CoV-2 pandemic as a black swan (compared to other,
regional epidemics) due to the global spread of the virus and
its drastic economic impacts.

= Natural phenomena: Examples include floods, earth-
quakes, and heat waves. The risks for particular regions
are usually known. Protective measures such as dams are
often already in place, but are not always sufficient. Infre-
quent and highly destructive natural phenomena such as
once-in-a-century flooding or volcanic eruptions can have
particularly dramatic impacts on the affected region. These
can only be mitigated by extremely expensive defences.

= Technology failure: This category includes crises that
have been caused intentionally, such as cyberattacks, and
accidental technology failures caused by factors such as
material stress.

The McKinsey Global Institute produced a similar classification™
in a study of the resilience of different value creation systems
that analysed how vulnerable certain key industries are to dif
ferent types of risk.

With regard to technology-intensive sectors, the study found
that a pandemic “only” has particularly severe impacts in a few
industries such as the aerospace, transport equipment, and
automotive industries, whereas it hardly affects other sectors
at all. On the other hand, many technology-intensive industries
are extremely vulnerable to shocks such as trade disputes or
cyberattacks (see Figure 7).

10 | See ESYS 2017.
11 | See Taleb 2013.
12 | See McKinsey Global Institute 2020.

= Threats to public health: Bacteria and viruses can cause
regional disease outbreaks, as in the case of Zika and Ebola,
or global outbreaks, as with SARS-CoV-2. The combination
of specific safety measures to protect the workforce and
public uncertainty about the future of the economy can
often have a negative impact on production and supply
chains.

= Social threats: Social movements such as the Arab Spring
protests or ethnic groups fighting for independence can
trigger regional crises. Depending on the size of the move-
ment and how its campaign unfolds, this type of crisis event
can seriously disrupt the region's economy for several years.

= Political threats: Almost all companies operate in several
different markets and/or source components from other
parts of the world. Political crises such as wars or coups can
threaten the functioning of production and supply chains,
for example through the physical destruction of plants or
the disruption of production due to a shortage of personnel.

= Trade disputes: Geopolitical conflicts can sometimes cause
arguments that spill over into trade disputes between in-
dividual countries or entire regions. Supply chains can be
seriously impacted when import and export bans or high
tariffs are imposed on certain goods.

= Economic shocks: The stability of the financial markets is
vital to the real economy. Stock market crashes such as the
one during the 2008 financial crisis have a severe impact
on the global economy.

What Figure 7 does not show is that the exposure of a given
industry can in some cases vary significantly depending on which
part of the world is affected by the crisis (and which manufac-
turers are located there). This is particularly true of local natural
phenomena such as flooding.

The diverse nature of the potential shocks means that the les-
sons learnt from the current pandemic should only be treated
as a starting point when analysing this topic. It is essential for
businesses and government to develop and pursue broad-based
resilience strategies that are also effective against other types
of crisis event. This will require them to engage in proactive crisis
management, even during crisis-free times.

13 | The table below focuses on technology-intensive industries and does not include other sectors that were in some cases badly affected by the pandemic,
such as catering, textiles, and tourism. See McKinsey Global Institute 2020 for the impact on other industries.
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The challenge: vigilant preparation for the unexpected

Overall shock Pandemic Large-scale Geophysical Heat stress Flooding Trade dispute
exposure cyberattack event
Chemical 19 16
Transpo_rtatlon - 13 15

equipment
Electrical

- 15
equipment
Machinery and

- 17
equipment
Computers and

. 14
electronics
Communication

- 16
equipment
Semiconductors

18
and components

Less exposed D D . . More exposed Rank of exposure (1 = most exposed)

Figure 7: Exposure of selected technology-intensive industries to different types of risk (extract from original table; source:
McKinsey Global Institute 2020)
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4 Conflicts between
resilience and other
objectives

During crisis-free times, resilience is often overlooked
compared to other objectives such as shortterm

cost optimisation or high regulatory standards. It is
important to address these conflicts in order to ensure
that any progress with regard to resilience is sustained
over the longer term. Resilience must be firmly and
above all permanently anchored as an economic and
social goal in the relevant incentive systems, structures
and institutions, and in people's minds. If we do this,
we will be able to fall back on resilience when the next
crisis comes along, rather than wishing we had done
more to strengthen it.

The following sections discuss some of the conflicts between
resilience and other objectives.

4.1 Resilience and efficiency

Efficiency and resilience may appear to be at odds with each
other if only crisis-free times are considered. However, a long-term
perspective that takes the cost of crises into account reveals
significant overlaps.

Today's supply chains are optimised for cost and time effi-
ciency. While concepts such as justin-time and just-in-sequence
significantly reduce inventory costs, they always entail the risk of
production being brought to an immediate halt if supply chains
are interrupted due to the threat of border closures and other
crises (see Box 1). From a long-term perspective, therefore, main-
taining a certain level of inventory contributes to resilience, even
if it does entail short and medium-term costs.

At the level of entire value networks, multi-sourcing can help
to make supply chains and production processes more resilient

14 | See VDMA/IfW 2020.
15 | See acatech 2019.
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and - in the long term - more efficient.' In practice, however,
incentive structures that fail to take resilience into account often
prevent this principle from being implemented. As far as the pur-
chasing company is concerned, maintaining additional suppliers
means more work. Moreover, procurement officers are usually
judged on shortterm cost savings rather than on the extent to
which they strengthen long-term supply chain resilience.

One approach to solving this dilemma would be to create incen-
tives for managers that specifically increase the weighting of a
company's medium- to long-term success. This would be a par
ticularly effective way of encouraging publicly listed companies
to adopt a longerterm strategy. Some of the interviewees say
that shareholders often put too much pressure on management
to deliver short:term gains at the expense of long-term resilience.

Privately-owned medium-sized enterprises, many of which
have a strong local tradition in a particular location, are at a
significant advantage in this regard. Some of the interviewees say
that medium-sized enterprises often adopt a long-term perspec
tive when judging their success as a company and setting their
goals. This causes them to act in a way that helps to strengthen
resilience throughout entire value networks.

Improving access to patient capital can also help to embed long-
term thinking and action more strongly within companies. Some
countries have launched programmes and initiatives with this
specific aim, for example the Long-Term Stock Exchange (LTSE)
in the US and the British Patient Capital Programme. The devel-
opment of a new co-investment platform for direct investment is
another useful approach.”™

It is also important to develop resilience metrics in order to
make it clear which resilience level is being referred to and how
resilience can be measured at this level. For example, while there
are clear indicators for measuring and monitoring efficiency, this
dimension is currently missing from the resilience debate. To put
it more graphically, we need to put a price tag on inadequate
resilience.

“The exclusive focus on monthly return on investment
isn't a law of nature. We can give more weight to
resilience if we want to.”



4.2 Resilience and regulation

Germany's performance during the different phases of the
pandemic so far has been mixed. It did relatively well in the
spring and summer of 2020, even compared to its European
neighbours. Extensive relief schemes initially led to widespread
confidence among government, industry, and the general public
that the country was taking appropriate and systematic measures
to bring the pandemic under control.’ In the autumn of 2020,
however, the number of cases rose rapidly again in Germany, as
in other countries, resulting in new and in some cases drastic
restrictions. Meanwhile, some of the widely publicised relief
payments continue to experience major delays, posing a severe
threat to the survival of many businesses, especially smaller ones.
These events demonstrate that crises can also present serious chal-
lenges for government regulation. In some cases, it is necessary
to reinvent the regulations in question so that their processes are
faster and more flexible in crisis situations.

In this context, both the experts interviewed for this publication
and various studies make the point that too much regulation
can inhibit economic actors' ability to adapt in an acute crisis
situation.'” Accordingly, the experts advocate regular scrutiny
of regulations to determine whether they are effective and
whether scrapping or amending certain regulations could enable
greater flexibility for efficient crisis management.'

There was general approval regarding the flexibility of govern-
ment decision-making during the pandemic in areas such as
employment law and research funding programmes in the health-
care sector. Several interviewees from businesses highlight the
positive, flexible and pragmatic cooperation between company
management, works councils and the trade unions in dealing
with the crisis. Nevertheless, there are some aspects where the
interviewees call for greater policy and administrative flexibility
in order to enable an even faster response in the event of a shock.

This is illustrated by the regulations governing production
processes and the market approval of new products. In most
cases these regulations are appropriate and necessary, not least in
order to guarantee product quality and safety. In some instances,
however, the relevant processes can be very time-consuming and
complex. As a result, the regulations can sometimes prevent the
adoption of creative, flexible and less time-consuming processes

16 | See BMF 2020; SVR 2020.

17 | See Bertelsmann Stiftung 2017a.
18 | See acatech 2021b; 2021c.

19 | See acatech 2021c.

20 | See AlTakarli 2020.
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that are still safe. This applies to the regulations for converting
production facilities or certifying suppliers in the healthcare in-
dustry, for example.”

4.3 Resilience and degree of political
centralisation

Over the course of the pandemic, it has become apparent that
both highly centralised systems - such as China - and decentral-
ised systems such as German federalism have their strengths
and weaknesses when it comes to tackling a crisis of this nature.

China and to some extent also South Korea have taken a highly
centralised approach to combatting the pandemic. In both of
these countries, strict digital contact tracing and the rapid impo-
sition of centrally decreed lockdowns in the worst hit regions led
to measures being implemented faster and more effectively than
in other parts of the globe. However, long-term, centrally decreed
interventions of this type are unthinkable in Europe due to the
restrictions that they impose on civil liberties.?

The pandemic has once again highlighted several benefits of Ger-
many's federal system. For instance, it allowed specific regional
circumstances to be taken into account when implementing the
relevant decisions. In situations like this, federal systems are in
principle an excellent way of combining central decision-making
structures and lines of communication with flexible, decentralised
systems.

Nevertheless, the interviewees think that there is room for
improvement with regard to overall coordination, especially
between federal and state governments, in order to minimise
the uncertainty and extra workload for businesses in terms of
compliance with the relevant requirements.

In future, it will also be important to improve the thematic
concentration of government contact points by establishing
a crisis intervention centre. This will ensure that responsibilities
can be quickly identified in the event of an acute crisis and will
provide a central point of contact for those affected. Crisis coor-
dination at European level is discussed separately in Chapter 5.
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4.4 Resilience: straddling local and
global value creation

The interviewees think that the current calls for deglobalisation
and reshoring of value chains to Germany and Europe should be
viewed critically from a resilience point of view:?'

= Global risk spreading is only possible if production and
supply chains are also distributed globally.

= Active promotion of shorter global supply chains can actually
contribute to certain shock events such as trade disputes.
As an exporting country, Germany is particularly vulnerable
to such events.

From a strictly business perspective, there are good reasons for
the current international division of labour. These include cost
structures, unattractive regulatory frameworks in Germany and/
or Europe, and proximity to the relevant markets.

The interviewees feel that it only makes sense to move away
from the global division of labour if one or more of the following
criteria are met:

= Protection of key future technologies: In order to protect
value creation and jobs, it may make sense for Germany and
Europe to actively strengthen or reshore the value networks
of technologies that will be vital to future business models.

= Critical security of supply for the population in emergency
situations: A guaranteed supply of certain products and
services (e.g. certain drugs) is of critical importance for the
population in the event of external shocks. As a rule, security
of supply for these products and services is more important
than being able to produce them profitably.??

Nevertheless, the experts recommend that resilience strategies
should also have a fundamental focus on strengthening the com-
petitiveness of Germany and Europe, in particular by building
and strengthening regional value ecosystems and clusters of
excellence centred on leading-edge technologies, Industrie 4.0
and new business models. While these will require technical

21 | See VDMA/IfW 2020.
22 | See acatech 2021c.

23 | See acatech 2019.

24 | See BDI 2020.

25 | See Handelsblatt 2020.
26 | See DSAG 2020.

27 | See ZEW 2021.
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and financial support during their establishment and transitional
phases, the medium-term goal should be for them to be commer-
cially selfsustaining.

Furthermore, although these value ecosystems should be devel-
oped at a regional level, i.e. in Germany and Europe, that is by
no means to say that they should be exclusively European- or
German-owned. Non-European owners can provide access to
global resources that can be drawn on in the event of a local cri-
sis. More generally, they are also an important source of expertise
and capital, and they offer a means of accessing non-European
markets, especially for startups.z

4.5 Resilience and innovation

Efforts to strengthen supply and value chain resilience (especially
if focused on the short term) can hold back long-term innovation
in science and industry and thus inhibit future competitiveness.
This happens when organisations needing to respond swiftly and
effectively to a crisis cut their budgets for long-term projects, often
leading to a reduction in R&D investment. The overall picture in
this area is very mixed.

For example, an ad hoc survey of 250 industrial enterprises car-
ried out by the Federation of German Industries (BDI) found that
many R&D projects in sectors such as the automotive industry had
been halted or cut back due to the current crisis.>*

Three-quarters of businesses who took part in a survey of 3,500
SAP user companies conducted by the German-speaking SAP user
group (DSAQ) said that they are planning to reduce IT investment
in Germany because of the economic crisis.2> On the other hand,
companies in Switzerland report that the SARS-CoV-2 pandemic
is actually causing them to step up their digitalisation efforts,
and that they therefore have no plans to cut their IT budgets for
the coming year.?® The recently published innovation survey of
the Leibniz Centre for European Economic Research (ZEW) found
that small and medium-sized enterprises (SMEs) in particular
planned to significantly cut spending on innovation in 2020
and 2021 due to the coronavirus crisis.?’



Conversely, R&D is actually increasing in sectors that are playing
an especially important role in combatting the crisis, such as
the pharma and biotech industries.?® Moreover, a survey of over
27,000 companies carried out by the Stifterverband between
March and August 2020 found no significant change in overall
R&D spending, although the figures varied widely from one in-
dustry to another.?®

28 | See acatech 2021c.
29 | See Stifterverband 2020.
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In the short term, it is usually unproblematic for an individual
company to cut back on its R&D activities during a crisis in order
to maintain business continuity. In the medium to long term,
however, companies need to innovate in order to remain com-
petitive, and this requires high levels of R&D.
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5 European crisis
management

It is often not possible for nation states to achieve
resilience on their own. However, the conditions and
structures do not currently exist for a rapid, effec-
tive and coordinated response to external shocks at
the highest European level, for example in the shape
of an established crisis management team. The exist:
ing EU agencies and institutions lack the resources
and/or authority to perform this role effectively.

The current SARS-CoV-2 pandemic has demonstrated that Europe
is often the only sensible frame of reference for resilience meas-
ures, since many measures cannot be implemented effectively at
national level. However, the interviewees identify a number of
issues with the European crisis management system that could
also cause problems in other types of crises. These include:

= A lack of rapid, effective, and coordinated EU crisis man-
agement: It took too long to find adequate European-level
responses to a rapidly spreading pandemic.

* |nadequate communication: Effective communication and
sharing of the relevant information among the actors are key
to any resilience strategy.>® However, communication of the
impacts of the current pandemic and the measures to tackle it
has hitherto been extremely inconsistent within Europe. This
has resulted in confusion and in some cases contradictory
information regarding the organisation of the movement of
goods within Europe. Similarly, information about regional
changes in measures to combat the pandemic (such as the
rules for incoming goods at ports or districtlevel travel restric-
tions) has in some cases been reported in the press before it
was communicated by the responsible authorities.

30 | See Brinkmann et al. 2017; EU-KOM 2020b.

= Ad hoc border closures within Europe: Even within Europe,
a number of borders were closed during the first wave of
the SARS-CoV-2 pandemic in spring 2020. Moreover, a re-
peat of this situation threatened to occur at some borders in
early 2021. Although things quickly improved in 2020 (for
example thanks to the establishment of green lanes at border
crossings), the border closures cast doubt on international
solidarity during a crisis, causing lasting damage to trust
in global trade.

“The border closures within the EU were a shock for us.
From one day to the next, workers and goods could no
longer cross national borders. We cannot allow this to
happen again in a second wave or in future crises.”

In some quarters, this de facto lack of crisis coordination was
considered to have accelerated the crisis.

There is no denying that some EU-level initiatives and institu-
tions are performing important roles in the current SARS-CoV-2
pandemic, for example the Emergency Response Coordination
Centre (ERCC) and the European Centre for Disease Prevention
and Control (ECDC). There are also a number of EU advisory
bodies such as Scientific Advice for Policy by European Academies
(SAPEA) and research agencies such as the Joint Research Centre
(JRC) that are carrying out scientific research into the pandemic
and feeding the relevant findings into the policymaking process.
The report “Improving pandemic preparedness and management”
is one example.*!

Nevertheless, the institutions, agencies and/or advisory bodies
referred to above currently lack the resources and/or authority to
respond adequately to (public health or other) crises on the scale
of the current SARS-CoV-2 pandemic. At present, there is a lack of
effective European crisis response structures for enabling the
coordination, consolidation, and rapid agreement of (crisis)
decisions at the highest EU level so that they can subsequently
be implemented by adequately resourced authorities at lower
levels (see Chapter 7).

31 | See Group of Chief Scientific Advisors to the European Commission et al. 2020.
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European crisis management

The European Commission's new Strategic Foresight Process  This initiative aims to bring together science, industry and
is an important step in the right direction. For the first time, it public authorities in a targeted manner and leverage more
focuses on Europe's capacity for resilience in a wide range of dif  resources, among other things in order to provide incentives for
ferent fields and should serve as a compass for EU policymaking.3?  the development of vaccines against new variants and ramp
Better coordination has also been promised for the healthcare  up production capacity.*

sector, for example through the HERA incubator announced in

February 2021.

32 | See EU-KOM 2020a.
33 | See EU-KOM 2021.
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6 General principles

for strengthening
resilience

Both businesses and public authorities can make

use of general principles in order to strengthen

their resilience. These include prudence (active risk
management), diversity (e.g. in the supply and pro-
duction chains), and redundancy. Another particularly
important general principle is agility. Agile processes,
structures and decision-makers make it easier to
respond to a crisis. However, agility is only effective if
it is accompanied by flexibility.

There are a number of general principles that can help to
strengthen the overall resilience of businesses, organisations,
public authorities, and value networks. These include:®

Prudence: active and methodical risk management, including
careful and regular analysis and - where possible - elimi-
nation of the weaknesses and dependencies in one's own
processes, as well as the development and rehearsal of con-
tingency plans

1. Expectation

Performance

2. Difference in effectiveness

Redundancy: creating a buffer by duplicating products/
processes, maintaining stocks, and making use of the swarm
principle

Diversity: in terms of the geographical spread of supplier
sources (multi-sourcing), production facilities, product portfo-
lios, and the people who form part of the organisation itself
Adaptability: flexibility and scalability in processes and
procedures, coupled with an openness to new strategies and
solutions

Modularity: a better overview and easier replaceability of
components and processes

Responsiveness: rapid and targeted responses enabled by
early detection of disruption (using digital solutions such as
Industrie 4.0), employing simple triggers to activate complex
response mechanisms (bootstrapping)

Hybrid (digital/analogue) solutions: e.g. solutions that com-
bine or make it easy to switch between digital and analogue
working

Figure 8 illustrates how implementing these principles before,
during and after a shock can deliver a long-term comparative ad-
vantage.

Agility - in other words, agile processes, structures and de-
cision-makers - is another general principle that can help to
strengthen resilience (see Box 2).

4. Difference in outcome

Cumulative advantage

3. Difference in recovery

Companies that implement resilience principles

Time

Companies that do not implement resilience principles

Figure 8: Benefits of general resilience principles (source: authors' own illustration based on BCG Henderson Institute 2020b)
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Box 2: Enabling agility through flexibility

Agility is the ability of organisations and people to respond
flexibly to unforeseen events and new challenges. Agility
involves a proactive rather than purely reactive response to
change.?> Agility can be enabled by organisatorial and reg-
ulatory leeway, and helps to maintain operations and inno-
vation in acute crisis situations. The following three examples
show how agility helps to cope with a crisis:

= A flexible workforce can mean greater staff availability
in an acute crisis. This is illustrated by the fact that many
white-collar workers were able to rapidly switch to mobile
working from home without any major adjustment issues.
Many workers were also willing to temporarily move to
other departments, for example because there was no
work in their own department. It is vital that those affected
should have a say in decisions of this nature. This requires
self-determined flexibility, the involvement of employee
representatives, and a corporate culture that demands
and supports employee responsibility, lifelong learning,
and digital skills.>®

= Some actors in German science, industry, and government
already have agile decision-making structures that en-
abled the rapid establishment of crisis management teams
in many companies, for example. Moreover, the government
SARS-CoV-2 relief schemes were and continue to be an im-
portant instrument, especially for many small businesses
and self-employed sole traders. Most of the experts inter-
viewed praise the rapid and comparatively uncomplicated

| See Bendel 2019.

| See BDA/Microsoft 2020; DGB 2020; Mierich 2020.
| See Brinkmann et al. 2017; EU-KOM 2020d.

| See Munich Re 2020.

| See Work4Germany 2020.
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launch of these schemes. However, the subsequent steps
of applying for and paying out the relevant funds are in
some cases still suffering from significant delays, and many
companies complain that this is threatening their survival. It
is clear that another key requirement for agile decision-mak-
ing structures is effective communication and information
sharing between the different actors.*’

= Agility can also make it easier for new actors to respond
rapidly and appropriately to new market requirements.
Examples include the “Give a Breath Challenge” launched
by Munich RE and the Fraunhofer-Gesellschaft for ideas
for treatment of COVID-19, and the rapid conversion of
some manufacturing facilities to production of masks and
sanitizer.3®

The interviewees emphasise that it is vital to maintain this
heightened spirit of agility and the concrete structures that
enable it once the crisis is over. However, this is not just a
task for the relevant organisations - they will also require the
necessary (regulatory) flexibility.

Consequently, ideas based on the lessons learnt from the crisis
should be identified as quickly as possible in discussions
between government, science and industry and translated
into concrete measures. One example of this is the "Work-
4Germany” fellowship programme, which brings together pri-
vate sector experts and government ministries with the aim of
learning from each other and reinventing processes, structures,
and methods. The programme focuses on concrete projects and
challenges within a limited timeframe.®
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Figure 9: Survey of measures taken to strengthen resilience in different industries (source: authors' own illustration based on
McKinsey Global Institute 2020)

Concrete implementation of the general principles will call fora  Box 3 describes some existing examples and best practices
mix of general and individual solutions that will vary depending  relating to how resilience can be researched, evaluated, and
on the sector and shock scenario. Figure 9 shows the most com-  strengthened in science and industry.

mon resilience measures adopted in response to the SARS-CoV-2

pandemic according to representatives of leading companies in

two different industries.
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Box 3: Concrete resilience measures

The following are some of the projects that are already fo-
cusing on measuring or strengthening resilience in general
or in specific fields:

= Fraunhofer Resilience Evaluator (FReE): The FReE tool
aims to help enterprises assess their business units'
resilience more accurately. Potential natural and anthro-
pogenic shocks are taken into account. The tool allows
enterprises to carry out a quantitative assessment of the
resilience of their business units, facilities, and systems.*

= DHL Resilience360: “Resilience360" is a product that
DHL offers its customers to help them minimise supply
chain risks. This cloud-based platform enables real-time
supply chain visualisation, tracking and monitoring. The
tool acts as an early warning system, identifying poten-
tial supply chain problems and risks. This ensures that
companies have enough time to initiate the relevant
countermeasures, thereby reducing costly supply chain
disruption.*!

= Manual on pandemic planning for businesses: The
Federal Office of Civil Protection and Disaster Assistance
provides free, publicly available manuals offering expert
advice geared primarily towards helping companies
prepare for and respond to pandemics. Aimed in par
ticular at SMEs that lack the capacity to develop their
own pandemic response plans, the manuals provide
checklists for businesses and help them to identify and
implement strategies that will deliver swift and effective
results. These guidelines can also assist with other types
of shock scenarios and help companies to strengthen their
resilience by integrating (better) risk management into
their existing processes and procedures.

= RADAR - Data Driven Environmental Scanning: Funded
by the Federal Ministry of Education and Research
(BMBF), the RADAR research project aims to develop an
environmental scanning system that can analyse large
volumes of data in order to detect the relevant signals,
trends, technologies, disruptive changes, and new rela-
tionships in a company's environment in real time.*? The

| See FhG 2020b.

| See acatech 2016; DHL Supply Chain 2020.
| See radar 2020.

| See TfS 2020.

| See Fraunhofer EMI 2020.

| See BMBF 2018; Wiens 2019.
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research project also includes a “risk radar” that helps
businesses to adapt proactively to changes in their com-
pany environment caused by the SARS-CoV-2 pandemic.
Hybrid working practices enabled by remote mainte-
nance: The fact that people in factories often have to
work in close physical proximity to each other has caused
problems during the SARS-CoV-2 pandemic. Remote
maintenance can help to protect employees' health and
keep factories running. NavVis develops mobile indoor
mapping systems that enable digital navigation of com-
plex buildings and factory facilities. At the beginning of
the SARS-CoV-2 pandemic, this technology was used to
enable hybrid cooperation between remote and on-ite
experts when converting production facilities in Spain
from napkin to face mask production.

Together for Sustainability (TfS): Transparency can help
to strengthen supply chain resilience. The Together for
Sustainability platform provides companies in the chemi-
cal industry with access to information about compliance
with environmental and social standards. For smaller com-
panies in particular, it offers a way of obtaining detailed
information about potential suppliers without necessarily
having to carry out an audit themselves.** According to
the experts, global suppliers who have continued to
comply with minimum social standards have hitherto
proven to be more successful at weathering the acute
crisis caused by the SARS-CoV-2 pandemic.

BioMOTS - biological modelling of technical systems:
The Fraunhofer BioMOTS project has shown that biologi-
cal protection principles can be abstracted and transferred
to technical systems. Principles of wound healing and
pain reflex response were systematically characterised for
electric vehicles and transferred to a simulated battery
system, significantly increasing its resilience.*

NOLAN - scalable emergency logistics for urban ar
eas: This BMBF-funded public-private partnership aims
to develop a holistic emergency logistics strategy that
can be activated if private sector supply structures are
disrupted during a crisis, so that the population still has
access to a basic supply of essential necessities such as
water, food and fuel.*®
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7 Cross-sectoral priority
areas

In most industries, the main responsibility for strengthening
supply and production chain resilience lies with businesses
themselves - doing so is not only in their own interest but also
part of their responsibility towards society and their employees.
Nevertheless, government can and should help businesses to
strengthen their resilience. Consequently, the relevant actors must
engage in a dialogue to determine where government should
establish concrete standards, where it should directly support
efforts to strengthen resilience, and where it should create a more
favourable framework.

Focusing on four priority areas, the following sections set out
concrete recommendations for strengthening resilience that can
be implemented across different industries (see also Figure 10).

7.1 Design more resilient production
and supply chains

The current pandemic has exposed pre-existing weaknesses and
bottlenecks in supply chains, value networks, and the underly-
ing regulatory framework. These must be addressed in order to
strengthen resilience, including the following specific points:

A

Establish/expand
active risk management

&

Design more resilient production
and supply chains

* Supply chain transparency
(beyond Tier 1)

« Crisis management teams
and task forces

e Diversification and
multi-sourcing

e Scenario planning and action
plans

* More flexible production e Stress tests

Industry

« European infrastructure,
« Standards for data quality, data

* Provisions for "digital shocks"

Responsibility

= Supply chain transparency: It is vital to identify weak points,
linear dependencies, and other exposures to external shocks
as early as possible so that appropriate countermeasures can
be developed. Moreover, it is important to go beyond Tier 1.
This can be achieved through the digitalisation and automa-
tion of supply chains. However, doing so will require robust
digital infrastructures, including competition law compliant
solutions for sharing data with external third parties (or
corresponding changes in the interpretation of competition
law). The data strategy adopted by the German government
at the end of January 2021 is a significant step in the right
direction. However, more detail is required, especially with
regard to quantifiable targets and measures. It will also be
important to establish a trusted form of cooperation with
customers and suppliers across entire value chains that is not
based solely on individual gain.

= Supply chain diversification: Once transparency has been
established, it must be used to address critical supply and
production chain vulnerabilities. In the medium term, strate-
gies geared towards diversification and multi-sourcing (with
several suppliers for each component wherever possible) can
help to strengthen supply chain resilience. It will be necessary
to strike a better balance between resilience and cost and
time efficiency, since the current exclusive focus on effi-
ciency makes supply chains vulnerable to shocks (see also
Chapter 4). In order to spread the risk, it is also important to
ensure a geographical spread of supply sources.

= Inventory: In some cases, maintaining larger stocks in inven-
tory can play an important part in creating a resilient supply

‘o

Establish frameworks for
unhindered access to data

Ensure Europe's ability to
function in a crisis

* European crisis management

GAlA-X-based data spaces team//resilience council

e Ensure that individual nations do

integrity and interoperability not go it alone

* Review regulatory framework
(both in general and exemptions
for crises)

Government

Figure 10: Cross-sectoral priority areas (source: authors’ own illustration)
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chain, although this will not be universally feasible in every
industry and for every component. Rather than simply focus-
ing on inventory levels, it is more important to establish an
intelligent planning and control system that makes extensive
use of digital solutions to optimise the resilience of the entire
material flow. Border closures quickly expose the limitations
of a strong and sometimes exclusive focus on justin-time or
justin-sequence models aimed at eliminating inventory.

= More flexible production: Companies should ensure that
their production chains are as flexible, scalable and modular
as possible in order to strengthen their resilience to shocks
and increase the options available to the business. The
pandemic has highlighted certain regulatory barriers that
make this more difficult. Any amendments to the relevant
regulations must seek to increase the flexibility and agility
of economic actors without diluting safety standards (e.g.
with regard to product quality).

= Support for SMEs: Because they tend to have less rigid,
rule-based processes and procedures, SMEs are often able
to adapt their cooperation with customers and suppliers
more rapidly and flexibly in crisis situations. However, their
processes and procedures frequently lack the level of digi-
talisation needed to increase supply chain transparency.
Industry associations and organisations can support them
in this area by providing standardised, easily implemented
guidelines.

7.2 Establish/expand active risk
management

In order to maximise their resilience against future crises, it is
essential - and indeed part of their responsibility towards so-
ciety - for businesses and government to establish an active
risk management system or strengthen their existing systems.
In many cases, the SARS-CoV-2 pandemic has once again high-
lighted just how important this is. The mere act of continuously
evaluating, updating (e.g. by including new threat scenarios)
and rehearsing the procedures to be followed in a crisis can
help to strengthen resilience and enable an appropriate response
in a real emergency.

The following points are key to effective risk management:
= Scenario planning: Regular rehearsals of different crisis
scenarios can help to identify weaknesses before a real crisis

occurs and create familiarity with the relevant procedures.

46 | See BBK 2018.

Cross-sectoral priority areas

Ideally, a specific response plan should be developed for
each crisis event. In order to ensure the necessary level of
detail, scenario planning should also include suppliers
and, where relevant, public authorities. The Federal Office
of Civil Protection and Disaster Assistance offers integrated
risk management assistance, for example.“® Scenario planning
is also at least partially transferable, as illustrated by the
fact that pandemic contingency plans developed in response
to the 2009 HINT influenza (“swine flu") pandemic helped
some actors to respond more rapidly to the challenges of the
SARS-CoV-2 pandemic. It is also important to take new risks
such as emerging trade disputes into account.

Crisis management teams: It is vital to appoint an agile
and strong crisis management team with responsibility for
making strategic decisions and setting out the framework
for the entire company or government agency. The members
of the crisis management team and its format and powers
should be determined in advance, and its strategic directives
should leave room for flexible, local measures.

Task forces: Decision-makers with an in-depth understand-
ing of local details and processes should be appointed to
implement the strategic directives. These individuals should
have clearly defined responsibilities during a crisis, such as
monitoring supply chain problems or delivering emergency
assistance. Their responsibilities and decision-making powers
must be clearly defined to ensure a swift response if and
when a crisis occurs.

Criticality testing: It is important for businesses to identify
any critical dependencies in their production facilities and
establish early warning systems that provide real-time access
to this information. Critical dependencies exist when produc-
tion facilities are particularly vulnerable to shocks (such as
natural disasters or trade disputes) and/or when there are
onesided regional concentrations (of suppliers). This type of
information might prompt a business to initiate a reshoring/
nearshoring strategy and/or to increase the geographical
spread of particularly critical production capacity and sources
of supply.

Best practices/action plans: Industry associations can facil-
itate the exchange and dissemination of industry-specific
best practices, providing SMEs in particular with faster access
to concrete recommendations for specific crisis measures.
They can also facilitate and moderate the development of
general requirements catalogues and action plans. Govern-
ment agencies such as the Federal Office of Civil Protection
and Disaster Assistance and the relevant research institutions
and associations should also be involved.
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Stress testing: Opinion is divided among the interviewees
regarding the need for businesses to carry out mandatory
resilience stress tests (along the lines of bank stress tests).
Nevertheless, the majority of those interviewed recommend
that companies should undertake voluntary stress testing.
However, it is also felt that this is often adequately covered
by scenario planning (see above).

Pooling resilience research: By pooling existing resilience
research in Germany, a one-stop shop could be created for
government and industry. This would be especially valuable
for SMEs. One possible model is the German centre for risk
management and resilience proposed by Germany's four
non-university research organisations.”’ Industry must be
persuaded to commit to an institutional dialogue with this
centre while interest in resilience remains high due to the
current crisis.

Financial risk assessment: The measures and strategies out
lined above will call for the introduction or more accurate
implementation of risk assessment and costing. This is vital
so that appropriate reserves can be built up.

“To a large extent, resilience is just traditional risk
management: identify and assess the risks, look for
weaknesses in your own organisation and develop
conctrete action plans for certain scenarios.”

7.3 Establish a (policy) framework for

unhindered access to data

In the context of resilience, there are three key goals as far as
access to data is concerned:

1.
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make better use of data to strengthen resilience (e.g. by
digitalising supply chains),

use data to create new, resilient business models and

build resilience into the way that data is used and exchanged
in order to minimise vulnerability to shocks affecting the
digital sphere.

| See FhG et al. 2020.

| See EU-KOM 2020c; FAZ 2020.

| See EIT Digital 2020.

| See BMWi 2020.

| See Plattform Lernende Systeme 2020a; 2020b.
| See BMWi 2020.

Policymakers must establish a framework that supports these
three goals:

From dialogue to pragmatic implementation: In order to
make better use of data, it will be necessary to establish
coordinated platforms and processes such as data trust
models for enabling the secure exchange of data throughout
the supply chain. The relevant actors from science, industry,
civil society, and the public authorities should be included
in this process. It is important to move forward as rapidly
as possible on this issue. Germany is already heading in
the right direction with the Federal Government's new data
strategy referred to in Chapter 7.1. This strategy should be
fleshed out and systematically pursued in consultation with
Germany's European partners. Coordination at European
level is especially important in order to scale up the relevant
solutions. The EU's current legislative initiatives in connection
with the European data strategy (for example the Data Gov-
ernance Act, Digital Services Act, and Data Act) provide an
appropriate framework.*®

“If you want competitors to share data, you are going to
need security, a contractual basis, and an independent
trustee.”

European infrastructure: A European infrastructure for secure
data use and sharing is key to ensuring Europe's technolog-
ical sovereignty and avoiding dependency on technology
companies from other economic areas.*® GAIA-X employs a
geographically distributed cloud infrastructure and a feder
ated approach to the organisation of user ecosystems, with
a hybrid structure that combines decentralised data clusters
and central databases. This means that it is well placed to
meet the key requirements for resilience.*® Its geographical
spread reduces vulnerability to shocks,®" while its federated
structure enables the formation of industry-specific ecosys-
tems that use GAIA-X's harmonised standards but still have
the flexibility to adapt them to their specific needs.>

A digital transformation that respects core European val-
ues: It is important to ensure that the digital transformation
strikes a balance between enabling more effective use of
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data (either to add value or to strengthen resilience) and re-
specting certain ethical and legal principles. The concept of
personal data sovereignty could serve as a guiding principle
in this context.>

Industry-specific data spaces: There are already a number
of promising initiatives geared towards optimising the use
of data, facilitating data exchange, and enabling the devel-
opment of digital business models. Industry-specific data
spaces can help to prevent the emergence of segregated
data silos within different industries. Examples include the
planned European Health Data Space, the Mobility Data
Space,* and the International Data Space Association.>
It is important to move from the conceptual stage to the
practical implementation stage as quickly as possible and
feed the lessons learnt into other projects. In principle, the
data spaces should also be open to non-European actors.
The specific conditions regarding access for non-European ac-
tors or the use of European company data generated outside
of the EU must strike a balance between allowing a free flow
of data and maintaining digital sovereignty.

Standards for data quality, data integrity and interopera-
bility: The German government should promote international
harmonisation of norms and standards for data quality, integ-
rity, and interoperability. However, the regulatory framework
should also allow a degree of flexibility so that it does not
hold back continuous innovation.

Resilience against digital shocks (cybersecurity): Architec-
tures, infrastructures, platforms, and processes for secure data
exchange and storage must be designed for robustness in
the face of different shock scenarios (cyberattacks, failure
of physical ICT infrastructure, etc.). Cybersecurity and the
physical protection of digital infrastructures should be under
stood as a process that calls for constant vigilance on behalf
of both government and the relevant companies. Further
research and development in the field of cybersecurity is
thus essential (in the new cyber agency, for example). Gov-
ernment agencies (such as the Federal Office for Information
Security - BSI) should in general play a more active role in
accelerating the widespread implementation of innovations
in this field throughout industry and the public administra-
tion. It is especially important to provide practical guidance
for SMEs. Regular auditing and strengthening of resilience
could be directly included in the terms of use. Moreover,

| See acatech 2020a; Micheli et al. 2020.
| See acatech 2021b; 2021c.

| See Plattform Lernende Systeme 2020b.
| See ibid.
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infrastructures and applications should be subject to different
security requirements depending on the criticality of the
processed data.*®

7.4 Strengthen Europe's ability to
function in a crisis

As the current SARS-CoV-2 pandemic has demonstrated all too
clearly, the ability to keep functioning in a crisis is also very
much a European-level issue. When a crisis occurs, matters
relating to security of supply, border checks, and regulations
cannot be resolved solely at national level. However, the current
crisis has also highlighted many areas where there is scope to
strengthen Europe's role as a rapid, effective and appropriately
empowered crisis manager. The following measures can help to
achieve this goal:

= Establishment of a new European crisis management team:
The EU should establish a structure for a central crisis man-
agement team that could spring into action at a moment's
notice in the event of a crisis, regardless of the nature of the
underlying shock. In addition to the key decision-makers,
the crisis management team should include experts in fields
that are relevant to the current crisis. While the crisis man-
agement team should act in accordance with clearly defined
"ifthen" processes for different scenarios, it should also have
extensive, direct decision-making authority for dealing with
crises. The make-up and structure of the crisis management
team should be determined during crisis-free times, and the
relevant procedures should be regularly rehearsed. Special-
ist task forces that report to the crisis management team
could be created to provide a targeted response to different
aspects of acute crises. The crisis management team and the
extensive decision-making powers conferred upon it should
be enshrined in the basic treaties of the European Union and
approved by all the member states. While this means that its
establishment will be a medium-term project, it is important
to harness the current momentum in order to get things
moving as soon as possible.

= Establishment of a European resilience council: The estab-
lishment of a new European resilience council would help

39



57

40

to anchor resilience at a central level and bring together in-
terdisciplinary expertise in this area. In a crisis situation, the
council should be empowered to make rapid and effective
recommendations for all the member states. It should also
ensure that resilience is continually taken into account in
European economic and industrial policy. A resilience council
could be established relatively quickly and could potentially
advise the European crisis management team described
above.

Ensuring open borders within Europe: Solutions must be
found to prevent border closures within the EU during
future crises and enable the continued movement of people
and goods. Failure to do so can trigger secondary effects that
often exacerbate the impacts of a crisis. This point should also

| See EU-KOM 2015.

be taken into account by the new European crisis manage-
ment system discussed above.

Regulatory flexibility in the event of a crisis: In order to
ensure that businesses and other (e.g. healthcare system)
actors can continue to function during a crisis, amendments
to the relevant regulations - such as shorter procedures and
exemptions - should be drawn up in advance so that they can
be brought into force as and when necessary. However, these
amendments must not be allowed to compromise safety. Resil
ience measures should also be more strongly anchored in the
European Commission's Better Regulation guidelines.>” The
new EU Foresight Process described in Chapter 5 takes these
aspects into account for the first time and is an important
step in the right direction.
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